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Abstract

The art of warfare in cyberspace is evolving. Cyberspace, as the newest warfight-
ing domain, requires the tools to synchronize effects from the cyber domain with those
of the traditional land, maritime, space, and air domains. Cyberspace can compli-
ment a commander’s theater strategy supporting strategic, operational, and tactical
objectives. To be effective, or provide an effect, commanders must have a mechanism
that allows them to understand if a desired cyber effect was successful which requires

a comprehensive cyber battle damage assessment capability.

The purpose of this research is to analyze how traditional kinetic battle damage
assessment is conducted and apply those concepts in cyberspace. This requires in-
depth nodal analysis of the cyberspace target as well as what second and third order
effects can be measured to determine if the cyber-attack was successful. This is
necessary to measure the impact of the cyber-attack which can be used to increase or

decrease the risk level to personnel operating in traditional domains.
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LEVERAGING TRADITIONAL BATTLE DAMAGE ASSESSMENT
PROCEDURES TO MEASURE EFFECTS FROM A COMPUTER

NETWORK ATTACK

I. Introduction

“The success or failure of this one F-117 mission, this one bomb, would tell
a lot about how our air campaign would fare. If Iraqi telecommunication
were destroyed, the air superiority battle became manageable: blind the
enemy air defense system, and isolate the elements from the brain, and
it is no longer a “system” but individual weapons operating in the dark.
..CNN just went off the air. That was it. The “AT&T” building had taken
a mortal blow.” [6] — General Chuck Horner

During the start of Operation DESERT STORM, U.S. Air Force F-117’s loaded
with GBU-27s struck key nodes in and around Baghdad, Iraq to isolate Iraqi com-
manders from their units in the field. Although the start of the Gulf War would be
Special Operations forces taking out Iraqi border positions, the world witnessed the
start of the Gulf War as a kinetic strike against key Iraqi targets around Baghdad as
a live CNN feed showed Iraqi anti-aircraft artillery firing into the dark night. The
success of these first strikes into the heart of Baghdad were easy, as General Chuck
Horner recalled how their CNN feed in the air operations center went to static — no

battle damage assessment of that target would be required.

The wave of F-117s braved what was thought to be a formidable Iraqi integrated
air defense system (IADS). The strikes on day one of the war met tactical objectives
(destroyed the Iraqi telecommunications center), operational objectives (degraded the
Iraqi TADS), and strategic objectives (isolated Iraq from the world and demonstrated
Coalition domination early to gain an advantage in world opinion). Battle damage

assessment (BDA) was critical for these first strikes.

Today, the United States and other countries are faced with the possibilities of

how to use computer network attack (CNA) to achieve strategic, operational and tac-



tical effects. To grow a capability that accepts a “first” strike cyber-attack capable of
targeting the same targets as F-117s delivering GBU-27s did at the onset of DESERT
STORM, the United States will require more than just a live CNN feed to conduct

battle damage assessment.

The probability exists that future military conflicts will continue to involve some
sort of preemptive cyberspace effect that could target telecommunications, space-
based sensors and relays, automated aids to financial and banking networks, power
production and distribution, and media to share public perceptions. [29] The Israeli
strike against Syria in 2007 with an integrated cyber component, coupled with the
cyber-attack of Estonia! (May 4 — 8 2007) and the invasion of Georgia by Russia
(August 7, 2008), demonstrate a willingness and capability to leverage cyber-attacks
against nations. [7] [37] [29]

1.1 Background

BDA is both an art and a science. The art of BDA is applied through years, if
not a lifetime, of applying judgments of the success, failure and /or percentage of either
success or failure to provide an assessment through the observation of one or more
indicators. The science of BDA is based on the known quantities of the target and
capabilities of the weapon used against the target to render the target destroyed or
unusable. Analysts apply both the art and science of BDA to provide an assessment
that drives other decisions; some more obvious than others. If the target is not
“adequately” destroyed, then the commander can require a re-strike. Less obvious
is the impact to the battle by destroying the target. Is the SA-10 destroyed and no

longer a threat to aircrew flying in the vicinity of where it was once positioned?

How BDA is conducted requires a host of technical and non-technical means.
The quickest means to receive BDA is from a Joint Terminal Attack Controller (JTAC)
on the ground that witnessed the GBU-12 strike the target. Alternatively, there may

1“While the common belief is that the Russians did it [conducted the attack], no one has ever
been able to perform any digital forensics linking the attacks to the Russian government.” [29]



be an MQ-9 Reaper over the target area with an electro-optical/infrared (EO/IR)
camera watching the AGM-114 Hellfire missile impact the cave complex with sec-
ondary explosions (and with a live feed to the Air and Space Operations Centers
(AOCQ)). There could also be other airborne and space based sensors that receive in-
dications of the attack that must be carefully analyzed before BDA can be properly

assessed.

Kinetic BDA has a long history that has allowed its methodology to evolve as
technology has evolved. But how can attacks in cyberspace be analyzed if the attack
does nothing more than shut-down power to an enemy’s command post? Do the
lights going out in the area indicate that the cyber-attack was successful, or did an
operator recognize a fault in the power system that caused them to shut down the
power to the command post before permanent damage could take place? An inherent
problem with the cyberspace domain is that the very existence resides in a space that
is neither visible to JTACS on the ground, visible to EO/IO sensors, nor visible to
other airborne or space based sensors. The problem is not much different from the

BDA problem in the traditional domain such as targeting underground facilities.

1.2 Motivation

A methodology for Cyber BDA is required that is rooted in science yet exploits
the art of seasoned analysts that a commander can rely on with the same certainty
that traditional kinetic BDA uses. As cyber operations synchronize with traditional
domains (air, land, maritime and space), commanders will require a means to gauge
the effectiveness of offensive cyber operations. The promise of an effect requires
evidence of success or some degree of proof that the effect yields the required results.
In the original example, if a pilot is notified that the SA-10 is confirmed destroyed,
the level of risk to the pilot is decreased and improves the freedom of action of the
pilot. If, however, the SA-10 is not destroyed, the risk to the pilot increases as their

freedom of action in vicinity of the SA-10s missile engagement zone is reduced.



As cyberspace operations integrate with other domains their impact to risk in
the battlespace can have a more profound effect to aircrew flying in enemy terri-
tory. On September 6, 2007, Israeli fighters slipped through a robust Syrian IADS
undetected to strike a suspected weapons of mass destruction facility. Three possibil-
ities surround how Israel was able to fly through Syrian airspace undetected by the

IADS: [7]
— Input of false data into the IADS radar by an unmanned aerial vehicle.
— A “trapdoor” embedded in the TADS air defense algorithm.
— Splicing a fiber optic cable to gain access to the air defense system.

Regardless of the method used it is clear that the use of cyber operations was

successful to reduce the risk to an offensive counter-air package.

1.3 Purpose

The purpose of this research is to demonstrate how the physical components of
a system attacked through cyberspace can utilize the current methodology of kinetic
BDA to provide commanders with the necessary feedback to judge the success or
failure the attack. This research will look at the current Joint doctrine for BDA and
propose solutions for bridging cyberspace with traditional intelligence, surveillance,
and reconnaissance (ISR) in a non-traditional environment. The proposed techniques
could be used by planners to conduct nodal analysis of the target of offensive cyber

operations identifying both direct and indirect sub-systems that can be used for BDA.

The intended audience of this research consists of operational planners that are
integrating cyber operations into traditional domains as well as intelligence profes-
sionals tasked with conducting nodal analysis of a cyber target for the purpose of
exploiting targets that can leverage cyber or kinetic effects, as well as building an ISR

collection plan to measure the effects of a cyber attack.



1.4 Scope

This research will focus on determining if there are effects that can be measured
in the traditional physical domains as a result of a cyber-attack. To demonstrate this,
supervisory control and data acquisition (SCADA) systems will be used as a vignette
“target” system to demonstrate how nodal analysis outside of the targeted system can
be used to provide a degree of certainty of a successful cyber-attack. While techniques
currently exist within cyberspace through the use of computer network exploitation,
little research has been conducted to demonstrate if it is faster to measure the physical
effects that result from a cyber-attack. The methodology researched readily extends

to any cyber-attack scenario.

1.5 Organization

Chapter II of this research examines the current battle damage assessment
methodology as defined in Joint Publication 2-0, Joint Intelligence, JP 3-60, Joint
Targeting, and JP 5-0, Joint Operations Planning. The intent is to highlight what
current processes are in place to conduct battle damage assessment. This includes a
brief background of BDA and the inherent problems associated with receiving timely
and accurate BDA. Next, Chapter II provides a background of situational awareness
(SA) and the impact of the different levels of SA as defined by Dr. Micah Endsley.
Cyber intelligence, surveillance, and reconnaissance (ISR) are explored with a focus
on what current work has been, or is being undertaken to define how cyber ISR are
achieved. Although cyberspace is unique in some way from the traditional domains
(air, land, sea, and space), Chapter II highlights how electronic warfare is in some
ways similar in terms of providing BDA assessments. Finally, as a vignette for future

chapters, supervisory control and data acquisition (SCADA) systems are defined.

The purpose of Chapter III is to outline and describe why cyber BDA needs
to be researched and steps that can be used to conduct a nodal analysis of a cyber
physical system, specifically SCADA systems as an example. The goal of Chapter

IIT is to demonstrate that with careful analysis of the targeted system in cyberspace,



interdependencies can be identified that will help bridge the effects that happen as a
result of a computer network attack (CNA) to those physical effects that can be mea-
sured outside of cyberspace. This is particularly important as limited ISR resources
are tasked to look at areas with the greatest chance of detection to measure the effects
of a CNA. Finally, the chapter concludes with a brief introduction to how providing
commanders with the results of a successful cyber-attack can impact the risk in the

battlespace.

Chapter IV concludes with the research results, recommended future research
areas, and the application of the research to the warfighter. This chapter highlights
that deliberate nodal analysis of a cyber target with an emphasis on identifying crit-
ical nodes outside of cyberspace can result in measurable results that can assist in
cyber BDA. This is important in understanding that as cyberspace operations become
more synchronized with the traditional domains, effective utilization of limited ISR

resources can directly impact warfighters and the ability of commanders to wage war.



II. Considerations for Cyber Battle Damage Assessment

“The less physical the attack, the less the certainty that there is that it
did harm.” [26] — Dr. Martin Libicki

2.1 Background of Battle Damage Assessment

There was a time in history that commanders could observe BDA for themselves,
watching from either the front line, or within visual range as their forces maneuvered
and engaged the enemy. Because battles were confined in space and time, the ad-
vantage to the commander to make their own assessment was based on the ability to

observe all developments of the battle. [16]

BDA has always suffered from limited reports and observations of the primary
and secondary effects of munitions. During World War II photo reconnaissance was
restricted to “reporting only what could be seen by another interpreter” through a
physical damage assessment. [22] Despite advances in technology, the Vietnam War
continued to be plagued by BDA problems. Colonel Burton S. Barrett, Seventh
Air Force Director of Targets and Deputy Chief of Staff for Intelligence noted in
his Project CORONA HARVEST! end-of-tour report that“all intelligence sources,
analytical formulas and analysis judgments have been applied to the BDA problem,

but it still remains an enigma.” [22]

Modern weapons have increased the ability to hit targets from greater range and
with more accuracy. Additionally, the age of high technology systems that provide
real time, to near-real time updates of the battlespace has increased the demand
for faster, more accurate BDA. During Operation DESERT STORM it was noted
that the use of precision weapons reduced the size of a weapon’s impact area into a
building, but masked the effects of the weapons inside the building where the target
was located, reducing the ability for analysts to determine the success or failure of

the mission. [9]

'Project CORONA HARVEST was an effort by Air University at Maxwell AFB, AL to study
and develop lessons learned from the Vietnam War while the war was in progress.



The tempo of a fast-moving fight, coupled with limited intelligence, surveillance
and reconnaissance (ISR) capabilities with conflicting/competing priorities further
complicates collecting raw data that can be used for BDA. As recent as Operation
IRAQI FREEDOM, Diehl and Sloan stated that BDA was “overrun by the rapid
operations tempo and endured much of the same criticism it received in the previous
decade” which was reported during Operation DESERT STORM as “slow and inade-
quate”. [16] Furthermore, in some situations, the political desire to minimize physical
damage has complicated efforts to perform effective BDA, forcing commanders to take
either additional risks, such as assuming that the target is down based on initial BDA,
or assuming that the target is still operational and retarget or restrict operations that

required that target to be destroyed. [2]

Joint Publication 2-0, Joint Intelligence, states that “the JFC should provide a
comprehensive plan, together with an intelligence architecture, to support BDA. This
plan must synchronize ISR resources and reporting to effectively /efficiently support

timely BDA.” [11]

BDA is in high demand. From the initial weapons release from a fighter or
bomber aircraft, or the launching of Tomahawk Land Attack Missile (TLAM) or High
Mobility Artillery Rocket System (HIMARS) against a target through the collection
of imagery, signals intelligence (SIGINT), human intelligence (HUMINT), and other
all-source capabilities, commanders are driven by an information technology age that
has the capability to collect data at a rapid rate. However, although there is an
abundance of ISR assets available to commanders, BDA is still confined and tempered
by the availability of “wet ware” or analyst’s brain power to make judgments based on
individual expertise, intelligence preparation of the operations environment (IPOE),

and post-strike effects by direct and indirect means. [2]

The drive for more sensors (data) is best stated by Lt Gen David A. Deptula,
former Air Force Deputy Chief of Staff for ISR who stated “We're going to find

ourselves in the not too distant future swimming in sensors and drowning in data.” [28§]



Having an unblinking eye in cyberspace results in an increase in data for analysts but
does not equate to greater situational awareness. Rogers et al. stated that “our cyber
sensors have also been dramatically improved, increasing the volume of continuous
data by orders of magnitude, when we really have not figured out how to handle all
the data we produced before persistent sensing.” [35] The problem of large amounts of
data is essential to identifying the best source of where to focus limited ISR resources

(analysts and sensors).

The need for BDA in cyberspace is no different, yet there are two extremes on
how cyberspace BDA can be viewed. On one extreme, the traditional operators may
have little understanding on how CNA is conducted let alone understand little of the
physical components of the domain and how information is stored, transmitted, and

processed.

On the other extreme is the belief that the capability to conduct BDA in cy-
berspace is limited. Libicki stated that “battle damage assessment on C2 [Command
and Control] warfare is so difficult (consisting of both what was hit and what differ-
ence the hit made) that field commanders understandably want to see visible craters
to ensure they had any effect at all.” [25] BDA is futher complicated if you eliminate
a crater from a kinetic strike and target a cyber physical system “somewhere” that

controls processes miles from the target that still will not produce a crater.

The attacker’s insight of the target system is based on what is observed operating
through computer network exploitation (CNE) and other all-source reporting. Once
an attack commences, fail safe devices may not result in a manner predicted by the
attackers (Table 1). [27] Since recovering from a cyber-attack has not been observed,
there is no timeline on how long system administrators will take to recover from a
cyber-attack, and as Dr. Martin Libicki stated in a presentation to Johns Hopkins
University’s Applied Physics Laboratory, “cyber-war will be a series of surprises.” It

can be the series of surprises that impacts the ability to conduct accurate BDA. [27]



Table 1:  Dr. Libicki briefing, “Predicting Battle Damage is Also Hard” [27]

Far in Advance | Systems change with every software update
In the near term | What can be observed about systems may

say little about how they respond to attack:

(1) May have crisis reserve modes

(2) May have processes that kick in

only when systems threaten to go awry

All the time Damage roughly proportional to downtime

or persistence of corruption, but even

system administrators don’t know

how fast they can reverse effects

2.2 Current BDA Methodology

The roots of BDA rests in the Joint Targeting Cycle where targets are nomi-
nated based on the commander’s intent. Joint Publication (JP) 3-60, Joint Targeting,
defines a target as an entity or object considered for possible engagement or action,
and describes the target itself as an area, complex, installation, force, equipment, ca-
pability, function, individual, group, system, entity, or behavior. [12] A cyber target
can have an effect in one of these target descriptions either directly or indirectly, and

therefore JP 3-60 provides a solid framework for developing cyber BDA techniques.

2.2.1 Target Characteristics.  For the purposes of targeting and target anal-
ysis, planners must understand the target’s intrinsic or acquired characteristics. JP
3-60 categorizes these as physical, functional, cognitive, and environmental which are
the basis for target detection, location, identification, and classification for surveil-

lance, analysis, strike, and assessment. [12]

Traditionally, the physical characteristics of a target are more appealing to
a commander. Imagery of a target provides a “before and after” comparison to
gauge the effect of a strike. Explosions at the target area can be observed at the
time-over-target (TOT) indicating that the designated weapons platform delivered
their munitions to the target, but does not indicate if the munition hit the correct

target. Likewise, a radars electronic signature can be detected by multiple sources

10



that provide an indication that the attack was not successful if electronic emissions

are still detected after the designated TOT.

Knowledge of the functional characteristics of the target are more complicated
than determining the physical characteristics of a target. Understanding what the tar-
get does within the system requires complete understanding of all of the components

of a system and how the system operates.

The cognitive characteristics of a target describe how information is processed
within the target, the decision cycle of the target, and how the target stores infor-
mation. The sociology aspect of understanding the target is more difficult to apply
towards target analysis and is better confined to the study of influence operations,

which may be able to contribute towards BDA data.

The environment can not only affect the target, but can also affect the ability
to conduct BDA. Also loosely included in this characteristic is the target’s reliance

on resources such as energy, water, and command and control.

The impact of time-sensitivity, regardless of the target’s physical characteris-
tics, affects the relative priority of the target. Although this research does not look
at the targeting process, time sensitivity is important in understanding the limited
opportunity to target a system through cyberspace and conduct BDA against that
target.

2.2.2  Application of Measures of Effectiveness to Targets. Targets are (or
should be) linked to the commander’s end-state and goals. Measuring the success of
attacking those targets is essential to provide feedback so commanders at all levels
can understand the effectiveness of their targeting. Measures of effectiveness (MOE)
are “tools used to measure results achieved in the overall mission and execution of
assigned tasks.” [12] MOEs also link the target to the actual requirement for in-
telligence collection. Without MOEs, intelligence could be collected, but the data
collected could remain unreported to analysts resulting in failing to correctly report

BDA.

11



The desired effects are key to understanding the target. When planners select
targets they take into consideration the direct and indirect effects of hitting the tar-
get. Direct effects are immediate and easily recognized. Attacking a bridge with the
purpose to collapse the bridge so that it is not usable by enemy forces can be immedi-
ately viewed through a fighter aircraft’s targeting pod, visual observation, or through

the EO/IR camera on a Remotely Piloted Aircraft (RPA).

Indirect effects are normally referred to as delayed or displaced effects (second,
third, or higher-order consequences of action) created through intermediate effects or
mechanisms. Indirect effects are usually more difficult to recognize. For example,
if targeting an oil pipeline, shutting off the flow of oil to an airbase may result in
more tanker trucks arriving at the base, indicating that the pipeline was successfully

shutoff.

2.2.3 The Joint Targeting Cycle. The Joint Targeting Cycle provides the
framework needed to successful conduct joint targeting (Figure 1). The Joint Target-
ing Cycle consists of six phases: (i) End-State and Commander’s Objectives, (ii)
Target Development and Prioritization, (iii) Capabilities Analysis, (iv) Comman-
der’s Decision and Force Assignment, (v) Mission Planning and Force Execution,

and (vi)Assessment. [12] This research focus specifically on steps (ii) and (vi).

During target development, target system analysis (TSA) is conducted to iden-
tify critical components or nodes of a target system. [12] From the traditional kinetic
view, T'SA provides a view from the macro level to the micro level based on all-source,
fused data that allows planners to focus on both the physical and functional compo-
nents of the target and the relationship to other targets within an operational system.
TSA is therefore important in not just target selection, but also understanding what

direct and indirect effects can be measured after a strike.

The assessment phase provides analysis of the target through the collection
of information from multiple sources. Analysis is the fusion of multiple sources of

information to provide an estimate as to the effect of the strike which results in an

12
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Figure 1:  Joint Targeting Cycle [12]
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estimate as to the success of the strike and the achievement of the commander’s goals.
It is the analysis that takes the raw intelligence data and transforms the data into

meaning that can be used to assess the strike.

Operational and strategic level assessment provides the Joint Force Commander
(JFC) the ability to adjust planning and current operations through the use of MOEs.
Since targeting can impact any level of warfare, the JFC requires the ability to conduct
BDA at these levels. Some targets could have an immediate impact to the operational

and strategic levels of war.

Operational and strategic assessment focuses more on the broader goals and
progress towards the commander’s end-state while tactical assessment is more con-
cerned with individual tasks that contribute to the campaign. Individual tactical
objectives contribute to operation level goals which in turn contribute to the overall

strategic goal(s).

Combat assessment provides results of an engagement against a target with
three elements: BDA, munitions effectiveness, and re-attack recommendations and
future targeting. BDA can be conducted through geospatial intelligence (GEOINT),
in-flight reports and mission reports, aircraft video and weapons system video, signal
intelligence (SIGINT), human intelligence (HUMINT), open source intelligence, end

of mission reports for surface-to-surface fires, and indigo reports for cruise missiles. [12]

The complexity of relying on multiple sources is based not just on capabilities
of each system, but collection time and methods to conduct analysis, classification
levels of collection, and reporting requirements. As outlined in Table 2, traditional
BDA is conducted in three phases; Phase 1 BDA (Physical Damage), Phase 2 BDA
(Functional Damage), and Phase 3 BDA (Target System Damage). This, combined

with 18 basic target categories provides a framework for conducting BDA.

Within the realm of conducting BDA, each Phase of the BDA process provides
an estimate of success. The estimates are assigned according to the following guide-

lines:
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— Phase 1, confidence levels are applied as;
- Greater than 95% - Virtually certain
- Greater than 50% - Likelihood, little inference
- Less than 50% - Likelihood, considerable inference
— Phase 2 Functional Damage Assessment
- Destroyed
- Greater than 45% - Severe
- 15 — 45% - Moderate
- Less than 15% - Light
- No Functional Damage
- Unknown Functional Damage
- Abandoned
— Phase 3 Target System Assessment

- Completed assessment of the target system based on all source

reporting

The traditional BDA methodology provides a solid foundation to help address
the cyberspace BDA requirements and the impact it can have in the battlespace.
However, unlike a traditional kinetic strike where the effect of the strike is directly on
the location where the desired effect is required, a cyberspace attack’s physical location
may only provide nothing more than a medium to continue the attack through other

means far removed from the actual target location.

2.3 The Impact of Situational Awareness and Cyber Battle Damage

Assessment

Research has been conducted on the impact of situational awareness (SA) and

the cognitive process of humans interacting in their environment. SA is an important
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Table 2:

Battle Damage Assessment Quick Guide, DI-2820-03 [12]

Assessment Type

Physical Damage
or Change
Assessment

Functional

Damage or Change

Assessment

Target System
Change
Assessment

Initial Assessment

Initial physical
damage or change
assessment of
aimpoint(s) and
target due to direct
and unintended
weapon effects.

When possible, an
initial functional
damage assessment
of target element(s)
and target is
accomplished.
When possible, re-
attack
recommendation is
also included.

Not performed

Supplemental
Assessment

Detailed physical
damage or change
assessment of
aimpoint(s) and
target element due
to cumulative
weapon effects.

Detailed functional
damage assessment
of target element(s)
and target.

When possible,
inputs to the Target
System Change
Assessment, MEA,
or re-attack
recommendation are
also included.

Not performed.

Target System

Not performed

Not performed

Detailed assessment
of change to target
system(s) due to
cumulative attacks
on targets.
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concept to understand as it relates to cyber BDA because the majority of effects
analyzed may result in a physical effect far removed from a target that does not have
before and after imagery to compare. Therefore, SA must be considered in all aspects
of looking at second and third order effects. A definition of SA that best fits as it
relates to BDA is as follows: [17]

“Situation awareness is the perception of the elements in the environment
within a volume of time and space, the comprehension of their meaning,
and the projection of their status in the near future.”

In this context SA is not the sum of a person’s entire knowledge, but only
pertains to the dynamic environment and is separate from decision making and per-
formance. [17] High SA does not guarantee the correct decision, nor does low SA

equate or demonstrate to poor performance.

2.3.1 FEndsley’s Situational Awareness Model. ~ No pure research was found
on the impact of cyber-attack on an adversary’s decision process, but some work has
been accomplished on how disruptions, interruptions, and other forms of information
attack can affect situational awareness and decision making. [18] An understanding of
this model is essential as commanders could receive data from a CNA the same way
that the operator at the receiving end of a computer network attack interprets data

to make a decision on what is happening and the impact it has on the target system.

Endsley and Jones state that “the decision-maker must determine whether the
cues represent something abnormal, or are part of a known class of typical problems
that exist within daily operations.” [18] CNA may target a system far removed from
the actual location where an effect needs to be achieved. Physical damage assessment
and/or direct effects will probably not be discernible using traditional sensors. For
example, a command in the form of a computer network packet could travel in mil-
liseconds from the attacker to the target with no direct 