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ABSTRACT

On September 11, 2001, terrorists used commercial airliners as weapons of terror
inside the United States, and America’s approach to security was forever changed. While
commercial airliners were the weapons of choice on that day, the 9/11 Commission
recognized that Al Qaeda and other groups had, prior to the use of airlines, used suicide
vehicles, namely, truck bombs, to commit terrorist acts.

The threat from hazmat trucks continues today. There can be no doubt that
terrorists are interested in using hazmat trucks as weapons within the borders of the
United States. In 2004, Defense Secretary Donald Rumsfeld’s visit to Irag was
punctuated by a fuel-truck attack that burned a section of Baghdad. More recently,
terrorists in Irag have used chlorine-based truck bombs repeatedly as a weapon in the Iraq
war.

The Department of Transportation (DOT) recognizes that hazmat trucks are
“dangerous and ready-made weapons” and are “especially attractive” to terrorists.
Stephen Gale, a University of Pennsylvania professor and terrorism expert, agrees that
hazmat trucks are essentially ready-made bombs that are “tailor-made” for terrorists to
conduct an attack at the lowest cost and with the greatest impact. In fact, terrorism
experts consider trucks to be one of the best tools a terrorist can use to breach security
measures and carry explosives since the U.S. airline industry significantly increased
security procedures.

The ability of the government to secure every hazardous materials motor carrier
against terrorist attack is severely limited, yet the potential that hazardous materials
trucks will be used in terrorist attacks is great. Therefore, it is important to consider
whether the security of hazardous materials motor carriers can be improved voluntarily
and quickly by realigning existing resources and instituting a plan that leverages market

forces and other incentives.



This thesis introduces a unique voluntary incentive-based program, Security
Through Assessed Risk (STAR) that can be used to increase security for a vast number of
presently under protected hazardous materials motor carriers. It explains how TSA can
leverage existing resources as well as successful ideas from both private sector and
governmental programs to rapidly and significantly enhance the security of hazardous

materials motor carriers.
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l. INTRODUCTION

A IDENTIFY PROBLEM

It’s 9:15 am on black Friday, 2009. Shoppers have been lined up at the malls
since 7:30 am to take advantage of the special offers the retailers have advertised as
incentives to encourage a full day of shopping. The malls are crowded and the holiday
season has been festive.

It’s 9:15 am on black Friday, 2009. Bud Wilson pulls his fuel tanker into a Shell
station to make his first delivery for the day. He parks his truck near the fuel tanks and

gets out to meet with the station manager to get his manifest signed.

It’s 9:15 am on black Friday, 2009. Adham has been waiting by the pay phone
for Bud to arrive. Bud always delivers on Friday and always on time. Adham quietly
walks over to the unattended fuel truck, hops in the driver’s seat, and proceeds to drive
off.

Bud sees his truck is moving and begins to run towards it. By the time he gets to
where the truck was, it is already too late. The truck is well on its way down the road.
Bud quickly runs back to the station manager and tells him to call the police. The station
manager calls 9-1-1 and Bud reports the theft. Bud is distraught and is not sure what to
do next so he calls his supervisor.

While Bud was making calls, Adham completes his short trip to the mall and
stops the truck outside the floor to ceiling glass walls of the mall’s food court. The food
court is crowded because the early shoppers have decided to stop for a break and newly
arriving shoppers are eating breakfast. It is a good day for Adham, his plan has worked
well. He has trained well and waited a long time for this day, the day he becomes a
martyr. He reaches for the trigger to the suicide vest he is wearing and flips the switch.
Adham knows that he will soon be joining the four other terrorist cell members who

repeated the same plan in coordinated attacks in four other major American cities.



Almost a month later, on Christmas day, children all over America are met by
scarce gifts under their trees because their parents were too afraid to go shopping.
Retailers all across the country are reeling from their worst holiday season ever, and
some are considering filing for bankruptcy. Even worse is the number of families who
are suffering from the effects of the layoffs at the malls. Bills go unpaid, foreclosures are
on the rise yet again, and the American government can place blame on no country.
These events occurred not because of a lack of imagination; the government knew of the

threat. These events occurred because the American government failed to act.



II.  TRANSPORTATION SECURITY

A. AVIATION SECURITY

On September 11, 2001, the United States was attacked when a radical Islamic
terrorist organization, Al Qaeda, sent nineteen followers on a suicide mission to hijack
four domestic U.S. airplanes and crash them into the World Trade Towers in New York
City and the Pentagon in Washington, D.C.1 These buildings represented American
culture and values and were recognized around the world. For purposes of this thesis, it
IS not as important to understand Al Qaeda as it is to understand the tactics it used to

carry out its attack and America’s lack of preparation for such an attack.

When the dust had settled, the United States Congress and President George W.
Bush created the National Commission on Terrorist Acts Upon the United States
commonly known as the 9/11 Commission. This Commission was given the mandate to
investigate “facts and circumstances relating to the terrorist attacks of September 11,
2001.”2 As a result of its investigation, the Commission found that one of the main
reasons they believed that terrorists were able to use commercial aircraft as weapons
against the United States was due to a failure of imagination.3 The report elaborated

further that “imagination is not a gift usually associated with bureaucracies.”#

If the events of 9/11 occurred in part due to a lack of imagination, because
nothing of the sort had ever happened in the past, then once America had knowledge that
terrorists would use airplanes in terror attacks, it becomes incumbent upon America to act
so that similar events can never happen again. In response to these terror attacks, the
President created the U.S. Department of Homeland Security (DHS) and specifically, the

1 A fourth airplane did not make it to its intended target (to date still unknown) as the hijackers were
overpowered by the passengers and the plane crashed into a filed in Shanksville, Pennsylvania.

2 National Commission on Terrorist Attacks upon the United States, preface to The 9/11 Commission
Report (New York: W.W. Norton & Company, 2004), xv.

3 National Commission on Terrorist Attacks Upon the United States, The 9/11 Commission Report
(New York: W.W. Norton & Company, 2004), 339.

4 \bid., 344.



Transportation Security Administration (TSA). The Transportation Security
Administration’s stated mission is to protect the nation’s transportation systems to ensure
freedom of movement for people and commerce.> As a result, numerous new initiatives
have been developed to protect commercial airline passengers including federalization
and enhancement of the passenger and cargo screening processes as well as the

development of enhanced aircraft security regulations.6

B. HAZARDOUS MATERIALS MOTOR CARRIER SECURITY

1. Context

TSA'’s challenge is to imagine, assess, and mitigate all possible terrorist threat
scenarios that may occur through the use of transportation vehicles or methods. One
obvious threat involves using trucks hauling hazardous materials (hazmat) as a weapon.
The 9/11 Commission recognized that Al Qaeda and other groups had, prior to the use of
airlines, used suicide vehicles, namely, truck bombs, to commit terrorist acts.” In fact, in
the period from April 1983 to December 2007, terrorist groups have used commercial
motor vehicles, including buses and hazmat trucks, more than 180 times as weapons of
terror both internationally and domestically.8 For example, the following events all
occurred in a two-month period in 2002.

. March 31, 2002: A 29-year-old driver for a propane distributor drove
away with a 3000 gallon bobtail. He made a telephone threat stating that
he wanted to kill President George W. Bush and that he would use the
bobtail as a bomb.

. April 11, 2002: A terrorist driving a truck carrying liquefied natural gas
ignited his cargo in front of a synagogue on the Tunisian Island of Djerba,
killing 17 people, mainly German and French tourists. Al Qaeda claimed
responsibility for the blast.

5 Transportation Security Administration Mission Statement,
http://www.tsa.gov/who_we_are/mission.shtm (accessed December 11, 2008).

6 Aviation and Transportation Security Act, Pub. L. No. 107-71, 115 STAT. 597 (2001).
7 National Commission on Terrorist Attacks, 9/11 Commission Report, 344.

8 Anonymous government source.



May 16, 2002: A tractor-trailer carrying 10 tons of deadly cyanide in 96
drums was stolen after three armed men held up the vehicle north of
Mexico City. Six drums were never found.

May 2002: A fully loaded tanker truck pulled into Israel’s largest fuel
depot and suddenly caught fire due to an explosive charge connected to a
cellular phone. The fire was extinguished, but had the truck exploded,
destruction and death would have resulted.®

The threat from hazmat trucks continues today. In 2004, Defense Secretary

Donald Rumsfeld’s visit to Irag was punctuated by a fuel-truck attack that burned a

section of Baghdad.l0 More recently, terrorists in Irag have used chlorine-based truck

bombs repeatedly as a weapon in the Iraq war. For example, in the first three months of

2007, nine attacks using hazmat trucks were attempted and seven were successful.

January 28, 2007: Sixteen people were Killed in a chlorine truck explosion
in Ramadi.

February 19, 2007: A chlorine truck bomb killed 2 members of the Iraqi
security force and wounded 16 others.

February 20, 2007: A chlorine attack in Baghdad killed 5 and injured 140.
February 21, 2007: A chlorine attack in Taji killed 9 and sickened 150.

March 17, 2007: A three-pronged attack using chlorine bombs was staged
in Ramadi, Fallujah, and Amiriya. Two people were killed and over 360
were poisoned as a result of the attacks.

March 27, 2007: A truck packed with explosives and chlorine canisters
exploded killing 1 Iragi and wounding 7 in Ramadi. A second truck was
found outside a police station and disarmed. The driver was captured
before he could detonate the explosives.11

With all of this evidence, there can be no doubt that terrorists are interested in

using hazmat trucks as weapons within the borders of the United States. The Department

of Transportation (DOT) recognizes that hazmat trucks are “dangerous and ready-made

9 Hazardous Materials Safety and Security Technology Field Operational Test Volume I: Evaluation
Final Report Executive Summary (McLean, VA: SAIC, 2004).

10 Mark Clayton, “Hazardous-Materials Trucks: Terror Threat?” Christian Science Monitor, July 7,

20086, http://www.csmonitor.com/2006/0707/p02s01-usgn.html (accessed March 11, 2008).

11 Bill Roggio, “Another Chlorine Truck Bomb Found near Ramadi,” The Long War Journal, March
27, 2007, http://www.longwarjournal.org/archives/2007/03/another_chlorine_tru.php (accessed March 18,

2008).
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weapons” and are “especially attractive” to terrorists.12  Stephen Gale, a University of
Pennsylvania professor and terrorism expert, agrees that hazmat trucks are essentially
ready-made bombs that are “tailor-made” for terrorists to conduct an attack at the lowest
cost and with the greatest impact.13 In fact, terrorism experts consider trucks to be one of
the best tools a terrorist can use to breach security measures and carry explosives since
the U.S. airline industry significantly increased security procedures.l4  Although
terrorists” use of hazmat trucks in attacks within the United States is rare,1° the following
events have taken place within the United States and are indicative of hazmat trucking
security concerns.

. September 2001: The Federal Bureau of Investigation (FBI) arrested Nabil
Almarabh, a man on their watch list who had obtained a hazmat license.16

o October 2001: The FBI charged 19 men with fraudulently obtaining
Pennsylvania hazmat licenses. A driver’s license examiner in Pittsburgh
helped at least 18 men get hazmat permits without taking the required
tests. The examiner said he worked with a middleman named Abdul
Mohamman and was paid $50 to $100 for each person he helped.1” When
Mohamman was arrested, he had a newspaper clipping about Ahmed
Ressam, an operative for Osama bin Laden who was convicted of an
aborted millennium bomb plot.18

o August 2006: The FBI warned of a possible fuel-truck attack in a major
U.S. city.1?

12 Roggio, “Another Chlorine Truck Bomb Found near Ramadi,” 2.

13 Dante Chinni, “America's Roads May Be Just as Vulnerable as Its Skies,” The Christian Science
Monitor, October 1, 2001, 1.

14 National Hazardous Material Commercial Vehicle Tracking System Study (Charlottesville, VA:
Accelerated Solutions, 2006), 11.

15 Two important truck-based terror attacks in U.S. history were the bombing of the Alfred P. Murrah
Federal Building in Oklahoma City on April 19, 1995 that killed 168 people and the February 26, 1993
bombing of Tower One of the World Trade Center in New York City that killed 6 people and injured 1,042.
In each of these cases, terrorists used rental trucks filled with explosives as opposed to hazmat trucks to
carry out their attacks. This thesis is not designed to address the security issues related to non-hazmat
trucks such as those used in these two cases.

16 Chinni, “America’s Roads,” 2.
17 Ibid.

18 Brian Bloquist and Tracy Connor, “Cops Nab Ten in Haz-mat Scheme,” The New York Post,
September 27, 2001, 011.

19Clayton, “Hazardous-Materials Trucks,” 1.



2. Statistics

There is no doubt that the threat is real and the terrorists are acting on their
desires. America needs to secure its hazmat motor carriers. To understand the gravity of
the problem, one need only look at the statistics. Almost 15% of the total shipping
tonnage in the U.S. is hazmat, which is almost exclusively moved by trucks.20 Of the
overall hazmat shipments by truck, 1.2% are considered to be toxic inhalation hazards
(TIHs).21  Most motor carrier hazmat shipments involve flammable liquids, such as

gasoline (82%), followed by gases (6.2%), and corrosive materials (5.1%).22

These hazmat trucks, when full, cross America’s roads approximately 800,000
times per day, and of those, 300,000 hauls are classified as extreme risk.23 There are
57,714 hazmat carriers, 3,982,703 hazmat trucks, and 1,765,631 hazmat drivers
registered with the DOT.24 Half of all carriers’ business is short hauls that occur entirely
within a state.2> Most of these shipments are hauled by local fleets that operate on thin
profit margins.26 Add to this the fact that 98% of the trucking industry is made up of
small businesses, those companies with 28 or fewer trucks used in daily operations, 82%
of which own fewer than 7 trucks,2” and the enormity of the security challenge becomes

clear.
C. SUMMARY

The threat is here and it is obvious. Terrorist organizations have used and their
actions expose a continuing desire to use hazmat trucks as weapons of terror within the

United States. A summary of prior attacks exposes a propensity for terrorists to use fuel

20 National Hazardous Material Commercial Vehicle Tracking System Study, 11.
21 Anonymous government source.

22 |pid.

23 National hazardous Material Commercial Vehicle Tracking System Study, 12.
24 Anonymous government source.

25 National Hazardous Material Commercial Vehicle Tracking System Study, 10.
26 |pid.

27 Ipid.



and propane trucks as well as trucks loaded with chlorine canisters. Perhaps this is the
case because a great majority of hazmat shipments consist of flammable liquids like
gasoline or liquefied gases. Of these shipments, 98% are short hauls transported by small
carriers operating on thin profit margins and mostly within a single state. There can be
no debate about the high level of risk these vehicles pose to America’s transportation

security.
1. Research Question

The ability of the government to secure every hazardous materials motor carrier
against terrorist attack is severely limited, yet the potential that hazardous materials
trucks will be used in terrorist attacks is great. Therefore, can the security of hazardous
materials motor carriers of all types be improved voluntarily and quickly by realigning
existing resources and instituting a plan that leverages market forces and other

incentives?

This research will examine how, through the development of a unique voluntary
incentive-based program, TSA can leverage existing resources as well as successful ideas
from private sector and governmental programs to rapidly and significantly enhance the

security of hazardous materials motor carriers.
2. Methodology

This thesis will examine a full range of government policies, statutes, and
regulations affecting the security of hazardous materials motor carriers. Specifically it
will review Homeland Security Presidential Directive number 7, Executive Order 11346,
and testimony from the Administrator of the Transportation Security Administration.
Statutes to be addressed are the USA PATRIOT Act of 2001 and the 9/11 Commission
Act of 2007. Finally, TSA and DOT have issued numerous regulations addressing the

problem, which will be explained.

A review of governmental action in this arena, including the DOT study on
Hazardous Materials Safety and Security Technology and the TSA Truck Tracking Pilot,



as well as additional governmental programs, will enhance the reader’s understanding of
the efforts put forth to date. This information is supplemented by a series of in-person

interviews with both government and industry officials.

Finally, a series of private and public sector programs will be analyzed. These
programs include two examples from the private sector and six from the public sector.
The private sector programs are the Responsible Care® program established by the
American Chemistry Council and the Responsible Distribution Process®™ established by
the National Association of Chemical Distributors. The public sector programs are the
Department of Energy and Environmental Protection Agency’s Energy Star program; the
Occupational Safety and Health Administration’s OSHA Star program; the National Park
Service Historic Preservation Tax Incentive program; Virginia’s Enterprise Zone
Program; Free and Secure Trade (FAST), a program developed by the United States
Customs and Border Protection, Canada, and Mexico; and finally the United States Coast

Guard’s Port Security Grants Program.

After an analysis of hazmat motor carrier security and the existing gaps between
what is desired and the current status, a model built upon successful elements of the
private and public sector programs will be crafted to offer a viable incentive-based
solution. This model will allow TSA to quickly and efficiently enhance its hazmat motor

carrier security program.
3. Literature Review

The literature concerning the security of hazardous materials trucking is sparse.
There is even less material concerning incentive-based approaches to address the
problem. To best address the issue, it is necessary to review the literature first
concerning the framework of the problem and then drawing upon other disciplines to
extrapolate information that can be used as a basis for a solution. The literature can be
divided into five distinct categories. First, there is information concerning government

policy. Second is statutory language enacted by Congress. Third is information related



to agency actions. Fourth is literature describing unique programs developed by industry.
And finally, the fifth category is made up of information concerning some unique

governmental incentive programs.

Government policy consists of a Homeland Security Presidential Directive,
Executive Order, and Agency testimony. Specifically, Homeland Security Presidential
Directive number 7 “Critical Infrastructure Identification, Prioritization and Protection™28
addresses the need to implement tactical security improvements to deter, mitigate, or
neutralize potential attacks as well as the need to establish security programs
incorporating risk management activities and metrics2® for critical infrastructure sectors

including chemical and ground/surface transportation systems.30

Executive Order 13416 titled *“Strengthening Surface Transportation” signed by
the President on December 5, 2006 established the nation’s policy and sought the
implementation of a comprehensive, coordinated, and efficient security program to
protect surface transportation systems within and adjacent to the United States against

terrorist attacks.31

Finally, in two different sets of testimony before Congress, Transportation
Security Administration Administrator Kip Hawley addressed the Subcommittee on
Homeland Security of the Committee on Appropriations of the United States House of
Representatives to discuss the President’s fiscal year 2008 budget request for TSA.32 In
his address, Mr. Hawley discussed funding for surface transportation security. He also
explained that he encouraged an effective network of local security where each individual
surface transportation stakeholder can make a strategic and deliberate decision when they

develop their annual budgets as to where security-related investments should be made.

28 president, “Critical Infrastructure Identification, Prioritization, and Protection,” Homeland Security
Presidential Directive 7 (December 17, 2003).

29 |hid., 14.
30 pid., 15.

31 president, Executive Order 13416, “Strengthening Surface Transportation Security,” Federal
Register 71, no. 235 (December 7, 2006): 71033.

32 statement of Kip Hawley, Assistant Secretary, Transportation Security Administration, before the
Subcommittee on Homeland Security, Committee on Appropriations, United States House of
Representatives.
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Similarly, in testimony before the United States Senate Committee on Commerce,
Science, and Transportation, on January 18, 2007, Assistant Secretary Hawley provided
an update to Congress on TSA’s hazmat motor carrier security programs. He explained
that TSA’s plan to address security gaps would include “a number of voluntary incentive

programs and regulatory options.”33

Congress also plays an important part contributing to the literature in the field.
Specifically, Congressional action through the USA PATRIOT Act of 2001 established
the requirement for background checks on drivers applying for hazmat endorsements.34
Additionally, the 9/11 Commission Act of 2007 established a series of motor carrier
security requirements addressing issues including truck security assessments, a
memorandum of understanding (MOU) between DOT and DHS, the truck security grant
program, hazardous materials highway routing, security-sensitive material tracking, and

hazardous materials security inspections.35

The next category of literature is derived from Agency action in the field.
Specifically, the DOT implemented various security actions related to hazmat motor
carriers. It published a regulation requiring safety and security plans,36 conducted

security sensitivity visits,37 implemented a requirement for hazardous materials safety

33 Statement of Kip Hawley, Assistant Secretary, Transportation Security Administration, before the
Committee on Commerce, Science, and Transportation, United States Senate (January 18, 2007), 8.

34 Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and
Obstruct Terrorism (USA PATRIOT ACT) Act of 2001, 49 USC § 5103a (2001).

35 Implementing Recommendations of the 9/11 Commission Act of 2007, Pub. L. No. 110-53, 121
Stat. 266.

36 Hazardous Materials Table, Special Provisions, Hazardous Materials Communications, Emergency
Response Information, Training Requirements, and Security Plans, 49 CFR § 172.800 (2003).

37 Report on FMCSA’s Security Sensitivity Visits to the House and Senate Committees on
Appropriations (January 31, 2002).
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permits,38 and studied security technologies in the three-volume report titled Hazardous
Materials Safety and Security Technology Field Operational Test published in November
2004.39

TSA issued the Hazardous Materials Endorsements and Transportation Worker
Identification Credential regulation that provides for credentialing and security threat
assessments of certain land transportation workers.40 In addition, there exists scant
information related to TSA’s Corporate Security Review program,4l grants,42 truck

tracking center program,43 and voluntary Security Action Items.44

The fourth area of the literature is information produced by industry trade groups.
One example is the Responsible Care® program established by the American Chemistry
Council (ACC). This is an internal quality assurance program developed for its
members. A wide range of information concerning this program is published on the
Internet.4> Through its web site, ACC offers information about the program and its

successes.#6 It publishes its security code, which addresses facility, cyber, and

38 Safety Fitness Procedures, 49 CFR § 385.403 (1988).

39 Hazardous Materials Safety and Security Technology Field Operational Test Volume I: Evaluation
Final Report Executive Summary, 1; D. Stock et al., Hazardous Materials Safety and Security Technology
Field Operational Test Volume Il: Evaluation Final Report Synthesis (Washington, D.C.: Federal Motor
Carrier Safety Administration, U.S. DOT, 2004); Volume 111 is unavailable as it contains sensitive security
information.

40 Credentialing and Background Checks for Maritime and Land Transportation Security, 49 CFR part
1572 (2003).

41 Transportation Security Administration, “Programs,”
http://www.tsa.gov/what_we_do/tsnm/highway/programs.shtm (accessed October 22, 2008).

42 Department of Homeland Security, Office of Inspector General, Administration of the Federal
Trucking Industry Security Grant Program for FY 2004 and FY 2005 (October 29, 2007).

43 Decision Support System for a National HAZMAT Truck Tracking Center (Charlottesville, VA: The
Accelerated Masters Program in Systems Engineering, 2007).

44 Transportation Security Administration, “Highway Security-Sensitive Materials (HSSM) Security
Action Items (SAISs),” http://www.tsa.gov/what we_do/tsnm/highway/hssm_sai.shtm (accessed October
22, 2008).

45 American Chemistry Council, “Responsible Care,”
http://www.americanchemistry.com/s_responsiblecare/sec.asp?CID=1298&DID=4841 (accessed October
14, 2008).

46 American Chemistry Council, “Performance through Responsible Care,”
http://www.americanchemistry.com/s_responsiblecare/doc.asp?CID=1298&DID=5084 (accessed October
14, 2008).
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transportation security and requires companies to conduct comprehensive security
vulnerability assessments (SVAS) of their facilities, implement security enhancements,
and obtain independent verification that those enhancements have been made. The code
also requires companies to create security management systems, which are documented
to provide quality control and assurances.4’ In addition to security, ACC requires strict
standards in management systems and then reports details of the program and individual

member compliance statistics to provide credibility to the program.48

A similar program is the Responsible Distribution Process®™ developed by the
National Association of Chemical Distributors (NACD). This too is an internal quality
assurance program aimed specifically at chemical distributors. Like ACC, NACD
publishes information about its program on the Internet.49 The program operates under
eight guiding principles related to health, safety, security, and environmental
performance.® It also publishes a twelve-part Code of Management Practice with which
each member must comply.5l  Additionally, information concerning third-party

verification requirements®2 and a compliance timetable are published.53 Finally,

47 American Chemistry Council, “Responsible Care Security Code,”
http://www.americanchemistry.com/s_responsiblecare/doc.asp?CID=1298&DID=5085 (accessed October
14, 2008).

48 American Chemistry Council, “Ensuring Accountability Through Management System
Certification,” http://reporting.responsiblecare-us.com/reports/rcmsc_cmpny_rpt.aspx (accessed October
14, 2008).

49 National Association of Chemical Distributors, “Responsible Distribution Process,”
http://www.nacd.com/dist_process/ (accessed October 14, 2008).

50 National Association of Chemical Distributors, “Guiding Principles,”
http://www.nacd.com/dist_process/rdpguide.aspx (accessed October 14, 2008).

51 National Association of Chemical Distributors, “Code of Management Practice,”
http://www.nacd.com/dist_process/rdpcode.aspx (accessed October 14, 2008).

52 National Association of Chemical Distributors, “Third Party Verification,”
http://www.nacd.com/dist_process/rdpverification.aspx (accessed October 14, 2008).

53 National Association of Chemical Distributors, “RDP Compliance Timetable for NACD
Candidates,” http://www.nacd.com/dist_process/rdp_compliance.aspx (accessed October 14, 2008).
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membership and performance data are available for each year of the program, but this
information is only available in the aggregate and is not attributable to specific members

like the ACC Responsible Care® program.4

Finally, the fifth category is made up of information concerning unique
governmental incentive programs. These programs include the Department of Energy
and Environmental Protection Agency’s Energy Star program; the Occupational and
Health Administration’s OSHA Star program; the National Park Service’s Historic
Preservation Tax Incentive program; Virginia’s Enterprise Zone Program; Free and
Secure Trade, a program developed by the United States Customs and Border Protection,

Canada, and Mexico; and finally the Homeland Security Port Security Grants Program.

The Department of Energy and Environmental Protection Agency’s Energy Star
program publishes significant information about its program on the Internet.5> Examples
of the information available include a history of the program, a detailed program
summary, and links to annual reports memorializing major milestones.>6 There is also
information about program partners, awards programs and recipients, and news clips
related to the program.5’ Add to this a complete list of major milestones achieved by the
program,>8 as well as a detailed newsletter,>® and one can gain a complete understanding

of the program.

54 National Association of Chemical Distributors, “Measuring the Impact of the Responsible
Distribution Process on Environmental, Health, Safety, & Security Performance,”
http://www.nacd.com/dist_process/rdp_indices_members.aspx (accessed October 14, 2008).

55 U.S. Department of Energy and Environmental Protection Agency, “Energy Star,”
http://www.energystar.gov/ (accessed October 14, 2008).

56 U.S. Department of Energy and Environmental Protection Agency, “About Energy Star,”
http://www.energystar.gov/index.cfm?c=about.ab_index (accessed October 14, 2008).

57 U.S. Department of Energy and Environmental Protection Agency, “Energy Star Partners,”
http://www.energystar.gov/index.cfm?c=news.nr_partners (accessed October 14, 2008).

58 U.S. Department of Energy and Environmental Protection Agency, “Major Milestones,”
http://www.energystar.gov/index.cfm?c=about.ab_milestones (accessed October 14, 2008).

59 U.S. Department of Energy and Environmental Protection Agency, “Fall 2008 Energy Star News,”
http://www.energystar.gov/index.cfm?c=news.nr_fall2008 (accessed October 14, 2008).
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The Occupational Safety and Health Administration’s OSHA Star program also
maintains an active web presence.0 Their web site provides background information
under a section titled All About VPP.61 It also contains a full set of policies and
procedures as well as information concerning Federal Register entries.52 Like the ACC’s
Responsible Care® program, OSHA provides a full list of participants and their status
under the program.63 It also provides details about other program initiatives and pilot
projects.64 A reader may also access news releases and a list of success stories as well as
links to VPP Partners” web sites.65 Finally, OSHA maintains an on-line library complete

with data and statistics about the program and other related materials.66

The National Park Service’s Historic Preservation Tax Incentive program, like the
other government web sites, hosts a great deal of information about its program. There is
a detailed portion of the web site dedicated to information about the tax incentive
program and its different tax incentives.8” The site also provides another full section
related to incentive programs for income-producing properties.8 The certification
application and guidance related to the application are also all available on the web.69
While the amount of information available on this site is extensive, the portions
mentioned supra are the most relevant to this thesis.

60 U.S. Department of Labor, Occupational Safety and Health Administration, “Voluntary Protection
Programs,” http://www.osha.gov/dcsp/vpp/index.html (accessed October 14, 2008).

61 U.S. Department of Labor, Occupational Safety and Health Administration, “All about \VVPP,”
http://www.osha.gov/dcsp/vpp/all_about_vpp.html (accessed October 14, 2008).

62 U.S. Department of Labor, Occupational Safety and Health Administration, “Policies and
Procedures,” http://www.osha.gov/dcsp/vpp/vpp_policy.html (accessed October 14, 2008).

63 U.S. Department of Labor, Occupational Safety and Health Administration, “Voluntary Protection
Programs.”

64 1bid.
65 hid.
66 |hid.

67 National Park Service, “Historic Preservation Tax Incentives,”
http://www.nps.gov/history/hps/tps/tax/brochurel.htm (accessed October 14, 2008).

68 National Park Service, “Incentives!” http://www.nps.gov/hps/tps/tax/incentives/index.htm (accessed
October 14, 2008).

69 National Park Service, “Historic Preservation Certification Application,”
http://www.nps.gov/hps/tps/tax/hpcappl.htm (accessed October 14, 2008).
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Virginia’s Enterprise Zone Program also offers a large amount of information
related to its program on its own web site.’0 The site includes a description of the
program and relevant links to guide readers through the process. It also offers links to

forms, publications, and even text of relevant legislation.’?

The Free and Secure Trade program is documented in several different places on
the Internet. A detailed library of information is available from the United States
Customs and Border Protection web site that contains a section dedicated to FAST.72
This web site contains information about the genesis of the program as well as its
provisions related to Canada and Mexico. It also provides details about every element of
the program, specifically about all aspects of the Customs-Trade Partnership Against
Terrorism.’3  Additionally, the White House issued a press release offering details when
the program was launched in partnership with Canada.”* Even Canada’s Border
Service’s Agency maintains its own web site with public information about the

program.’>

Finally, the Port Security Grants Program (PSGP) offered through DHS is
discussed on the Internet as part of the Federal Emergency Management Agency’s
(FEMA) web site.”® FEMA manages and administers all homeland security grants for

DHS. Unlike other government web sites, there is only one meaningful reference to the

70 Virginia Department of Housing and Community Development, “Virginia Enterprise Zone
Program,”
http://www.dhcd.virginia.gov/CommunityDevelopmentRevitalization/Virginia_Enterprise_Zones.htm
(accessed October 14, 2008).

1 |pid.

72 U.S. Customs and Border Protection, “FAST: Free and Secure Trade Program,”
http://www.cbp.gov/xp/cgov/trade/cargo_security/ctpat/fast/ (accessed October 14, 2008).

73 U.S. Customs and Border Protection, “What Is Customs-Trade Partnership against Terrorism (C-
TPAT)?” http://www.cbp.gov/xp/cgov/trade/cargo_security/ctpat/what_ctpat/ (accessed October 14, 2008).

74 The White House, “United States — Canada Free and Secure Trade Program,”
http://www.whitehouse.gov/news/releases/2002/09/20020909-3.html (accessed October 14, 2008).

75 Canada Border Services Agency, “Free and Secure Trade,” http://www.cbsa-asfc.qgc.ca/prog/fast-
expres/menu-eng.html (accessed October 14, 2008).

76 Federal Emergency Management Agency, “FY 2009 Port Security Grant Program (PSGP),”
http://www.fema.gov/government/grant/psgp/index.shtm (accessed October 14, 2008).
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PSGP. This is the Program Guidance and Application Kit published in February 2008. It
provides a full explanation of the program and details concerning funding, the application

and evaluation process, allowable expenses, and guidance for specialized applicants.’”

7 Federal Emergency Management Agency, “Fiscal Year 2008 Port Security Grant Program Guidance
and Application Kit,” http://www.fema.gov/pdf/government/grant/psgp/fy08 psgp_guidance.pdf (accessed
October 14, 2008).
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I11. RECOGNITION OF THE THREAT

The American government has been aware of the threat posed by hazmat trucks
for decades. Prior to 9/11, however, the government primarily focused its hazmat lens on
safety, rather than security issues. It was not until the events of 9/11 that the threat posed
by these ready-made weapons became real. Since 9/11, the government has recognized
and spoken out about the need to better secure America’s entire critical infrastructure,
including its transportation network. At this point, if a terrorist should succeed in using a
hazmat truck as a weapon, it will not be due to America’s failure to imagine the threat; it
will be due to America’s failure to act on that threat.

A PRESIDENTIAL ACTION

1. Homeland Security Presidential Directive Number 7

The terrorist threat posed by a failure to secure America’s hazmat trucks has been
addressed by the President through Directive and Executive Order. On December 17,
2003, The President issued Homeland Security Presidential Directive number 7 (HSPD-
7).78 In this Directive, he made clear that “in addition to strategic security enhancements,
tactical security improvements can be rapidly implemented to deter, mitigate, or
neutralize potential attacks” (emphasis added).”® He charged the Secretary of Homeland
Security to establish security programs incorporating risk management activities and
metrics80 for critical infrastructure sectors including chemical and ground/surface
transportation systems.8! He required the Secretary to work closely with other federal

departments and agencies, state and local governments, and the private sector in

78 president, Homeland Security Presidential Directive, 7.
9 1bid., 5.
80 bid., 14.
81 bid., 15.
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accomplishing the objectives of the directive.82 He even specifically required the DOT
and DHS to collaborate on all matters relating to transportation security and to regulate

the transportation of hazardous materials.83

As a result of HSPD-7, Michael Chertoff, the Secretary of DHS issued the
National Infrastructure Protection Plan (NIPP) in 2006. The NIPP incorporated the
HSPD-7 requirements and established a risk management framework as its cornerstone.
The framework establishes the process for combining consequence, vulnerability, and
threat information to produce a comprehensive, systematic, and rational assessment of
national or sector risk.84 This framework is illustrated in Figure 1 and is the strategy to
be followed by DHS components and partners when developing critical infrastructure

management programs.8°

Figure S-2: NIPP Risk Management Framework

Implem_enl Meastire

Effectiveness

Continuous improvement to enhance protection of CI/KR

Figure 1. NIPP Risk Management Framework

2. Executive Order 13416

On December 5, 2006, the President signed Executive Order 13416 titled

“Strengthening Surface Transportation.” In this Order, he established that federal, state,

82 president, Homeland Security Presidential Directive, 17.

83 Ibid., 22(h).

84 Department of Homeland Security, National Infrastructure Protection Plan (2006), 4.
85 Ibid.
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local, and tribal governments, as well as the private sector, all share the responsibility for

surface transportation security.86 He then expressed the nation’s policy in this arena as

follows.

It is the policy of the United States to protect the people, property, and
territory of the United States by facilitating the implementation of a
comprehensive, coordinated, and efficient security program to protect
surface transportation systems within and adjacent to the United States

against terrorist attacks.8”

In this Order,

he assigned the Secretary of Homeland Security as the principal federal

official responsible for protecting surface transportation infrastructure.88 The Secretary

was directed to work in coordination with the Secretary of Transportation to do the

following.
[ ]
[ ]

assess the security of each transportation mode
develop a comprehensive transportation systems sector-specific plan

develop an annex to the comprehensive transportation systems sector
specific plan that addresses each surface transportation mode

in consultation with state, local, and tribal government officials and the
private sector, identify surface transportation modes or components
thereof that are subject to high risk of terrorist attack and draft appropriate
security guidelines or security requirements to mitigate such risks

develop, implement, and lead a process to coordinate research,
development, testing, and evaluation of technologies relating to the
protection of surface transportation

use security grants authorized by law to assist in implementing security
requirements and security guidelines issued pursuant to law89

86 president, Executive Order 13416, § 1.

87 Ibid.
83 |hid. § 3.
89 |pid.

21



B. TRANSPORTATION SECURITY ADMINISTRATION ACTION

1. Testimony before Subcommittee on Homeland Security of the
Committee on Appropriations of the United States House of
Representatives

The Assistant Secretary for the Transportation Security Administration, Kip
Hawley, addressed TSA’s implementation of the requirements in Executive Order 13416
when he addressed the Subcommittee on Homeland Security of the Committee on
Appropriations of the United States House of Representatives to discuss the President’s
fiscal year 2008 budget request for TSA.20 In his address, Mr. Hawley clarified that the
budget request included $41.4 million for surface transportation security. DHS, DOT,
and TSA were all working together with surface transportation stakeholders to enhance

security through partnerships, proposed regulations, and grant awards.

Mr. Hawley explained that TSA uses a risk-based model to rank priorities in this
arena. Some of the highest priorities identified by TSA for fiscal year 2008 were grant
priority for underwater and underground tunnels in mass transit and TIHs in the rail
environment. He stre