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OCTAVE-SV1.0 About This Document

About This Document

This document is VVolume 2 of the OCTAVE-S Implementation Guide, a 10-volume handbook
supporting the OCTAV E-S methodology. This volume provides guidance and worksheets for an
organization preparing to conduct an OCTAVE-S evaluation.

The volumes in this handbook are

Volume 1: Introduction to OCTAVE-S— This volume provides a basic description of
OCTAVE-S and advice on how to use the guide.

Volume 2: Preparation Guidelines— This volume contains background and guidance for
preparing to conduct an OCTAV E-S evaluation.

Volume 3: Method Guidelines — This volume includes detailed guidance for each OCTAVE-S
activity.

Volume 4: Organizational Information Workbook — This volume provides worksheets for all
organizational-level information gathered and analyzed during OCTAVE-S.

Volume 5: Critical Asset Workbook for Information — This volume provides worksheets to
document data related to critical assetsthat are categorized as information.

Volume 6: Critical Asset Workbook for Systems — This volume provides worksheets to
document data related to critical assetsthat are categorized as systems.

Volume 7: Critical Asset Workbook for Applications — This volume provides worksheets to
document data related to critical assets that are categorized as applications.

Volume 8: Critical Asset Workbook for People — This volume provides worksheets to
document data related to critical assets that are categorized as people.

Volume 9: Strategy and Plan Workbook — This volume provides worksheets to record the
current and desired protection strategy and the risk mitigation plans.

Volume 10: Example Scenario — This volume includes a detailed scenario illustrating a
completed set of worksheets.
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Abstract

The Operationally Critical Threat, Asset, and Vulnerability Evaluation®™ (OCTAVE®) approach
defines a risk-based strategic assessment and planning technique for security. OCTAVE is a self-
directed approach, meaning that people from an organization assume responsibility for setting the
organization’s security strategy. OCTAVE-Sis avariation of the approach tailored to the limited
means and unique constraints typically found in small organizations (less than 100 people).
OCTAVE-Sisled by asmall, interdisciplinary team (three to five people) of an organization's
personngl who gather and analyze information, producing a protection strategy and mitigation
plans based on the organization’s unique operational security risks. To conduct OCTAVE-S
effectively, the team must have broad knowledge of the organization’s business and security
processes, so it will be ableto conduct al activities by itself.
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OCTAVE-SV1.0 Overview of Preparation

1 Overview of Preparation

Operationally Critical Threat, Asset, and VVulnerability Evaluation®™ (OCTAVE®)-S preparation
activities are important because they set the stage for a successful evaluation. During preparation,
you determine how your organization will conduct OCTAVE-S. In addition, you directly address
the following key success factors:

e getting senior management sponsorship for the evaluation
e sdlecting the analysisteam to lead the evaluation
e setting the scope of the evaluation

There are many ways in which organi zations can prepare to conduct OCTAVE-S. In this section,
we focus on alikely scenario for many organizations and make the following assumptions:

e Thereisachampion —someone internal to the organization with an interest in conducting
OCTAVE-S.

e OCTAVE-Sisan appropriate choice for the organization.

e Theanalysisteam does not exist prior to gaining senior management approval.

If your circumstances are different, you may need to adjust the activities or the order in which
they occur to suit your organization. The champion should help the organization’'s senior
managers understand the benefits of OCTAVE-S and gain their sponsorship for conducting the
evaluation. After the managers decide to use OCTAVE-S, they work with the champion to select
members of the analysis team. The analysis team then becomes the focal point for completing all
evaluation activities. Table | summarizes the preparation activities. Later sectionsin this
document describe these activitiesin detail.

The next section begins to examine how an organization prepares for the evaluation by presenting
afew ideas about devel oping senior management sponsorship of OCTAVE-S.

M Operationally Critical Threat, Asset, and Vulnerability Evaluation is a service mark of Carnegie Mellon
University.
®  OCTAVE isregistered in the U.S. Patent and Trademark Office by Carnegie Mellon University.
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Table 1: OCTAVE-S Preparation Activities

Activity Step  Description Worksheet
S0.1  Obtain Senior A person or team from the organization (i.e,a  ---

Management champion for OCTAVE-S) works with the

Sponsorship of organization's senior managersto gain their

OCTAVE-S sponsorship of the evaluation. This person or

team is responsible for making the managers
aware of the evaluation process, the expected
outcomes, and what commitments of time and
personnel must be made.

S0.2 Select and Train The organization’s senior managers designate Preparation
Analysis Team someone in the organization to select analysis ~ worksheet
Members team members. Alternatively, the senior

managers can select team members. Once
analysis team members have been selected,
they need to become familiar with OCTAVE-S
through formal training or informal means.

S0.3  Set the Scope of the  --- The analysis team guides the organization’s Preparation
Evaluation senior managers in selecting which operational  worksheet

areas to examine during OCTAVE-S.

S0.4  Plan to Conduct The analysis team develops a plan and schedule  OCTAVE-S
OCTAVE-S for conducting OCTAVE-S. The team also Checklist

tailors the evaluation as needed during this worksheet
activity.

S0.5 Prepare to Conduct Before starting any OCTAVE-S process, the OCTAVE-S
Each OCTAVE-S analysis team must ensure that Checklist
Process . 4l entry criteriafor that process have been ~ Worksheet

met

- all team members understand their roles

«  any supplemental team members (i.e.,
people providing unique skills, experience,
and expertise required by that process)
understand their roles as well asthe
OCTAVE-S process in which they will
participate

«  an approach for making decisionsthat is
understood by all participants has been
agreed upon

« rooms for all meetings have been reserved

+ any required equipment (e.g., overhead
projectors, flip charts) is available and has
been reserved

2 CMU/SEI-2003-HB-003 Volume 2



OCTAVE-SV1.0 Senior Management Sponsorship

2 Obtain Senior Management Sponsorship of
OCTAVE-S (Activity S0.1)

Senior management sponsorship is the top critical success factor for information security risk
evaluations. A successful evaluation requires an investment of people’stime. If senior managers
support the process, people in the organization tend to participate actively. If senior managers do
not support the process, then staff support for the evaluation will dissipate quickly. OCTAVE-S
does require an investment of time on the part of analysis team members, and the organization’s
managers must ensure team members are able to participate as required by the process.

2.1 What Is Sponsorship?

Sponsorship implies the following conditions:

» visible, continued support of OCTAVE-S activities

»  active encouragement of staff participation

» delegation of responsibility and authority for accomplishing all OCTAVE-S activities

e commitment to allocate the necessary resources

e agreement to support implementation of the results of the evaluation

Thelast item is particularly important, because any evaluation loses its value if little or nothing is
done with its results and recommendations. An evaluation that goes nowhere s, in fact, worse

than no evaluation at all because staff and managers will be less inclined to do another onein the
future.

2.2 Getting Sponsorship

Although sponsorship from senior managersiis vital to conducting a successful OCTAVE-S, there
isno simple formulafor abtaining it. In some cases, an organization’s senior managers will take
theinitiative in implementing OCTAVE-Sin their organizations. In those cases, sponsorship
aready exits. However, thisis not typical.

Often, one person in the organization learns about the OCTAV E approach and decides that
OCTAVE-Sisthe appropriate version of OCTAVE to conduct in his or her organization. This
person is referred to as the champion. To develop senior management sponsorship of OCTAVE-S,

CMU/SEI-2003-HB-003 Volume 2 3
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the champion needs to set expectations for the evaluation by informing appropriate senior
managers of the evaluation process, the expected outcomes, and the expected time and personnel
commitments. An “appropriate senior manager” is defined as anyone high enough in the
organization to commit the organization and its resources to this effort. These senior managers are
often chief executive officers, directors, or members of an organization’s governing board.

Part of setting expectations for OCTAV E-S requires devel oping a shared understanding of the
goals of the evaluation. For example, the goal might be to comply with aregulation. In other
cases, the evaluation might be a response to a recent security incident. The goal in that case might
be to reduce the risk of amajor incident occurring in the future. It isimportant that the managers
express their goals for the evaluation early in the process. Doing this helps set expectations and
provides valuable information when the analysis team subsequently sets the scope of the
evaluation.

2.2.1 Regulations and Standards of Due Care

Regulations are becoming more common in many industry segments these days. For example, the
Health Insurance Portability and Accountability Act (HIPAA) [HIPAA 98] establishes a standard
of due care for information security for healthcare organizations, while Gramm-Leach-Bliley
[Gramm 01] legidation does the same for financia organizations. Most information security
standards of due care require an organization to conduct an information security risk evaluation
and to manage itsrisks. If your organization must perform an information security risk evaluation
because of regulations, you can bring this to the attention of your organization's managers. Senior
managers in some organizations have sponsored information security risk evaluations after
learning about regulations and the requirements for complying with those regulations.

2.2.2 Anecdotal Information

Although there is no substantial “return on investment” data currently available with respect to
security improvement activities [Berinato 02, Braithwaite 01, Oberndorf 00, Proctor 03, SBQ 01],
you can use anecdotal information to inform senior managers about the benefits of using
information security risk evaluations. You can emphasize how some organizations use these
evaluations as the central component of a security improvement initiative. Those organizations
often view a security improvement initiative as a competitive advantage.

2.2.3 Conducting a Limited Evaluation

One technigue that has proven to build sponsorship in some organizationsis conducting a limited
evaluation. A limited evaluation focuses on one area of the organization (often on a single asset).

1 Some anecdotal information can be found at

<http://www.cert.org/features/green/business_case.html#bib> from which the referencesin this
document were drawn.

4 CMU/SEI-2003-HB-003 Volume 2
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The analysis team performs a limited-scope evaluation and presents the results to senior
managers. This approach enables senior managers to see what the results of the evaluation look
like and can be a good way to get them interested in expanding the effort.

2.2.4 Using Example Results or Case Studies

Another possibility is using the example results to illustrate to senior managers the types of
results that are expected from this evaluation. It is more beneficial to have results similar to your
own domain; however, such example results are currently limited. Volume 10 of this method
implementation guide contains the sample results for a small medical facility.

In the end, there is no universal way to get sponsorship for conducting an evaluation like
OCTAVE-S. The ideas presented in this section should help you think about how to begin
building sponsorship of OCTAVE-S in your organization. The next section examines the selection
of analysis team members.

CMU/SEI-2003-HB-003 Volume 2 5
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3 Select and Train Analysis Team Members
(Activity S0.2)

The analysisteam isthe focal point for conducting OCTAVE-S. Thisteam is responsible for the
ultimate success of the evaluation. Because the analysis team plays a pivota role, it isimportant
to select a core team that has sufficient skills, experience, and expertise to lead the evaluation.

3.1 Who Is on the Analysis Team?

The general guidelines for selecting analysis team members for OCTAV E-S include the
following:

» Thecoreanalysisteamis generally three to five peoplein size.

*  Supplemental team members can be added to any process to provide specific skills or
knowledge.

* Theteam typically includes people from across the organization, including a mix of staff and,
where possible, managers.

*  Theteam must have broad insight into the organization’s business and information
technology processes and capabilities.

*  Both business/mission and information technology perspectives are represented on the team
to the extent possible.

The champion often assembles the analysis team after senior management sponsorship of the
evaluation is obtained. Senior managers might also designate someone in the organization to
work with the champion or to lead the selection of the analysis team. Note that when the
evaluation is scoped, business units or operational areas are selected to be included in the
evaluation. Some organizations decide to select people from these operational areas to be on the
analysisteam. In that case, this activity, Select and Train Analysis Team Members, is performed
after the next activity, Set Scope of Eval uation (see Section 4).

In many small organizations, the information technology (IT) representatives on the analysis team
are those people who work closely with service providers or work most closely with the
technology. Many small organizations do not have full-time IT staff members. Analysisteamsin
these organizations must include people who are most familiar with the organization’s technol ogy
base.

CMU/SEI-2003-HB-003 Volume 2 7
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In OCTAVE-S, the analysis team is empowered to represent the global perspective of security for
the organization. Only the analysis team members participate in activities during OCTAVE-S;
there are no facilitated knowledge €elicitation workshops like those used during the OCTAVE
Method [Alberts 01a]. Thus, it is very important to select the appropriate team members.

3.1.1 Using Managers on the Analysis Teams

During the OCTAVE-S pilots, the analysis teams included both managers and staff members from
the organizations. This type of composition provided insight from multiple organizational levels
aswell as adiverse set of team skills. These staff members and managers tended to work closely
together on aroutine basis. Because organizational positions did not get in the way of information
sharing, it was possible to include both management and staff on the analysis team.

Mixing managers and staff on an analysis team might not work in all small organizations,
especialy in very hierarchical organizations. In some organizations, the presence of managers
becomes a barrier to open communication of risks and issues. Some staff members might not be
willing to share their concerns openly when their managers are present. This type of situation will
adversely affect the results of the evaluation. Instead of managers, senior staff members or people
who have been with the organization for along time and are very familiar with the organization’s
plans and business goals are also good selections.

3.1.2 Roles and Responsibilities

The analysis team helps to set the scope of the evaluation. It also is responsible for identifying
key issues and anayzing information. The roles and responsibilities of the analysis team include

» working with senior managers to set the scope of the evaluation

e scheduling OCTAVE-S activities

« conducting the evaluation activities

« gathering, analyzing, and maintaining eval uation data during the evaluation

» coordinating logistics for the evaluation

L ogistics can be handled by one member of the core analysis team, or an additional person can be

assigned to the analysis team specifically to address logistics. (Coordinating logistics for
OCTAVE-Sisdiscussed in Section 5 of this document.)

3.1.3 Skills and Knowledge Needed to Conduct OCTAVE-S

OCTAVE-S relies upon the experience and expertise of the analysis team members. For an
effective evaluation, team members must have broad insight into

8 CMU/SEI-2003-HB-003 Volume 2
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* how systems and information are used to support the organization’s business processes across
the organization

e organizational policies and processes

» the processes used to configure and maintain the organization’s computing infrastructure

OCTAVE-Sisnot atypica vulnerability evaluation that focuses solely on technological issues.
Because it addresses both business and technological issues, OCTAVE-S s an operational risk
evaluation that is similar to typical business process or management evaluations. It is helpful if
someone on the analysis team is familiar with or has done assessments or evaluations. At |east
one member of the analysis team must have some familiarity with the organization’s computing
infrastructure or must be the point of contact with the providers who configure and maintain the
computing infrastructure. The person who has familiarity with the infrastructure needs to
understand the organization’s basic information security processes.

One characteristic of all successful analysisteamsisthat team members must have good working
relationships, enabling them to openly share their concerns about security in the organization.
Keep thisin mind as you form your team.

The specific skills needed for each OCTAV E-S process are detailed in the OCTAVE-S Checklist in
the appendix of this document. By reviewing the suggested skills for each process, you can
determine whether it is necessary to supplement the skills of the core analysis team by including
an additiona person for a selected process. In general, the skills required for the core members of
the analysisteam are

« ability to manage group meetings

e good communication skills

e good analytical skills

» knowledge of the organization’s business environment

» knowledge of the organization’s information technology environment and how the business

staff legitimately uses information technology in the organization

The analysis team can add supplemental team members to particular activities as needed (e.g., an
operational area manager to help with planning, someone from a specific operational area during
asset identification). These additional people augment the skills of the core team by providing
unique abilities needed during designated activities. It is also important to consider team
chemistry when you augment your team for a particular activity. Possible supplemental members
may include those with

» knowledge of the organization’s planning practices

» ability to develop plans

CMU/SEI-2003-HB-003 Volume 2 9
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3.2 Guidance for Selecting an Analysis Team

Selecting an analysis team for OCTAVE-S requires you to identify people who have broad
knowledge of business processes and how the computing infrastructure supports those processes.
The analysis team should also be balanced to provide perspectives of people throughout the
organization. You should consider including both managers and staff members if possible.

Use the Preparation worksheet when you are selecting analysis team members. (The Preparation
worksheet can be found in the appendix of this document.) The worksheet breaks the selection of
analysis team membersinto the following two parts:

e businessrelated areas

e information technology department

Start with the business-related areas of the organization (Part A of the worksheet). People from
the business-related areas should have broad insight into how systems and information are used to
support the organization’s business processes and/or insight into organizational policies and
processes. You can include up to 3 analysis team members from the business-related units.

Next, you must think about who has the most insight into the organization’s computing
infrastructure (Part B of the worksheet). Many small organizations do not have an IT department
and many completely rely on third parties (e.g., contractors or service providers) for their
information technology needs. In that case, you should include whoever works most closely with
the third party. Depending on your organization’s relationships with contractors and service
providers, you could a so include people third-party organizations on the analysisteam.

I T-related analysis team members should have insight into your organization’s computing
infrastructure and/or how the systems and networks are configured and maintained. You may also
select someone from a contracting organization or service provider who has insight into how
systems and networks are configured and maintained and who could participate in the evaluation.
You can include up to 3 IT-related analysis team members.

3.3 Training the Analysis Team

Once analysis team members have been selected, at |east one team member needs to become
familiar with OCTAVE-S. Ideally, all team members would become acquainted with the

OCTAV E-S methodol ogy. However, organizational constraints (e.g., funds available, size of
organization) might limit the number of people who can invest time to become familiar with the
process. Team members who are tasked with learning about OCTAV E-S can participate in formal
training or become familiar with the process by working on their own. (For example, through
reading and understanding the material in the OCTAVE-S Method | mplementation Guide.)

10 CMU/SEI-2003-HB-003 Volume 2
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If an analysis team decides to get started without training, there are some thingsit can do to
facilitate the learning process. First, al team members should spend time reading about
OCTAVE-S and discussing it among themselves. The team would then perform a very limited
pilot by selecting one asset that team members consider to be critical to the organization. Once it
completes the analysis for one asset, the team can then expand the evaluation to look at other
critical assets.

Working through alimited pilot of the OCTAVE-S can go along way toward understanding each
evaluation process and how to work with information generated throughout the evaluation. As
you complete your pilot, you should talk about what was easy and what was difficult. You should
a so review the guidance for the processes and begin to prepare and plan for an expanded
evaluation. You can also use your results from the pilot to help convince senior managers to
sponsor a more extensive evaluation. As afinal note, if you choose to proceed without formal
training, make sure your managers understand that you are learning as you go and that the
evaluation might take longer than planned.

Once the analysis team has been selected and is trained in OCTAVE-S, it can set the scope of the
evaluation. Thistopic is addressed in the next section.

CMU/SEI-2003-HB-003 Volume 2 11
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4 Set the Scope of the Evaluation
(Activity S0.3)

In OCTAVE-S, you can focus the evaluation on selected areas of the organization. Setting a
manageable scope for the evaluation reduces its size, making it easier to schedule and perform the
activities. It also allows you to prioritize the areas of an organization for the evaluation, ensuring
that the highest risk or most important areas can be examined first or more frequently.

4.1 Setting the Scope of the Evaluation

In many small organizations, it is possible to evaluate the entire organization during OCTAVE-S.
Organizations with a focused mission requiring most of its staff to support it directly may be able
to evaluate the entire organization during an OCTAVE-S evaluation.

Small organizations with multiple business units, or operational areas, might be required to select
asubset of those areasto evaluate. Thisis especidly true if operational areasin the organization
tend to be stove-piped. When selecting operational areasto evaluate, the analysis team typically
works with the organization’s senior managers. They consider the following guidelines when
choosing operationa aress:

e Select business units or operational areas that reflect the primary operational or business
functions as well as the important support functions of the organization. Operational areas
selected for the evaluation should represent those most critical to the success of the
organization or those with the highest risk.

« Atleast four operational areas are generally recommended, one of which must be the
information technology or information management department (or people familiar with the
computing infrastructure if such a department does not exist).

» If the organization outsources most or all of its information technology or information
management to service providers, select the person(s) who work most closely with the service
providers or include representatives from the service providers on the analysis team.

« If theinformation technology or information management department is dispersed, or
managed as separate support groups, select a cross section of those groups.

CMU/SEI-2003-HB-003 Volume 2 13
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» Consider the time commitment that personnel will be required to contribute. Determine
whether there will be significant conflicts with ongoing operations.

» Consider areasthat require electronic information to accomplish their functions.

Remember that these are only guidelines. Senior managers and analysis team members need to
use their best judgment when selecting areas to include in the evaluation.

4.2 Guidance for Setting the Evaluation’s Scope

Use the Preparation worksheet when you are setting the scope of the evaluation. Turn to Part C of
the worksheet. Consider the following questions as you select areas of the organization to include
in the evaluation:

*  Which operational areas of your organization are most critica to achieving its mission?

»  Which operational areas would affect the organization’s ability to function if those areas were
unable to function?

* Inwhich operational areas do you believe information and/or systems are most at risk?

Record the names of the selected operational areas on the worksheet. If the analysis team was
selected prior to setting the scope of the evaluation, make sure that team members have an
understanding of the operational areas being evaluated. If the team does not have sufficient
insight into one or more areas, you might need to adjust the composition of the team.

At this point, you should be ready to plan how you intend to conduct the evaluation. The next
section focuses on planning considerations.
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5 Plan to Conduct OCTAVE-S (Activity S0.4)

You must plan for OCTAVE-S as you would plan for any project in your organization. An
analysis team must work as a group during each OCTAV E-S activity, requiring each individual to
set aside sufficient time for completing each evaluation activity.

5.1 Scheduling Considerations

You will find the OCTAVE-S Checklist in the appendix of this document. It consists of a
collection of entry/exit criteriafor each process, including preparation. The checklist comprises
the following sections for each process:

e Entry Criteria— These are the items that ateam should complete prior to starting a process.

e SkillsRequired — This area of the checklist documents the types of skills that the analysis
team should have. This guidance can help ateam determine whether it needs to augment its
skillsfor any given activity.

» Participants — The participants required for each process must be identified before the
evaluation. Participants typically include only analysis team members. However,
supplemental personnel can be selected to augment the analysis team’s skills for any given
process.

« Time Estimates— This area of the checklist provides arange of time estimates for completing
each activity. The low end of the range provides an estimate of how long it would take
someone with expertise in security and OCTAVE-S to complete that activity. The high end of
the range provides an estimate of how long it would take less experienced practitionersto
complete that activity.

» Exit Criteria— These are the items that a team should complete during a process.

During planning, you develop a schedule for the evaluation. You should review the information in
the checklist for each process as you develop the overal plan for the evaluation. During planning,
you must

e decide when the team will conduct each OCTAVE-S process
» decide whether additional personnel will be required for any processes or activities

e determine how much preparation time will be required for each process

CMU/SEI-2003-HB-003 Volume 2 15



Plan to Conduct OCTAVE-SV10

* estimate the time required to complete each process (for both experienced and inexperienced
teams)

When devel oping the project plan, you need to consider how familiar team members are with the
OCTAVE-S process, information security, and operational risk management. Teams attempting to
conduct the evaluation for the first time should reference times for inexperienced teams to avoid
building an overly optimistic schedule.

OCTAVE-Sis conducted using a series of meetings; the schedule for conducting those meetings
is quite flexible. The shortest possible timeframe for completing an entire evaluation is
approximately two days. This estimate assumes a full-time, dedicated analysis team that is
experienced with the process and an evaluation that is narrowly scoped (e.g., for one to two
operational areas). Practical congtraints can extend the calendar time required to conduct
OCTAVE-S. When scheduling evaluation activities, you should

e consider any organizational constraints
» dlocate sufficient time to complete all preparation activities
e remember that al plans are estimates

e revisethe project plan to reflect appropriate changes

5.2 Tailoring OCTAVE-S

During planning, ateam must also determine the extent to which it will tailor OCTAVE-S to best
meet the organization’'s needs. Section 7 provides a discussion of the tailoring options that can be
considered. Depending upon the nature of the tailoring, the team could invest a considerable
amount of time to update activities and artifacts before beginning the evaluation. Make sure you
investigate the depth of tailoring you want to do before your plan and schedule are finalized.

5.3 Guidance for Developing a Project Plan for
OCTAVE-S

You should document your project plan for conducting OCTAV E-S according to the practices and
standards required by your organization. There is no standard worksheet or template provided for
you to document the project plan for conducting OCTAVE-S in your organi zation.

Asyou develop your plan, review the information on the OCTAVE-S Checklist. Pay particular
attention to

* whether additional personnel will be required for any processes or activities
*  how much preparation time will be required for each process

« thetime estimates for each process
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For each process determine

e when it will occur

e who will participate

e any potentia constraints or risks

Make sure that all team members agree to the plan’s content. You may also heed senior

management review and approval of the plan before proceeding. At this point, you should be
ready to start the evaluation.
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6 Prepare to Conduct Each OCTAVE-S
Process (Activity S0.5)

One key to conducting an effective evaluation is ensuring that the team is prepared for each
evaluation activity. Preparation includes

» being ready to conduct each process

e ensuring that al logistics have been addressed

6.1 Preparing to Conduct a Process

Before starting any OCTAV E-S process, the analysis team must ensure that all entry criteriafor
that process have been completed. Completing these criteriaindicates that the team is ready to
start the process. In addition, analysis tem members must understand their roles and how to
perform the activities required by the process.

If any supplemental members (i.e., people providing unique skills, experience, and expertise
required by a process) are selected to augment the analysis team’s skills, those participants must
also understand their roles and the OCTAV E-S process in which they will participate.

Finally, team members must agree upon an approach for making decisions that is understood by
all participants in a process. Doing this provides an unambiguous way for the team to resolve any
conflicts and make decisions.

6.2 Addressing Logistics

The steps for coordinating logistics are straightforward and easy to understand, but they can
present some of the bigger obstacles that you will face during the evaluation. Logistics includes
scheduling workshops, making sure that equipment is available for meetings, and coordinating
the schedules of team members.

One member of the analysis team should be the focal point for coordinating logistics for
conducting OCTAVE-S. Be sureto consider the following types of items when you address
evaluation logistics:
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* Reserveroomsfor al workshops.
» Ensurethat any required equipment (e.g., overhead projectors, flip charts) is available.
e Allow time to complete al preparation activities.

» Address any unexpected events, such as scheduling additional meetings and notifying any
supplemental personnel of meeting times and locations.

6.3 Guidance for Preparing for OCTAVE-S Process

Review the information on the OCTAVE-S Checklist for the process that you are about to conduct.
The logistics coordinator for the team should reserve a meeting room and ensure that all
participants know the time and location of the meeting. Any equipment required for the meeting
should be signed out and ready to use by the team.

Review all entry criteria as you prepare to begin a process to ensure you have met them. The
entry criteriafor a process indicate the extent to which ateam is ready to begin that process. If
any criteria have not been completed, ensure that you address them before starting that process.

Ensure that al core analysis tem members understand their roles as well as how to perform the
activities required by the process. Contact any supplementa personnel who have been selected to
augment the anaysis team’s skills prior to the meeting. Ensure that all additional personnel
understand their roles aswell as the activities in which they will be participating.

Finally, select an approach for decision making (e.g., consensus, majority voting, multi-voting)
and ensure that al team members understand the approach. This provides an unambiguous way in
which the team will resolve any conflicts and make decisions. Note that this could be the same
approach used for all processes or it could vary depending upon the process.

At this point, you should be ready to conduct the process. The last topic that is addressed in this
document is a brief discussion of tailoring considerations.
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7 OCTAVE-S Tailoring

An analysis team determines the extent to which it will tailor OCTAV E-S during planning.
Theideas presented in this section provide a few tailoring options for OCTAVE-S, not an
exhaustive list. As you read this section, you should think about your organization’s unique
needs and which aspects of the method you need to adjust to meet those needs. There are two
optional tasksin OCTAVE-S for which an analysis team must make tailoring decisions:
probability and approval for evaluation results. Those issues are addressed first.

7.1 Probability

Probability is the likelihood that an event (i.e., threat) will occur. Estimating the probability
for each active threat is considered to be optional in OCTAV E-S. For information security
risks, probability is a more complex and imprecise variable than is normally found in other
risk management domains, because risk factors are constantly changing. Probability is highly
subjective in the absence of objective data and must be used carefully during risk analysis.

A qualitative version of probability is provided with OCTAVE-S. It depends upon your
analysis team’s ability to estimate the motive and history of different types of attacks or
threats. You should review the Risk Profile worksheets in Volumes 5-8 to determineif you
intend to use probability.

If you do choose to use probability, you should remember that the decision-making process of
OCTAVE-Srelies primarily on impact. You use impact to decide whether to mitigate or
accept arisk. Probability, when used, helps determine which mitigation plans to implement
first. You must determine the extent to which you will incorporate probability in your
decision making.

For example, you might use scarce resources to address a medium-impact, high-probability
risk in the near term. Later on, you might be able to free up enough resources to address a
medium-impact, medium-probability risk. In this case, you are using probability to refine
your priorities by determining when to implement mitigation plans. You are not using
probability to drive the decision of whether to accept or mitigate the risk.
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7.2 Approval of Evaluation Results

Depending on the composition of the analysis team and the degree to which it was
empowered, the organization’s senior managers might need to approve the results of the
evaluation before any formal action is undertaken to implement those resullts.

For example, the analysis teams from the OCTAV E-S pilot organizations included
representation from the organization’s senior management. The managers on the team had the
authority to approve al mitigation plans. However, if ateam does not have such authority, it
must determine how to present the results of OCTAV E-S to senior managers for their
approval. Thislikely will require an additional meting with the organization’'s senior
managers after the end of Process S5. This approach has proven to be effective for
organizations that have conducted the OCTAV E Method.

7.3 Other Tailoring Activities

Other tail oring activities should be undertaken at the discretion of the analysisteam. You
should be aware that since OCTAV E-S worksheets are highly structured, tailoring is not
always a simple proposition. The remainder of this section examines some potential items
you might want to modify as you implement OCTAV E-S in your organization.

7.3.1 Catalog of Practices

The catalog of practicesis agenera catalog of accepted security practices. OCTAVE-S
tightly integrates the catalog of practices with the following artifacts:

e Security practices survey — The practicesin the survey are derived from the catalog of
practices.

» Protection strategy — The content of the protection strategy used in OCTAVE-Sis
abstracted from the catalog of practices.

» Mitigation plan — Suggestions for potential mitigation activities were derived from the
catalog of practices.

If you must comply with a specific standard of due care (e.g., HIPAA), you can modify the
catalog to ensure that it addresses the range of practices in the standard. You can add specific
practices unique to your domain or remove practices that are not relevant. You can also
modify the catalog to make it consistent with the terminology used in your domain. The goal
isto have a catalog of generally accepted, good security practices against which you can
evaluate your current security practices. The catalog must be meaningful to your
organization. If you modify the catalog of practices, you must ensure that all artifacts derived
from the catalog are also modified in an appropriate manner.
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7.3.2 Generic Threat Profile

Before you start OCTAV E-S, you can tailor the generic threat profile to meet your evaluation
needs. As ageneral guideline, make sure that your organization's threat profile addresses the
range of threats known to affect your operational environment. When tailoring the generic
threat profile, you can

add anew threat category

add new threats to an existing category

delete inapplicable threats from a category

“decompose” or add depth to athreat category
For some organizations, the standard categories are sufficient. Other organizations might
require additional categories of threat. Threat categories are contextual and are based on the
environment in which an organization must operate. The standard categories are a good

starting place. As you implement OCTAVE-S, you may start identifying unique threats that
require the creation of new threat categories.

The following example addresses tail oring of the threat actors for the Human Actors Using
Network Access category of threat. The basic threat tree for this category focuses on two
types of threat actors: actors inside the organization and actors outside the organi zation.
Depending on the evaluation needs of an organization, this classification of actors could be
too broad. For example, an organization that deals with national security issues would
probably want a more detailed classification of threat actors. The following list isan
expanded classification of threat actors:

« non-malicious employees — people within the organi zation who accidentally abuse or
misuse computer systems and their information

« disgruntled employees — people within the organization who deliberately abuse or misuse
computer systems and their information

» attackers— people who attack computer systems for challenge, status, or thrill

* gpies— people who attack computer systems for political gain

e terrorists — people who attack computer systems to cause fear for political gain

» competitors — people who attack computer systems for economic gain

e criminals— people who attack computer systems for personal financial gain

e vandals— people who attack computer systems to cause damage

The asset-based threat profile could be modified to include the above classifications and more

detailed motives. In addition, other forms of tailoring can be applied to add detail to the
access paths. Separate trees could be created for different means of network access or for
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different means of physical access. If tailored in this manner, the trees do become more
complicated, and the additional detail could make the subsequent analysis more complex. For
many organizations, the generic set of trees will be sufficient.

7.3.3 Asset Categories

Asset categories are contextual for any organization and must be defined in order to conduct
ameaningful evaluation. The categories considered in OCTAVE-S are

* systems
¢ information
» applications

e people

You can tailor the list by adding or deleting categories to meet your organization’s needs. If
you add asset categories, you must also tailor all critical-asset-specific worksheets for
consistency with the new asset categories.

7.3.4 Security Requirements Categories

The categories of security requirements are contextual for any organization and must be
defined in order to conduct a meaningful eval uation. The categories considered in OCTAVE-
Sare

« confidentiality

* integrity
» availability

You can tailor the list by adding or deleting categories to meet your organization’s needs. For
example, some organizations might want to add authenticity and/or non-repudiation to their
list of security requirements. First, you need to decide what categories of security
reguirements you will incorporate into the evaluation, and then you need to use those
categories consistently throughout all activities. You must add corresponding outcomes to the
generic threat profile for any categories of security requirements you add. For example, the
outcome associated with confidentiality is disclosure.

7.3.5 Impact Evaluation Criteria

Impact evaluation criteria are a set of qualitative measures against which an analysis team
determines the extent of the potential impact on an organization resulting from each threat.
Impact evaluation criteria define high, medium, and low impacts for an organization. These
criteriaare highly contextual. For example, while $1,000,000 may be a high impact to one
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organization, it could be only a medium or low impact to another. Also, some organizations
will have risks that result in aloss of life, but thisis not true for all organizations. The
contextual nature of evaluation criteriais the reason why every organization must define its
own criteria.

An analysis team evaluates impact across multiple categories, or impact areas. These areas
are related to an organization’s mission and business objectives. The standard set of areas
considered in OCTAVE-Sis

* reputation/customer confidence
+ safety/hedth issues

» fined/legal penalties

+ financial

»  productivity

e other

The impact areas are contextual and should be tailored to meet the needs of your
organization. Before you conduct an evaluation, you should determine which impact areas to
consider. One way to determine unique areas for your organization isto consider your
organization’s business objectives and make sure that impact areas are linked to your key
business objectives. For example, amilitary organization may add combat readiness as an
area of impact.

7.3.6 Worksheets

Any OCTAVE-S worksheet can be modified to suit the particular needs or standards of an
organization or domain. Worksheets can be combined, split apart, and rearranged to be more
efficient or adaptable to a particular database or other automated tool. Formatting and other
types of simple “look-and-fedl” changes will generally have little effect on the processes
themselves. However, moving pieces of information from one worksheet to another or other
content types of changes can be more difficult to make. Analysis teams should look for
dependencies between worksheets in terms of information flow as well as other cascading
effectsthat could be the result of content changes.
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Appendix: OCTAVE-S Worksheets

This appendix contains the following worksheets that are used during preparation for OCTAVE-
S

e Preparation worksheet — This worksheet is used to help guide the selection of analysis team
members and to set the scope of the evaluation.

e OCTAVE-S checklist — The entry/exit criteria are used to help the analysis team develop its
project plan for the evaluation. They are also used as the team prepares to conduct each
process to ensure that all entry criteriafor that process have been met, that all personnel
understand their roles as well as the activities they will be conducting, and that all logistics
for the process have been addressed.
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Preparation Worksheet
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Description:  Selecting an analysis team for OCTAVE-Srequires you to identify people who have broad
knowledge of business processes and how the computing infrastructure supports those
processes.

Select analysis team members for the following:
A. business-related areas

B. information technology department

Directions are provided for each part.

A. Business-Related Areas

Directions: 1. Consider the two questions bel ow when selecting analysis team members from the
business units.

Questions

1. Who from your organization has broad insight into how systems and information are used to support
the organization’ s business processes?

2. Who from your organization has insight into organizational policies and processes?

B. Information Technology Department

Directions: 1. Consider the three questions bel ow when selecting analysis team members from the
information technology department.

Questions

1. Who from your organization has insight into how systems and networks are configured and
mai ntained?

2. Who from your organization hasinsight into your organization’s computing infrastructure?

3. Who from a contracting organization or service provider has insight into how systems and networks
are configured and maintained and could participate in the evaluation?
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A. Business-Related Areas

2. Select up to three business unit representatives for the analysis team.

Analysis Team Members

1

2.

B. Information Technology Department

1 2. Select up to three information technology representatives for the analysis team.

Analysis Team Members

L1

2.
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Description:  Setting the scope of OCTAVE-Srequires you to compl ete the following:

C. Slect key operational areas of the organization to participate in the OCTAVE-S
evaluation.

Directions are provided to guide the selection of operational areas.

C. Selecting Key Operational Areas

Directions: 1. Consider the three questions below.

Questions

1. Which operational areas of your organization are most critical to achieving its mission?

2. Which operational areas would affect the organization’s ability to function if those areas were unable
to function?

3. Inwhich operational areas do you believe information and/or systems are most at risk?
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C. Selecting Key Operational Areas

2. Based on your answers to the questions, select up to five operational areas to assess in the evaluation.

Operational Areas

1. Information Technology Department

2.

CMU/SEI-2003-HB-003 Volume 2

33




OCTAVE-SV1.0

34 CMU/SEI-2003-HB-003 Volume 2



OCTAVE-SV1.0 OCTAVE-S Checklist

OCTAVE-S Checklist
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OCTAVE-S Preparation
Entry/Exit Criteria

Entry Criteria

O The organization's senior managers sponsor the OCTAVE-S evaluation and have allocated funds and
staff for OCTAVE-S.

O A person in the organization is designated as the focal point for selecting analysis team members.

Skills Required for OCTAVE-S
Preparation

O Anin-depth understanding of OCTAVE-S and the benefitsit can provide

O Insight into the knowledge, skills, expertise, and experience of people throughout the organization who
might serve as analysis team members

O The ability to work with senior managers and/or operational area managers to select analysis team
members

U

A broad understanding of the organization, its mission, and business objectives for setting the scope of
the evaluation

Knowledge of the organization’s operational areas
Project planning skills

The ability to coordinate logistics for conducting the evaluation

[ W Wi

Good communication and presentation skills for building an awareness of OCTAVE-S

Analysis Team and Operational Areas

Core Analysis Team Members Operational Areas Being Evaluated

Name Area

Note: Designate specific rolesif appropriate.
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OCTAVE-S Preparation
Entry/Exit Criteria (cont.)

OCTAVE-S Preparation Time Estimates

Activity Estimated Timeto Complete

Experienced Team Inexperienced Team
b ST =) o
0.2 _Srele:rcnt'\a/llnedm'[)r:ri:Analysis 3 days < q 1 week'
0.3 g\a/l :jtjatiperational Areasto 1hr < q 1 day
s ol 2w o
S0.5 ggi%ggﬁgﬁgmh 1 hr/process < q 4 hr*/process

Exit Criteria

O Ananaysisteam for the organization has been selected. The team includes both business and
information technology representation.

O At least one analysis team member has become familiar with OCTAVE-S through formal training or
informal means.

O The scope of the evaluation has been decided — operational areas have been selected.

O A plan and approach for conducting OCTAV E-S has been developed, and it has been documented to
the extent required by the organization.

O One member of the analysis team or some member of the organization has been assigned the
responsibility for coordinating logistics for the evaluation.

U Theanalysisteam hasidentified its preferred approach for decision making during the evaluation.
O Theentry criteriafor OCTAVE-S Process S1 have been met.

* Senior management sponsorship of OCTAVE-S s essentia for a successful evaluation. If after using al available
means you are unable to develop sponsorship from your organization’s senior managers, you might want to consider
discontinuing the evaluation.
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Process S1. | dentify Organizational Information
Entry/Exit Criteria

Entry Criteria

O All participants understand the activities and steps of Process S1.
O Theanalysisteam has defined roles and responsibilities for Process S1.

O Additional people to augment the analysis team have been identified (if necessary).

Skills Required for Process S1

O A broad understanding of the organization’s business environment and the information-rel ated assets
used by the organization

O Anunderstanding of the organization’s information technology environment

U

Good communication skills

O Good analytical skills

Analysis Team M embers

Core Team Membersand Roles Supplemental Team Members

Name Role Name Sill/Expertise

Note: Designate specific rolesif appropriate.
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Process S1. I dentify Organizational Information
Entry/Exit Criteria (cont.)

Process S1 Time Estimates

Activity Estimated Timeto Complete
Experienced Team Inexperienced Team
S Eatton e Lhr < q 3hrt
S1.2 IA(\js:ettI;y Organizational 1hr < q 3hrt
S1.3 gcalquﬁtye Ig)r;%tairli;ational 2 hr < q 6 hrt
Total 4hr < q 12 hr'

Exit

Criteria

a
a

Impact evaluation criteria for the organization have been documented.

Impact evaluation criteria are based upon the organization’s unique operational environment and
reflect the organization’ s business objectives.

The analysis team received sufficient input from the organization’ s management when creating impact
evaluation criteria, and/or the criteria have been approved by the organization’ s management.

A set of information-related assets have been identified and recorded.

The set of information-related assets includes representation from all operational areas being
evaluated.

The security practices survey has been completed, and a stoplight status has been assigned to each
security practice area.

The results of the security practices survey adequately reflect the current state of the organization’s
security practices.

All action items have been documented.

All relevant notes and recommendations have been documented.
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Process S2: Create Threat Profiles
Entry/Exit Criteria

Entry Criteria

O Process Sl exit criteria have been completed.

O All participants understand the activities and steps of Process S2.

U Theanalysisteam has defined roles and responsibilities for Process S2.
a

Additional people to augment the analysis team have been identified (if necessary).

Skills Required for Process S2

O A broad understanding of the organization’s business environment and the information-rel ated assets
used by the organization

O Anunderstanding of the organization’s information technology environment

U

Good communication skills

O Good analytical skills

Analysis Team Members

Core Team Membersand Roles Supplemental Team Members

Name Role Name Sill/Expertise

Note: Designate specific rolesif appropriate.
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Process S2: Create Threat Profiles
Entry/Exit Criteria (cont.)

Process S2 Time Estimates

Activity Estimated Timeto Complete
Experienced Team Inexperienced Team
S2.1  Select Critical Assets 1hr < q o hrt
S2.2  Identify Security +
Requirements for Critical 1hr < q 6 fhr
Assets
S2.3  ldentify Threatsto Critical +
Ao 2 hr < q 12 hr
Total 4hr < q 20 hr*

Exit Criteria

Up to five of the organization’s information-related assets have been designated as critical assets.
The rationale for selecting each critical asset has been documented.

Security requirements have been documented for each critical asset.

The most important security requirement for each critical asset has been documented.

A threat profile has been created for each critical asset.

O U000 0

Each threat profile contains the following information:

e aset of completed threat trees

»  specific examples of al active human-based threats

« the strength of the motive (where applicable) and the associated confidence level

» the history of each threat and associated accuracy estimate, and areas of concern where
appropriate

Q  All action items have been documented.

O All relevant notes and recommendations have been documented.
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Process S3: Analyze Computing Infrastructure With Respect to Critical Assets
Entry/Exit Criteria

Entry Criteria

O Process S2 exit criteria have been completed.

O  All participants understand the activities and steps of Process S3.

O Theanalysisteam has defined roles and responsibilities for Process S3.
Q

Additional people to augment the analysis team have been identified (if necessary).

Skills Required for Process S3

O A broad understanding of the organization’s business environment and how business staff legitimately
uses information technology in the organization

O A basic understanding of the organization’s information technology environment and knowledge of the
organization's network topology

Q Good communication skills

O Good analytical skills

Analysis Team M embers

Core Team Membersand Roles Supplemental Team Members

Name Role Name Sill/Expertise

Note: Designate specific rolesif appropriate.
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Process S3: Analyze Computing Infrastructure With Respect to Critical Assets

Entry/Exit Criteria (cont.)

Process S3 Time Estimates

Activity Estimated Timeto Complete

Experienced Team Inexperienced Team

Examine Access Paths 1 hr 30 min <

4 hrt

8hr*

Analyze Technology- . .
Related Proc 1 hr 30 min 4 hr
Total 3hr < q

Exit

Criteria

a
a

O 00 00

A system or systems of interest have been identified for each critical asset.

Network access paths to the system(s) of interest have been examined for each critical asset with
network-based threats. The following have been identified: key components, intermediate access
points, internal and external access points, backup sites for information, and other systems that can
access the system of interest.

The party responsible for managing and securing each key class of components has been identified.
The extent to which each key class of componentsis resistant to network attacks has been documented.
Any additional, contextual information relevant to the infrastructure analysisis documented.

All action items have been documented.

All relevant notes and recommendations have been documented.
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Process $4: | dentify and Analyze Risks
Entry/Exit Criteria

Entry Criteria

O Process S3 exit criteria have been completed.

O All participants understand the activities and steps of Process $4.

U Theanalysisteam has defined roles and responsibilities for Process 4.
a

Additional people to augment the analysis team have been identified (if necessary).

Skills Required for Process $4

O A broad understanding of the organization’s business environment

O Anunderstanding of the organization’s information technology environment
O Good communication skills

O Good analytical skills

Analysis Team Members

Core Team Membersand Roles Supplemental Team Members

Name Role Name Sill/Expertise

Note: Designate specific rolesif appropriate.

44 CMU/SEI-2003-HB-003 Volume 2




OCTAVE-SV1.0 OCTAVE-S Checklist

Process $4: | dentify and Analyze Risks
Entry/Exit Criteria (cont.)

Process $4 Time Estimates

Activity Estimated Timeto Complete
Experienced Team Inexperienced Team

4.1  Evaluate | mpacts of +
Theents 2 hr < q 10 hr

$4.2  Establish Probability . .
Evauation Criteria 30min < q 1hr
(optional)

A3 Evaluate Probabilities of q +
Threats (optional) 1hr < 8hr
Total 3% hr < q 19 hr*

Exit Criteria

a

a
a

Each active threat was assigned an impact value (high, medium, or low) for each applicable impact
area based on the impact eval uation criteria defined for that area.

Probability evaluation criteria for the organization have been documented (optional).

Probability evaluation criteria were based upon areview of the known history of threats to the
organization’s critical assets (optional).

Each active threat was assigned a probability value (high, medium, or low) and a confidence level for
that probability value (optional).

All action items have been documented.

All relevant notes and recommendations have been documented.
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Process S5: Develop Protection Strategy and Mitigation Plans
Entry/Exit Criteria

Entry Criteria

O Process $4 exit criteria have been completed.

O All participants understand the activities and steps of Process S5.

O Theanalysisteam has defined roles and responsibilities for Process Sb.
a

Additional people to augment the analysis team have been identified (if necessary).

Skills Required for Process S5

A broad understanding of the organization’ s business environment

An understanding of the organization’s information technology environment
An understanding of the planning practices of the organization

The ability to develop plans

Good communication skills

O 00000

Good problem-solving and analysis skills

Analysis Team M embers

Core Team Membersand Roles Supplemental Team Members

Name Role Name Sill/Expertise

Note: Designate specific rolesif appropriate.
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Process S5: Develop Protection Strategy and Mitigation Plans
Entry/Exit Criteria (cont.)

Process S5 Time Estimates

Activity Estimated Timeto Complete
Experienced Team Inexperienced Team
B Dt Srany e =)
52 ﬁgﬁ;ﬂga‘“m 30 min < q 6hr
S5.3 Eﬂ?nilop Risk Mitigation o hr < q & hr*
4 ::32:2;3/ Oihsatr:gtejgi? 30 min < q 3hrt
S55  Identify Next Steps 30 min < q Lt
Total 4% hr < q 22 hr*

Exit Criteria

a

a
a
a

U

O O

The current protection strategy for the organization has been documented.
The analysis team members agreed upon their decision-making factors for selecting mitigation areas.
Up to three security practice areas were selected as mitigation areas.

All risks that will be mitigated by the selected mitigation areas were designated as “mitigate” on all
appropriate risk profiles.

All risks that will not be mitigated by the selected mitigation areas were designated as “accept” or
“defer” on all appropriate risk profiles.

A mitigation plan was devel oped for each selected mitigation area.
Changes to the protection strategy driven by mitigation plans are documented.

Other changes to the organization’s current protection strategy are supported by additional details
documented in the appropriate mitigation plans.

Next steps for implementing the results of the evaluation were documented.
All action items were documented.

Senior management approval of the evaluation results was obtained.
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