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u,s. NATIONAL SECURITY STRUCTURE: 
A NEWMODEL FOR THE 21sT CENTURY 

We must antq7ate that firture adversaries WIII lear7lfrom the past and 
confront us m very drfseni ways Only one thong IS certazn the greatest 
danger hes In an umvzlhngness or an mablhty to change our security 
posture In time to meet the challenges of the next centuv 

National Defense Panel 
1 December 1997 

?Ve must not be lulled Into complacency because we have aiivqys been 
ready, relevant, and capable W%at might be ready, relevant, and crrpable 
today. mq be kss so the duy afreer tomorrow We must anaclpate change, 
aalzpt to It, andfoster it We wrII reman2 relevant only If we are wlihng 
to meet future challenges and ad@ to new needs 

General Charles C Krulak 
Commandant, L-SMC, 1997 

Introduction 

j The end of the Cold War has caused the L’mted States natlonal secunq commumty 

- the /Departments of Defense and State and the Yatlonal Secunty Council - to struggle to 

reonint itself for the threats and challenges of a very dynamx strategx future Indeed, 
f- 

this IS an unprecedented era WhJe the threat of nuclear war has been vxtually ehmmated, 

and our sole rmhtary contemporary has fallen, the world IS arguably far more unstable 

Longtsmxnenng local or region disputes, that were muted by the superpowers during the 

Cold War, are resurfacing In addition, the prohferatlon of advanced technologes to all 

parts lof the globe make the threat of confkontatlon. partxularly through the use of 

weapbns of mass destructlon, more profound What IS certain 1s that today’s threats, and 

those: that til dommate the early 2 la century, are very different from those of the Cold 
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War ‘These differences demand a vlslonary U S natlonal secunty response In my 

opnndn, such a response does not appear m the offing 

This essay paper argues that the U S natlonal secunty commumty, despite 

statements to the contrary, contmues to be blmded by the Cold War and the structures that 

have become comfortable, and for whxh there have developed strong and vocal 

constnuencles Instead, the Umted States 1s mrssmg a most fortuitous penod of strategrc 

pause; a tune wlthout a peer competitor, to posture the nation for the broad spectrum of 

threats that are bemg ushered m vvlth the new nxllenmum 

, Drawmg on the lectures, semmars, readmgs, research and dlscusslons of this 

acadepc year, this essay defines a set of key assumptions that are expected to permeate 

the U,S natlonal secunty envn-onment through the year 2010, and draws a set of 

recon-$nendatrons on how the natlonal secunty commumty should be shaped to respond 

Becatise the issue 1s so broad, however, this paper will focus its analysxs and conclusions 
I 

on the orgamzatlonal structure of U S national security, reco-amg that the xnportant 

components of doctrine, nxhtary capabtitles and tools, system processes (e g , acqulsltlon, 
P- 

logxtics. planmng, and budgeting), and trammg, to mentionJust a few others, are also 

cntlcal factors that warrant attention As the introductory quotes attempt to Illustrate, if 

the &ted States 1s to contmue as the world’s leadmg po-er, national secunty 

deas?nmakers must look objectively at the future and make the adjustments necessary to 

remah ready, relevant, and capable These declslons must be made now or we will face 

the e@ly 21a century ill-prepared - and our contmued preermnence eroded 
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Assuamtions 
I 

) This essay IS based on three fundamental assumptions about the U S national 
I 

secunty environment through the year 2010 1) Threats to U S interests ~11 be 
I 

substaptlvely Merent from those of the 199C ‘s, 2) econormc leverage ill become 

mcrea$mgly more nnportant as a tool of U S statecraft, and 3) the pnvate sector will be a 

fornxdable player m 2 1”’ century international a.E&rs 

Threat Enwronment (2000 - 20101 

The threat envxronment faced by the Urnted States m the early 2 1”’ century wJl be 

charac’tenzed by the absence of a peer econormc or rmhtary competitor for at least the 

next Tenty years ’ And, If the Defense Department follows through on Its strategy to 

invest S60 btion annually m technolo-q development*, and tithe dollars are mvested 

effectltiely, no such competitor should emerge for perhaps the next fifty years In a I 

m.&tar;y s&se, it IS mconcelvable that any county, startmg from Its current disadvantage 

visa WF the Umted States, could match our dommance m that trmefiame Thus sad, 

clearIf the Lmted States2111 be challenged dunng tlxs penod, but any adversary ~111, 

mstead, confront the Umted States vvlth asymmetrical responses to our traditional 

strengths These responses til likely be attacks agamst L S mformatlon systems and 

cntrcal mf+astructures, terronsm, and the use (or threat of use) of weapons of mass 

destru:tlon, particularly chermcal and biologIca attacks And, perhaps most importantly 

’ Guest Lecture to Sauonal War College The Dilemmas and Paradoxes of the Sole Global Superpower, 
22 January 1998 lecturer not &xmfied to preset e non-attribution pohq 
’ Guest Lecture to Nauonal War College Of Battlestars and Ba-vonets The Impact of Technology 16 
March 1998, lecturer not ldemfied to preset e non-attrrbuuon pohq 
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to U S: national secunty strategsts, it 1s probable that some of these non-tra&tlonal I 

attacki ti specifically target the U S homeland 

As an extension of this threat assumption, where conventlonal ‘L- S forces are 

employed through the year 2010, the scenano wrll not be one of maJor, protracted 

regoy confhct Instead, the so-called “Clmton Doctrine” ti prevail - peacekeepmg 

and humamtanan assistance (e g , Bosma, Hati, and Somalia) and, on occasion, 

peacemakmg, such as our 1990’s engagements agamst a belhgerent Iraq A m&tary 

structure based on major regonal confhct 1s mconsistent with the early 216 century threat 

entuopent, such a strate-q dlkerts valuable resources from burldmg the capabhtles and 

structures required to respond to the more reahstic set of national secunty challenges 

, In summary, ths essay argues that when conventronal U S nnhtary forces are 
I 

engagvd over the next ten to twelve years, it wfi be pnmanIy to support peacekeepmg and 

humar&tanan operations The true threat to I; S secunty will be from adversanes who 

wLU erhplby non-traditional tools and mho ill bnng the battlespace to the Lmted States 
/ 

homel+.nd - 111 very discrete and damagmg waqs 

Economrc Tool of Statecrafi 

A second assumption of the U S national secunty enwonment, through 2010, IS 

that diplomacy nti become an mcreasmgly nnportant tool of statecraft As the sole 
I 

superpower m an mcreasmgly unstable world, the Umted States til contmue to be called 

upon to lend its influence to resolve the virtual explosion of regonal, ethmc, cultural, and 
/ 

transnbtlonal Issues or disputes As new power brokers, such as Chma, Russia, India, 
I 

Genngny, and Japan, try to emerge, the Umted States ~11 be mcreasmgly engaged across 
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a broa! range of issues to keep these states in balance The common hnchpm that will 

bmd all countnes m the 21”’ century d be a global, wholly mtegrated, networked I 

econoffiy As the sole econormc power for the foreseeable fiture, the econormc tool of 

statecrfi will take on a vastly more promment role m U S national secumy 
I 

declsm~akmg, demandmg tindamental change m the 21”’ century U S national secunty 

structure 

j The thud assumption, expanded prwate sector engagement m mtematlonal afFan-s. 

1s more dficult to articulate, but, nevertheless, an emergmg issue that ti cause 

strateqsts to rethmk the national secmty landscape The emergence of huge multmatlonal 

cornmerclal enterpnses has Just recently started to appear on the “radar screen” of some 

strategpsts - and the trend of mega mtematlonal mergers and corporate consohdatlons 

across lthe global market place wfi contmue as econonuc globahzatlon expands It 1s 

probable that at least some of these lughly competltlve commercial orgamzatrons. with 

connections at the hlgheszekels of key governments, many controlhng indispensable 

“‘ache? w&m the global econonuc engme (e g , Microsoft urlth its dornmance of the 

computer operating system market, used as an euamole onlv), would exert mcreasmg 

mfluence m the conduct of world a.Earrs U S strategsts must begm now to address a 

more a)ggresslve prwate sector and, I contend, these steps mclude malung structural 

changCs m the U S national secur@ framework 

, These three assumptions, whether taken separately or, more appropnately, as a 

whole,! pomt to an urgent need for change wlthm the U S national secunty structure A 



fiulure to act aggressively now ~11 result m madequate means to a&eve the desued ends 

of the: earIy 2 la century 

Kev ‘U.S. National Security Structural Changes 
I 

Agam, wrth the focus of ths essay paper on the structural components of U S 

natropal security, tied to the assumptions outhned above. three adjustments are cntlcal 1) , 

MaJot- emphasis must be placed on homeland defense, 2) the U S dIplomatic capablhty 

must be reengmeered, and 3) increased attention must be pad to the global commercial 

sectot 

HomeId Defense 

I consider homeland defense as first among equals when it comes to changes m the 

L.- S national secunty structure to address 2005 - 2910 threats As the Satlonal Defense 

Panel’ stated m its recent report, “we must anticipate that fLture adversanes w1I1 learn from 

the p$st and confront us m very Merent ways “3 In ths context, I take srong exception 
/ f- 

with the experts represented m our Course 5 panel dlscusslon on Future Strategic 

Alterbatlve$ who argued. essentially, that homeland defense 1s a “bumper sticker” issue 

with little substance Wlnle I agree that the threats posed by state-sponsored or rogue 

terronsm, the use of chermcal or blologlcal weapons, or offensive mformatlon operations 

attacks ~111 hkely be rendered n-relevant through technology, the technological capablhtles 

3 Report of the NatIonal Defense Panel, Transfomnng Defense Nahonai Sentnty in the 21” Cenruq, 
Dece$xzr 1997 page 1 of Evecutlr e Summary 
4 Panes l3scuss1on to the Natlonai War College Future Strategzc difemanves 16 Apnl 199%, panel 
members not ldentfied to preserve non-attnbuuon poh~ 
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to make thrs a reahty wrll not be avarlable for at least the next decade The problem 1s that 

an enormous vulnerabrhty exrsts now, and wrll continue for the next ten to twelve years 

Durmg thrs penod any potential U S adversary would know full well what these 1 

vumerabrhtres are and of the constramts that would be faced by the Unrted States lfrt 

contemplated retahatron (e g , determmmg who conducted the attack) 

/ Attacks agamst the U S mamland are a vulnerabrhty that the t- S pubhc has not 

been made suflicrently aware of. and, when conducted, such attacks wrll cause enormous 

damage to the psyche of the Amencan people As a nation, we have not faced the stress 

of berng a country under siege, much less from an adversary less “powerful” than 

ourselves From a national securrty strate,oy sense, a prudent but cautious message should 

be pasSed to the Amencan pubhc about the homeland defense threat so as to burld 

awareness and to begm a public dialog on how best to respond From a perspective of 

national securrty structure, several key steps can and should be taken First. I strongly 
/ ’ 

endorse the National Defense Panel recommendation for an Americas Command wrthm 

the Defense Department Unrfied Command Structure The tools. doctrme, trammg and 

force structure required tzdeter and / or counter an attack on the U S homeland would 

be much different from those posed by conventronal nnhtary threats away from our shores 

-4 portion of the U S mrhtary force structure should be redeployed to address the threat 

Key to then mrssron would be dedrcated rndrcatrons and warnmg, protection of cntrcal 

‘L- S ir$?astructures, developmg expertise rn dealmg wrth the broad range of non- 
I 

traditional threats, mtegratmg and trammg the natronal guard and reserve into the 

homeland defense doctrine, partrcularly as rt relates to consequence management, and, 

pernaps most rmportant, being a force-m-ready to respond nnmedrately and decrstvely to a 



warnnig notice or attack I would argue that the troops required to stand-up an Americas 

Command could be drawn from the European theater where the risk of ma..or regronal 

confhct 1s very low, and wrll remam low for the next ten to twelve years / 

Knowmg that the Unrted States homeland IS mcreasmgly vulnerable, as reaffirmed 

by Attbmey General Janet Reno and Federal Bureau of Investrgatron (FBI) Drrector LOUIS 

Freeh in recent congressronal test~ony,5 and that an attack agamst the U S homeland 1s 

more irobable wrthm the next decade, n v+ould be mexcusable rfthe active U S mrhtary 

were @-prepared to respond with a force specrfically tramed and equipped agamst the 

threat / The Amerrcan people expect no less, defense of the Umted States and Its cmzens 

IS at the very core of the mrhtarres mrssron 

; The role of guard and reserve forces must also be changed to address homeland 

defense Both should be grven specrtic author-rues, partrcularly m consequence 

management - the reserve components to au-mnent the new Americas Command. a&able 

for deployment anywhere mrthm the Urnted States as drrected, and the national guard wrth 

mrssrons tied specrfically to then mdrvrdual states In either case, both the guard and 
F- 

reserve should have then roles formally wrrtten rnto the operatrons plans6 of the Americas 

Command to ensure common trammg. education, doctrme, and equipping - to provrde a 

seamless transition to action when required 

/ -4 thrrd component of homeland defense 1s rmplementatron of a balhstrc mrssrle 

defense system Whrle I consrder the threat of such an attack on the U S homeland to be 

’ Anon@ General and FE1 Dlrector tesumony to a Jomt Senate Intelligence Cornrmnee and Jud~crar) 
subcomktmtee heanng on technology and terrorism, Apn122 1998 
6 Gues&xture to the Satmml War College, A Congressional Perspective on L’S ,\anonal Secunn 
Snateg:, I-1 -4pnl 1998 lecturer not ~dentxfkd to preseme non-attnbuuon pohq 



low m;the next ten to twelve years, the number of nations (even non-state actors) that w111 

have tpe capab&y m the post-2010 tnnefiame Mrlll grow consxderably - mtness the most 

recent :DoD acknowledgment of professional hackers steahng rmhtary satelhte software 

from Defense Department mformatlon systems and “threatemng to sell [the mformatlon] I 

to terronsts” ’ Balhstlc rmssrle defense should have a hgh pnonty m the U S national 

secuny strategy process so that aggressive research and development can be-m 

munedlately Today’s investments are essential to the nation’s abxhty to field a system 

when ihe threat w4l be more forrmdable 

’ Fourth, and the last comment on structunng U S national secumy to address 

homelbd defense, 1s the role of the Federal Bureau of Investlgatlon (FBI‘ Domestic law 
/ 

enforcbment IS nghtly the responslbtity of the FBI and local authorities In a homeland 

defens? context, honever, the scope IS broader than enforcing the law and. I argue. 

beyonq the law enforcement commumtles current capability At issue IS warnmg v+hch, I 

conte4d, 1s a rmsslon that 1s counter to the FBI’s culture Success wthm the FBI 1s based 

m mve’stlgatlons conducted, evidence seized and analyzed, and cnmmal convlctlons 
@- 

Msaons such as national wammg and tiastructure protection, while they have been 

perfoFed by the Bureau for years, do not gam the stature, nnportance and. hence. the 

sense bf urgency mlthm the FBI that are required to effectively address the homeland 

defen?e threat, at least m the near term ’ Adrmttedly, it IS difficult to argue that domestic 

warnmg and internal protection should the responslblhty of the Department of Defense, 

1 Associated Press repon Hackers steal Penragon sojiiare, threaten sale Baltmore Sun page 3A. Apnl 
23 1998 
a Lectuke to Xauonal War College eiecm e on Terronsm and Nationa SecunQ The Transmllenmal 
Threat 6Course 5984) March 25, 1998 lecturer not idenhfied to preserve non-annbutron polq 
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but ai least m the near term strategsts need to reco-gmze that only DOD 1s capable of 

effectively conducting these nnsslons Smce this essay IS concerned wrth the relative near 

term, I thmk that an effective natxonal secunty structure should acknowledge a promment 

role for DOD. probably spearheaded by the Americas Command, m domestic warnmg and 
I 

cntlcti infrastructure protectlon However, DOD should partner, m an integrated and 

aggrkslve way, with the FBI to build the required capabrllty m the Bureau so that the 

warning and protectlon rmsslons can be fklly transferred by 2010 At the same time, steps 

must be taken \slthm the Bureau to fundamentally change its internal culture to validate 

these ;$msslons 

The dlplomatlc corps of the U S State Department has been decimated smce the 

end olfthe Cold War Once funded at level roughly eight percent of the C S Defense 

budgk, today it IS barely two percent - thts at a time when there are dozens of newly 

independent countnes requlrmg dlplomatlc presence Addmonally, because these new 

memyers of the mtematlonal commumty are undergomg wholesale redevelopment. and the 

cmted States 1s more often than not the preferred source for mformatlon, expertise, and 

support, the demands for quahfied dlplomatlc personnel workmg these new relatlonshps 

are v$ry real With the sharp decline m Foreign Service mannmg caused by declrmng 

budg{ts over the 1990’s, the added burden of stafiing these new dlplomatlc locations has 
/ 

caused the overall expenence and quahty of personnel to fall to dangerously low levels 
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’ Acceptmg the assumption that econormc factors will become an mcreasmgly 

Important tool of statecraft as we move mto the 21g century, the argument IS easdy made 

that the framework under whch thrs tool 1s exerted ~111 be through the dlplomatlc process 

At a &mum, the economx components at State Department headquarters and of the 

embas?y staffs must be expanded and the quahty of those stafEs rased As the world 

becoies more diverse and fia+gmented. and the complexity of mternatlonal Issues and 

relatlobshps contmue to expand, It 1s nnperatlve that the Foreign Service keep pace I 

Judge thus to be a serious natlonal secunty Issue, and one that only the president can and 

should take on The State Department has no constituency to reverse the trend on its 

Worktnn the GIobal Commerctal Sector 

If left to their own mterests and deuces, mega multmatlonal commercial 

enterpQses will mcreasmgly dommate the international landscape The Umted States must 

be probctlve m dekelopmg structures to engage the commercial sector - both as partners 
/ 

and, potentially, as adversarres Ths calls for an increasing role for the Department of 

Comnferce m the U S natIonal secunty structure, to be the prmclpal conduit and arbiter 

with tqle mtematlonal commercial sector It also calls for an increased responslblhty for 
/ 

the I-Y S &plomatlc commumty to mtegrate with t& sector as part of tts m-county 

embas?y actlvmes And, m an adrmttedly more dlfflcult arena, due to pohtlcal and legal 

sensrtl?mes, the role of the U S mtelhgence community must be expanded to momtor 

“aggressive’. commercial entltles - an awkward process If a firm IS partially U S owned 
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The U S natronal secunty comrnumty must take a vrsronary look at the potentral for 

dommate mtematronal commercral actors as a threat to future U S natronal secunty 

Conclusion 

The underlymg thesis of thrs essay 1s that the current C S national secunty 

strate_q deciston process IS one tred to supportmg the capabrlrtres and structures wrth 

which we are most comfortable - essentrally vahdatmg what works today Thrs paper 

rdentrfies a set of assumptions that pomt the need for “new thmk” m how the U S natronal 

secunty commumty should be structured to effectively engage our strategrc future The 

paper consctously focuses on the relative near-term (to 2OlC) because, I believe, rt IS the 

penod when the natron 1s most vulnerable Little has been done to prepare for thrs per-rod 

because our attention has been absorbed with the unsetthng dynamrcs of the unmedtate 

post-Cold War The structural issues of estabhshmg a framework for effective homeland 

defense to counter non-tradmonal threats, bolstermg the U S Forergn Service. and 

developing a capabihty to counter an aggressive International commercial sector are key to 
t- 

protectmg our natronal interests m the near term Each. however, requires nnmedrate 

attention so that the capabrlmes and / or orgamzational structures can be built and 

deployed before an event occurs Indeed, the pomt made by General JXrulak m the 

openmg of this paper 1s tight on the mark The United States will remam relevant only if 

we as a natron are wilhng to meet future challenges and adapt to new needs 
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