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ABSTRACT

This thesis discusses risk in Departrment of Defense
(DoD) weapon systens acquisition. It uses the Marine
Cor ps’ Advanced Anphi bi ous Assault Vehicle (AAAV) as a case
study in risk managenent strategy and techni ques.

The AAAV will provide the Marine Corps with a fast

depl oyi ng, over -t he- hori zon, and waterborne insertion
capability. The AAAV' s inprovenents over the currently
fielded Anphibious Assault Vehicle (AAV) wll provide

Marines with a highly survivable and |ethal weapon system
ashore.

Risk is the possibility of danage, injury or |oss.
The severity of a risk is determned by a conbination of
both the probability of an unfavorable event occurring and
the severity of the event's occurrence.

Risks are present in virtually all DoD devel opnental
pr ograns. Programs suffer from risks in technical
chal | enges, unstable system requirenments, mssing schedule

m | est ones, unpredi ctabl e fundi ng and cost overruns.

The DoD currently uses techniques to nmitigate risks
inherent in advanced system devel opnent. This thesis
anal yzes the AAAV's Program Definition and Ri sk Reduction
(PDRR) acquisition phase risk nmanagenent strategy. The
thesis concludes by drawing fromthe |essons learned in the
AAAV program during PDRR and analyzing the application of
the lessons learned during the AAAV s current acquisition
phase, System Devel opnent and Denonstrati on (SDD).
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| NTRODUCTI ON

A PURPCSE

This thesis exam nes the Departnent of Defense (DoD)
system acqui sition risk managenent environment by anal yzi ng
the Marine Corps’ Advanced Anphibious Assault Vehicle
(AAAV) program  To conduct this analysis, this thesis wll
discuss risk in the context of DoD developnment and
procurenment, current risk managenent practices in DoD and
in the defense industry, and introduce the AAAV system to
briefly famliarize the reader wth the program. The
analysis will concentrate on the AAAV Program Definition
and R sk Reduction (PDRR) Acquisition phase. This thesis
will di scuss t he AAAV s System  Devel opnent and
Denonstration (SDD), the current Acquisition Phase, risk
managenment strategy with respect to lessons |earned during
PDRR. This thesis will conclude by examining the AAAV s
SDD ri sk managenent practices and providi ng recomrendati ons
for managing risk in devel opnental weapons  system
acqui sition based on the AAAV s experiences.
B. BACKGROUND

Risk is the possibility of injury, damage or loss. In
DoD systens acquisition, risks are the “chances of not

achieving the results as planned.” (Forsberg, Moz and
Cotterman, 2000, p. 188) In weapon system devel opnent and
procur enment , planned results are neeting operational

deficiencies throughout DoD on tine, on budget and to a
satisfactory performance level. The failure to satisfy the
war fighter’'s requirenents can result in decreased
effecti veness of the United States DoD.



Risk is the “probability or likelihood of failing to
achieve a particular outconme” and “the consequence or
impact of failing to achieve that outcone.” (Defense
Acqui sition University (DAU), R sk Managenent Quide for DoD
Acquisition, 2001, p. 5 A level of risk is determned by
conbining both the probability of the undesirable event
occurring and the inpact, or severity, of the event. There
are nmmny categories of risk. This thesis discusses
t echni cal risk, requi renents ri sk, schedule risk and
cost/funding risk.

The DoD acquisition regulations are undergoi ng change
at the tinme this thesis is being witten. The AAAV program
executed its risk managenent strategy based on then current
DoD acquisition guidelines and regul ations. This thesis
di scusses risk nmanagenent practices designed to reduce,
elimnate, transfer and accept risk in devel opnental
prograns. The purpose of this research and analysis is to
present the risk managenent techniques the AAAV program has
benefited from nost. Additionally, this thesis wll
di scuss which aspects of the programis PDRR risk nmanagenent
strategy have led to the adoption of different techniques
in SDD and discuss why. The overall benefit of this
research is to familiarize the reader with successful risk
managenent practices in DoD acquisition.

C RESEARCH QUESTI ONS
The primary research question this thesis addresses

How have the Ilessons learned from the AAAV s
Program Definition and R sk Reduction (PDRR) R sk
Managenent Strategy inpacted the Programis R sk
Managenment Process during System Devel opnent and
Denonstration (SDD)?

2



In order to answer the prinmary research question, this
thesis will answer the following subsidiary questions to
provi de the necessary background i nfornation:

What are risk and risk managenent in Departnent
of Defense (DoD) systems acquisition?

What techniques can DoD use to nanage risk in
devel opnental systens?

What is the AAAV progran®?

What are the lessons |earned from the AAAV PDRR
Ri sk Managenment Strategy?

What risk rmanagenment approaches has the AAAV
Program O fice adopted to manage technical and
programmatic ri sk during SDD?

What concl usi ons and recommendati ons can be drawn
fromthis anal ysis?

D. RESEARCH METHODOL OGY

This author’s research nethodol ogy included extensive
literary and Internet searches. The primary fornms of
literature wused were DoD publications and gquidelines,
magazi ne articles and textbooks. The Internet provided a
great deal of information on DoD risk managenent techni ques
and on the AAAV. O greatest benefit to the research was
the opportunity to visit the AAAV program office in
Virginia. This author was able to interview Governnent
program office as well as Prine Contractor personnel. The
information and insights were invaluable to this effort.
E. ORGANI ZATI ON OF THE STUDY

This thesis is organized into six chapters. A brief

description of the chapters’ content foll ows.

Chapter | introduces the thesis and the prinmary and
subsidiary thesis questions. The purpose of this chapter



is to provide a snapshot of the thesis and its intended
benefit to readers.

Chapter 11 provides background information on the DoD
ri sk management environment. The chapter offers the reader
the information necessary to better appreciate subsequent
chapters. Chapter 11 discusses types of risk comonly
encountered in defense acquisitions and presents risk
managenment techni ques used in weapon system procurenent and
devel opnent.

Chapter |1l provides the reader wth background
informati on on the AAAV system and its acquisition history
to date. The purpose of Chapter IIl is to fam liarize the
reader with the challenges and conplexities of developing a
system | i ke the AAAV.

Chapter |V discusses the AAAV PDRR risk nanagenment
techniques. This chapter presents the data to be anal yzed.
The chapter will focus on five areas of risk managenment in
t he AAAV program during PDRR

I nformati on Technol ogy Tool s

Ri sk Managenent Process

Managi ng Ri sk Through the Contracting Process
Governnment and Prime Contractor Co-location
Test and Eval uation

Chapter V analyzes the AAAV PDRR risk nanagenent
strategy and introduces elements of the AAAV SDD risk
managenent pl an based on PDRR | essons | ear ned.

Chapter VI concludes the thesis by sunmarizing how the
lessons learned from the AAAVs PDRR risk managenent
strategy have helped shape the progranis current risk

4



managenent practices in SDD. The thesis closes by
presenting recommendations for managing risk in DoD
acquisition prograns and offering areas for further
research and study in DoD acquisition risk nanagenent.
F. SUMVARY

The purpose of this chapter is to provide the reader
with an overview of this thesis. The benefit of this
research and analysis is to highlight successful risk
managenment techniques in conplex, developnental weapon
syst ens. The techniques and procedures nay have
application to managi ng ri sk in any program or
organi zati on.

The next chapter provides background information on
the DoD ri sk management environment.
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1. BACKGROUND

A I NTRODUCTI ON

This chapter defines risk in the context of Departnent
of Def ense (DoD) program  nmanagenent and syst ens
acquisition. The chapter then analyzes the risk managenent
and risk mtigation processes in DoD. It addresses the
i nportance of striking a balance between risk acceptance
and risk mtigation in a developnrental weapon system
pr ogram This chapter concludes by exploring different
ri sk managenent techni ques conmonly used throughout the DoD
acqui sition environnent.
B. R SK I N THE DEPARTMENT OF DEFENSE

Risk is the possibility of injury, danage or loss. In
program nmanagenent, risks are the “chances of not achieving
the results as planned.” (Forsberg, Moz and Cotterman,
2000, p. 188) Wth rapid technological growh and
enmergi ng, conplex mssion needs, risk exists in virtually
all of today’'s DoD devel opnental weapons systens. In
Def ense Acquisitions, loss refers to the inpact of the risk
to a program which could be in the form of dimnished

performance, increased costs or schedul e del ays. Risk is
the “probability or likelihood of failing to achieve a
particular outcome” and “the consequence or inpact of
failing to achieve that outcone.” (Defense Acquisition

University (DAV) R sk Management Qui de for DoD
Acqui sition, 2001, p. 5)

Ri sk, whether programmatic, technical, managerial,
etc., is present in DoD devel opnental systens. Nuner ous



risk areas exist in the acquisition environment, each
posing a threat to the success of a program

1. Types of Risk

Ri sks are future events that may or may not occur. In
DoD acquisitions, risks are future -events that nmay
adversely affect a program s cost constraints, schedule or
per formance requirenents. The types of risk are often
interrelated and are not al ways obvi ous.

Risks are in the Program Managenent O fice (PMD)

(program plans, etc.); in support provided by

ot her Government agencies; in threat assessnents;

and in prinme contractor processes, engineering

and rmanufacturing processes, and technol ogy.

(R sk Managenent Quide for DoD Acquisition, 2001,

p. 6-7)

A Program Manager (PM is faced with a wi de assortnent
of risk types in a program Identifying risk in a program
is a vital step in managing the potential, negative inpacts
of risk. Risk analysis is the “process of exam ning each
identified risk area to refine the description of the risk,
isolating the cause, and determining the effects.”
(Quidelines for Successf ul Acquisition of Sof t war e -
Intensive Systens (GSAM, 2000, p. 6-18) Before risk
analysis and mtigation can be discussed, several types of
ri sks that prograns often face nust be anal yzed.

Sources of risk can be generally classified, but are
not limted to, one of the follow ng categories: technical
risk, requirenments risk, schedule risk and cost/funding
risk. (R sk Managenent Quide for DoD Acquisition, 2001, p.
7)



a. Techni cal R sk

Technical risk is the “degree to which the
technol ogy proposed for the program has been denonstrated
as capable of neeting all of the progranmis objectives.”
(R sk Managenent Quide for DoD Acquisition, 2001, p. 8)
Technical risk refers to the maturity |evel of technol ogy
utilized in the system being devel oped. The main concern

with technical risk is that the systemwll fail to perform

to expected standards because of immature or poorly
i ntegrated technol ogy. In software developnent, a great
t echni cal risk lies in the difficulty in rmeasuring

devel oprnent al progress through the use of Technical
Per f ormance Measurenents (TPM). TPMs are netrics that a PM
My use to neasure progress in a program Many TPMs used
in DoD lend thenselves to physical nmeasurenents: weight,
hei ght, voltage, power, etc. Gven nodern systens’
reliance on software to achieve technical objectives, an
inability to accurately nonitor software devel opnent
progress by means of a concrete TPMwill continue to pose a
great technical risk to a devel opnental program

b. Requi rements Ri sk

The requirenents generation process produces
information for decision nmakers on the projected mssion
needs of the war fighter. A system evolves from the
President’s Nat i onal Security Strategy (NSS), DoD' s
National Mlitary Strategy (NVB), through several |ayers of
analysis and refinement until the issuance of the M ssion
Needs Statenent (MNS). The M\S defines, in broad, general
termse a deficient operational capability based on threat

assessnents.



Mssion needs are defined in broad operational
terms in a Mssion Needs Statenment (MS) docunent. Based
on the MNS, services conduct Analyses of Alternatives (Ao0A)
to assess the potential for application of fielded, DoD
systens to neet the emergent requiremnent. If no suitable
alternative exists within DoD, an Operational Requirenents
Docunent (ORD) is issued which initiates the devel opnent of
a new system (Systens Engi neering Fundamentals, 2001, p
45) Requi renents definition is vital to establishing and
adhering to a strict timeline or schedule for the program

The Requirenments Generation Process is one of
three elenments in the DoD s principal decision support
system The systemresults in “identifying and documenting
war fighting needs based on current or future mssion
deficiencies or technol ogical opportunities.” (Systens
Engi neering Fundanental s, 2001, p. 27) Figure 1
illustrates the evolving Requirenents GCeneration Process
fromthe issuance of the ORD through systemfi el di ng.

IMilestone IMilestone Ililestone
Operational Requirements Document
---------------------------- - i 5
Parmametars .
Charaderistics = Vvarhoad Size - Eltl::msgzn'esntﬁﬁ
Wary Broad ® Lethalty <. CEP B b
Statermant of & Survivability

S & Minimum Acceptable
Mission Meed / Values (Thresholds)
Mission Meed -
Staternant & Survivability 'Smm{-Eﬁ;@
®Range
BRCS =& [finirmum

wAltide ® Max
& Cruisa

‘Destroy a Hardensd
Target in Ceantral Asia

that is Protacted by a ® FPerformance @ Launch
21st Century Air N =l
Defense Systam.  alpnss |
Concepts
B Criiss Missile
:ﬁgrllimlas;:'lghgr > & Tomahawk
& Afack Aircrft - ALCM
Figure 1. Requi rement s CGeneration Process, from

(Test and Eval uati on Managenent QGui de, 2001).
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Ensuring that a systenis requirenents can be
identified and established early and accurately greatly
reduces the risk of requirements creep. Figure 2
illustrates how the Requirenents Ceneration Process
overlaps wth Acquisition Mnagenent and the Pl anning,
Progranm ng and Budgeting System (PPBS) and is a crucial

el enent to the system devel opnent process.

Acouisition
rManagement
Swystem

K
y

Requiremernrts Flanning,
Seneration Frogramming,

Shwestern £ Budgeting

System

Fi gure 2. Three DOD Deci si on Support Systens,
from (CICSI, 2001).

The risk associated with a requirenent is I|inked
to the variability of the requirenent. “Creeping” or
changing requirenents can lead to schedule delays and can
significantly inpact a program Requirements risk is the
“sensitivity of the program to uncertainty in the system
description and requirenents.” (R sk Managenment Quide for
DoD Acqui sition, 2001, p. 7)

The ORD is reviewed several times throughout the
life of a program Each review nmy alter original
requirements, which can initiate tine consumng and costly
Engi neering Change Proposals (ECP). Such changes can
negatively inmpact a progranmis cost and schedul e. Figure 3
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shows the interface between the system lifecycle and the
requi rements anal ysi s process.

Deterrination Concept & Technology Sy stern Developmet Production & Deployment
of Mission Developrment & Dermonstration
Meed ! ! . | .
i i Deckion : !
" M=I3A kD MISB ORD Revieuw oRD MSC  Full Rate Produstion
WA MNS i (f Required) ORD ' Update (IfRecl|u|redJ Update i Re\:‘IQN e
| | (If R equired) ! ' !
A l__
f 01 1 | f |
JROC DaBS JROC JROC naBs JROC OABf JROC w87 iEY: 13
g Exe i Brec B Exec Ao Brec B Eie
Fi gure 3. Current Requirenments and Acquisition
Interface, from (CICSlI, 2001).
The current requiremnments and acqui sition

interface contains significantly fewer opportunities to
impact a program based on creeping mssion requirenents
than the previous acquisition process; however, changing
requirenents at any tinme introduces the risk of costly
desi gn changes. Design changes late in a progranmis life
can be technologically challenging and costly to the
Gover nnent .

Requi rements risk may occur as a result of any of
the fol | ow ng:

Qperational requirenments not properly established
or vaguely stated for program phase

Requi rements are not stable

Requi red operating environnent not described

Requi rements do not address logistics and
suitability
Requi rement s are t oo constrictive-identify

specific solutions that force high cost (GSAM
2000, p. 6-29)
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Wt hout adequat e and stabl e requiremnents
definition early in the life of the program the Program
Managenment O fice (PMJ) nmay be forced to nake costly
changes in the system

C. Schedul e Ri sk

Program Managers are evaluated on the cost,
schedul e, and performance of their program (DoD 5000.2-R,
2002, pp. 21, 24) Many acquisition prograns are driven by
time, or schedule, rather than by significant events or
mlestones in the programis progress. Many factors can
influence a programis ability to adhere to a specific

schedul e. Schedule risk is the “adequacy of the time
all ocated for performng the defined tasks, e.g.,
devel opnental , production, etc. This factor includes the

effects of programmatic schedul e decisions, the inherent
errors in the schedule estimating technique used, and
external physical constraints.” (R sk Managenent Quide for
DoD Acqui sition, 2001, p. 8)

Virtually every risk area can degrade a progranis
ability to maintain a schedule. In the design of a system

reliance on immture technology or an unproven devel opnent

process can cause a programis schedule to slip. | f
| ogi sticians are not involved in the early system
devel opnent process, inadequate supportability late in

devel opnent or after fielding can result in the necessity
to nmake engineering changes causing delays in the systenis
Initial Operational Capability (1QC).

Pressure exists for a PM to establish an
acquisition lifecycle schedule early in the systenis life
and to maintain that schedul e throughout. Devel opnent tine

13



estimates are based on several factors including parallel,
or like-system developnent and contractor estinates.
Depar t ment of Defense policy concerning acquisition
schedule is as foll ows:
Schedul e parameters shall mnimally include (in
Acquisition Program Baseline (APB)) dates for
program initiation, najor decision points, and
the attainment of initial operating capability
(10 . The PM may propose, for MIlestone

Deci si on Aut hority (MDA) approval , ot her,
specific, critical, system events, as necessary.

(DoD 5000. 2- R, 2002, p. 22)

A programis risk of experiencing a schedul e del ay
is conpounded, for exanple, by the developnent and
i ntegration of new technol ogi es, changing requirenments and
budget constraints, anong others. A program unable to
conply with an approved schedul e may risk cancel |l ation.

d. Cost/ Fundi ng R sk

Wthout funding, a program has no life. A
detailed, total ownership cost (TOC) estimate is required
upon initiation of a program DoD guidelines are specific
in their direction concerning the establishnent of detailed
cost estinates:

Cost paraneters shall identify TOC (broken- out
into direct costs: research, devel opnent, test,

and evaluation costs, procurenent costs, mlitary
construction costs, operating and support costs

(to i ncl ude envi ronnent al , safety, and
occupational health conpliance costs), and the
costs of acqui sition itens procured with

operations and maintenance funds, if applicable.
Cost figures shall reflect realistic estimates of
t he t ot al pr ogram i ncl udi ng a t hor ough
assessnent of risk. (DoD 5000.2-R 2002, p. 23)

A PM clearly needs to provide an accurate, sound

estimate on the TOC of the program before system
14



devel opnment  begi ns. The risk is the inability to
accurately predict costs given uncertainty at the outset of
a program The cost risk area is whether a program has
“the ability to achieve the progranis life cycle cost
obj ecti ves. This includes the effects of budget and
affordability decisions and the effects of inherent errors
in the cost estimating technique(s) used (given that the
technical requirenents were properly defined).” (Defense
Acqui sition University, 2001, p. 8)

Technical, requirenment, schedule and cost/funding
risks are but a few exanples of many risk areas preval ent
in defense acquisitions. To sunmarize the inpact of each
risk area and the interrel atedness of each, the Covernnent
Accounting Ofice (GAO wote in a report regarding
acquisition risk:

Once in a product devel opnent  environment,
external pressures to keep the program noving
(such as preserving cost and schedule estinmates
to secure budget approval) become dominant. |If a

program nmanager decided that an additional year
was needed to reach the desired |evel of

t echni cal maturity during t he risk
reducti on/ concept denonstrati on phase, t he
pl anned start of t he engi neering and

manuf act uri ng devel oprment phase coul d be del ayed.
This delay could jeopardize funding for that
phase, thus risking the funding support for the
entire program (United States General Accounting
Ofice, 2000, p. 16)

Progranms exist because a need or requirement
exists to better support or equip war fighters. Al the
nunmerous risks surrounding a defense acquisition program
threaten the DoD's ability to respond to a specific mssion
need or |everage energing technologies and inprove our

15



current war fighting capabilities. Therefore, it s
i nperative that program managers actively manage and
mtigate risks in prograns. The next section discusses
ri sk managenment techni ques in DoD.
C Rl SK MANAGEMENT

Wiile risk is the probability of a future event
occurring and the inpact of that event, risk nanagement is
concerned with “the outconme of future events and how to
deal with wuncertainty.” (R sk Managenent @Quide for DoD
Acqui sition, 2001, p. 1) Throughout DoD, risk managenent
is recognized as a vital managenent tool that spans the
entire acquisition lifecycle from concept exploration to
operations and support. ( GSAM 2000, p. 6-4) | f
i npl enented early into a progranmis rmanagenent, risk
managenent becones a way of life. The key to successfully
managi ng ri sk is planning and forward thinking.

To support these efforts, assessnents should be

perforned as early as possible in the life cycle

to ensure that critical technical, schedule and

cost risks are addressed with mitigation actions

incorporated into program planning and budget

projections. (Defense Systens Managenent Coll ege,

2001, p. 2-3)

The remminder of this section wll discuss risk
managenment practices and techni ques commonly used in DoD.

This thesis wll break down and analyze risk
managenent in four parts: (1) Risk Planning, (2) Ri sk
Assessnent, (3) Risk Mtigation, and (4) R sk Tracking.
(Def ense Acqui sition Deskbook (DAD), 2002)
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Plan
{What, when,

, Assess
) {ldentify and
\ analyze)

(Mitigate the
risk)

Monitor

A Continuous Interlocked Process—MNot an Event

Figure 4. Ri sk Management Continuum from ( DAU,
Syst ens Engi neeri ng Fundanental s, 2001).

1. Ri sk Pl anni ng

Risk planning is the process of “developing and
docunenting an organized, conprehensive and interactive
strategy and nethods for identifying and tracking risk
ar eas, devel opi ng risk-mtigation pl ans, perform ng
continuous risk assessments to determine how risks have
changed or what new risk exists.” (GSAM 2000, p. 6-11)
Pl anni ng for adequate resources is vital to inplenenting a
ri sk managenent plan throughout the entire lifecycle of the
program The DoD 5000.2-R mandates that PMs include risk
managenent in the acquisition strategy.

Risk planning is a continuous effort throughout the
life of a program Risk planning is not a single event.
(Systems Engi neering Fundanentals, 2001, p. 134) Initial
pl anning includes “establishing a strategy; establishing
goals and objectives; planning assessment, handling and
nmonitoring activities; identifying resources, tasks and

17



responsibilities and establishing a method to docunent and
dissemnate information on a continuous basis.” (Systens
Engi neeri ng Fundanentals, 2001, p. 135) An exanple Risk
Managenment Plan (RWP) outline is depicted in Figure 5

bel ow

I ntroduction
Program Summary
Definitions
Ri sk Managenent Strategy and Approach
Or gani zati on
Ri sk Management Process and Procedures
Ri sk Pl anni ng
Ri sk Assessment
Ri sk Handl i ng
Ri sk Monitoring
Ri sk Managenent | nformati on System Docunentation and Reports

Fi gure 5. Ri sk Managenent Pl an CQutline/ Fornat,
from (Systens Engi neering Fundanental s, 2001).

An  inportant aspect of risk planning is the
identification of shortfalls, whether technical expertise
or resources. Identifying shortfalls allows a program
office to identify risk areas that nmay require additional
augnmentation or tracking. The RW should be fully
integrated into the program Acquisition Strategy. Wthin
the framework of the Integrated Product and Process
Devel oprent (1 PPD) concept, assigning a R sk Managenent
Coordinator (RMC) to a program office provides the team a
focal point for risk nmanagement who is responsible for
i mpl ementi ng and supervising the risk managenent process.

Once the RW has addressed the risk managenent
strategy and organi zation, the next step is to identify or
assess program risks. The next section will discuss Ri sk

I dentification/ Assessnent.
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2. R sk ldentification/ Assessnent

Risks can be viewed as opportunities. “Risk and
opportunity go hand in hand. Success cannot be achieved
without sone degree of risk.” (Carnegie Mellon Software

Engi neering Institute (SEl), 1999, p. 3) Opportunities are
defined as “chances for progress or advancenent” or
“chances for inproving the value of the project results.”
(Forsberg, Moz, Cotterman, 2000, p. 188) Prograns and
PMs risk failure when they fail to identify programri sks.
One of the biggest problens a project nmanager
faces is notivating team nenbers to identify
risks. You want to nake everyone risk conscious.
However, there is often that hesitancy to surface
risks, lest one be labeled a worrier or negative
t hi nker. You can't mtigate it (risk) if you
don’ t know it’s there so it’s  better to
anticipate a lot of problens, some of which won't
happen, than too few and mss the “project
killers.” (Forsberg, Mdoz, Cotterman, 2000, p.
193)
This section discusses risk identification and

assessnent .

Risk identification begins by conpiling the programns
ri sk events. Exam ning each Wrk Breakdown Structure (VBS)
product and process elenent in terns of the sources or
areas of risk nobst easily identifies risk events. (Systens
Engi neeri ng Fundanental s, 2001, p. 11)

A WBS is a “neans of organizing system devel opment
activities by exanmning the physical and architectural
qualities of a system” (Systens Engi neering Fundanental s,
2001, p. 8H) The WBS enables PMs to identify potential
risk areas in devel opnment and systemintegration.
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Fi gure 6. Exanpl e Wrk Breakdown Structure, from

(Systens Engi neering Fundanmental s, 2001).

The WBS enables an entire system to be visualized
through a “logical breakdown of product elenents into work
packages.” (Systens Engineering Fundanentals, 2001, p. 86)
Once risk areas are identified, a PM needs to categorize
and prioritize risks elenents in the program

a. Ri sk Anal ysis Process

Through the [|PPD process, program pl anners,
engi neers, | ogi sticians and ot her functi onal area
representatives discuss and analyze identified risk areas.
The analysis includes determining the Ilikelihood that a
risk area wll occur and the inpact of the occurrence.
Many tools exist to assist in this process. A risk matrix

is a helpful tool to assess risk areas in prograns.
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RISK RATING

ASSESSMENT GUIDE

Level [ Wha is the Likehhood
The Risk Wil Happen?
TAnimalRemols

Small/Unlikek
AocoplablelLikel
LargaHighty Likel

SigrificantMear Carain

Moderate - Some impact.
Special action may be
required. Additicnal

management attention may
b= naeded.

LT ooQ®

m oo ow

Consagquance

Leval Technizal Performance and’ Schedule andf Cost and/  Impact on Other
or or or Teams
1 Minimal or Mo Impact Minimal or Mo Impact Minimal or Mo Impact Moneg
2 Accaptable with Soms Addition al Resources Riequired; =5% Some Impact
Reduction in Margin Abls to Mest Need Dates
2 Accaptable with Minor Ship in Key Milsstons; Mot 5-T% Modarmte Impact
Significant Reductionin Able to Meet Mead Dates
Margin
4 Accaptabls, No Major Slip in Key Milsstons or »7-10% Major Impact
Remaining Margin Critical Path Im pacted
5 Unacceptable Can't Achisve Key Team or Major =10% Unacesptable
Program Milestons
Figure 7. Exanpl e Ri sk Matrix, from (GSAM 2000).

The matrix enables a PMD to individually analyze
risk areas, determne the |likelihood of occurrence and
assess the inpact of the risk on the programs cost,
schedul e or performance.

Ri sk assessments are categorized green, anber or
red in ascending criticality. A PMO may elect to pay
greater attention to anber or red itens throughout the risk
mtigation process than low risk, or “green” risks.
Critical, or red, risks may be deenmed unacceptable to a
program and generate engineering change proposals (ECP) or
an aggressive mtigation strategy to reduce the risk to an
accept abl e | evel .

The assessnent s for probability of risk
occurrence are based on program office per sonnel
experi ence, simlar or paral | el system devel opnent,
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nodeling and sinmulation, |ike-conmponent nean time to
failure and technology maturity, anong others. The risk
i mpact assessment is simlarly determ ned. The foll ow ng
provi des exanples of risk inpact determination criteria:

Conparisons with sinmlar systens,

Rel evant | essons- | earned studies,

Experi ence,

Results fromtests and prototype devel opnent,

Data from engi neering or other nodels,

Speci al i st and expert judgnents,

Anal ysis of plans and rel ated docunents,

Model i ng and sinul ati on,

Sensitivity of analysis of alternatives. (Ri sk
Managenent @iide for DoD Acquisition, 2001, p.
15)

Once the risk area probabilities and inpacts are
determ ned, the risks may be prioritized and rated based on
greatest probability of occurrence and inpact to the
pr ogr am

b. Ri sk Rating and Prioritization

Ri sk ratings are indications of potential inpact
of risks on a program Risks are often rated and
categorized as H gh, Mderate or Low. Ri sk ratings and
prioritization are considered an integral part of risk
anal ysi s. Prioritizing risks is the first step in
developing a risk mtigation strategy, focusing efforts
first on risks that carry the greatest potential inpact on
the program Several tools exist to assist the PMO to make
prelimnary judgnments regarding risk classification
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from (Systens Engi neering Fundanental s,

The docunent ed,

Exanpl e Ri sk O assification Matri x,

prioritization

2001) .

is called a

risk

Watch List. (R sk Managenent @uide for DoD Acquisition,
2001, p. 17) A prioritized watch lists allows the PMO to
visualize risk areas and concentrate rmanagenent and
| eadership efforts where they are nost needed.
Priority | Area/Source Location Risk Event Proba- Conse- Risk
Process bility quence Rating
| Cresign WEBS 3.1 Design nat Very Severs High
campleted an fime likely
2
3
Fi gure 9. Exanpl e Risk Rating Matrix, from (R sk
Management Cui de for DoD Acquisition, 2001).
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Based on identified risk areas and their
probabi ity of occurrence and inpact to the program the
PMO can devel op a nmitigation strategy.

Idontify and List All Risks
+ Prochact
v Supportisg produds
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Eslablish a Risk Priority List
h = Prberiiae rial Do ed o it
+ [Esiabiah crmowl “hagh risk” |l
+ [Establizh 3 “‘mocerats rlak” st

Fi gure 10. Initial Rsk Identification and
Prioritization, from (R sk Managenent CQui de for
DoD Acqui sition, 2001).
3. Risk Mtigation
Risk mtigation is the process that “identifies,
eval uates, selects, and inplenents options in order to set
risk at acceptable levels given program constraints and
objectives.” (GSAM 2000, p. 6-19) Risk mtigation
includes determining what should be done to nanage a
particular risk, how often it should be done and reported,
who is responsible for handling it and what the cost i npact
of managing the risk is. PMs must deternine the possible
“consequences of action or inaction as well as conducting a
cost-benefit analysis of mtigation actions.” (GSAM 2000,
p. 620) Risk mtigation actions should also be closely
tied to metrics that neasure the success, progress or
failure of a particular nitigation action.
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A progranis RMC has several options regarding risk
handl i ng. RMCs may assess risk mtigation proposals based
on the follow ng criteria:

Can the option be feasibly inplemented and still
neet the user’'s needs?

What is the expected effectiveness of the
handling option in reducing program risk to an
acceptabl e | evel ?

Is the option affordable; based on both fiscal
and tinme constraints?

What effect, if any, does the option have on the
system s technical performance? (R sk Managenent
Qui de for DoD Acquisition, 2001, p. 19)

Based on the assessnents, the PMO may choose anbng
several risk mtigation (i.e. handling) techniques.
a. Ri sk Avoi dance
A PMO may avoid a risk of one alternative by
choosing another, less risky alternative. This process is,
in essence, a nmethod to reduce risk since it does not
conpletely elimnate risk. An inmportant distinction to
make is that risk avoidance nust be a conscious decision to
choose | ower versus higher risk options. Avoiding risk by
ignoring its presence and ©potential i mpact is an

unaccept abl e sol uti on.

Ri sk avoi dance may be done in parallel with “the
up-front requirenments analysis, supported by a cost per
requi rement trade study. The concept of Cost as an
| ndependent Variable (CAIV) is an exanple of such a study.
It is inperative that user representatives are present
during any trade-off study or decision.” (R sk Management
Qui de for DoD Acquisition, 2001, p. 20)
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Ri sk cannot be altogether avoided. Remenberi ng
that a risk represents an opportunity, risk aversion can
| ead to a poor managerial environnent.

A risk-averse culture inhibits risk managenent
nmore than does the lack of a managenent
infrastructure or a repeatable nethod. Such a
culture generally rewards crisis managenent and
puni shes those who identify why the project nay
not succeed. (GSAM 2000, p. 6-19)

It is evident that the avoidance of one risk in
favor of another, less-risky alternative is not the sanme as
attenpting to elimnate risk froma program al t oget her.

b. Ri sk Control

Risk may be controlled through the continuous
nmonitoring and correction of risky conditions. R sk
control “nonitors and nmanages the risk in a way that
reduces the probability and inpact of its occurrence on the
program” (Ri sk Managenent Cuide for DoD Acquisition, 2001,
p. 19) Ri sk control involves reviews, inspections, risk
m |l estone reviews, developnent of fallback positions and
simlar managenent techni ques. Controlling risk involves
“devel oping a risk reduction plan and then tracking to that
plan.” (GSAM 2000, p. 6-20) The following lists exanples
of risk control actions:

Mul tipl e devel opnent efforts

Al ternative designs

Early prototyping

I ncrenment al devel opnent

Technol ogy maturation efforts.

Use of nock-ups, and

Modeling and simulation (R sk Mnagenent Quide
for DoD Acquisition, 2001, p. 19-20)
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Wiile this is not an exhaustive list, it provides
exanples of risk control actions while, again, not
elimnating risk. Al of these nethods reduce unnecessary
ri sks while working to meet user requirenents.

C. R sk Assunption

Ri sk assunption involves a conscious decision to
accept a risk level and potential inpact of occurrence
wi thout taking any steps to manage or reduce the risk. The
challenge for PMs lies in determning an acceptable |eve
of risk. Ri sk assunption is best reserved for |ow-Ievel
risks, in ternms of inpact, or risks whose probability of
occurrence is renote. \Wienever possible, PM3s will handle
risk assunptions by ensuring that a contingency plan is in
place to address and handle energing risks previously
assuned in the program A managenent reserve, additional
funds, personnel or schedule time, nust be in place to
acconpl i sh contingency managenent actions. (R sk Managemrent
Qui de for DoD Acquisition, 2001, p. 21)

d. Ri sk Transference

Ri sk transference involves nore than one entity
sharing risk, which is often cost risk. This technique is
frequently wused between the Government and contractors.
The Governnent provides a contractor financial incentives
(award fees, contractual incentives), for exanple, to share
in managing risk. A contract between the Government and a
prine contractor generally initiates the risk transference
pr ocess. The Government may provide financial incentives
to a prime contractor to mnimze or reduce risks in
nuIrer ous risk ar eas to i ncl ude system technical

performance, devel opnent cost and adherence to schedul e.
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This thesis discusses risk transference through the
contracting process in subsequent chapters.

4. Ri sk Tracki ng/ Moni toring

Ri sk nonitoring is the continuous process of “tracking
and evaluating the risk managenent process by netric
reporting, enterprise feedback on watch list itens and
regular enterprise input on potential developing risk
areas.” (Systens Engineering Fundanentals, 2001, p. 139)
The process involves evaluating how current and past risk
handling actions conpare with previously established risk
management nmnetrics. Program nmetrics are used for forma
anal yses of how well the various devel opnent processes are
progressing in conparison to TPMs, schedule predictions,
technol ogy maturity, etc.

The purpose of nonitoring and tracking risk is two-
fol d. First, to determine if risk elenents are in danger
of adversely affecting cost, schedule or performance of the
program  Second, risk nmonitoring aids in identifying risk
areas not initially identified and assessed. The “ CGoal
Question, Metric paradignt (GQM is a sinple exanpl e of the
ri sk tracking/ monitoring process. (GSAM 2001, p. 6-21)

The GQM nethod consists of the follow ng steps. The
first step is to select the goals of the risk area-
noni toring program The second step is to identify “the
guestions that should be asked to determine if the goals
are being net.” (GSAM 2001, p. 6-21) The final step is to
identify netrics or indicators that allow one to answer the
guestion, “Are the goals being nmet?” (GSAM 2001, p. 6-21)

The final step in the risk tracking/nmonitoring process
is to docunent the findings. A program of fi ce-wi de shared
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database allows all PMD personnel to wupdate risk area
pr ogress and emer gent threats in t he program
Docunentation “provides the basis for program assessments
and updates as the program progresses.” (R sk Managenent
Quide for DoD Acquisition, 2001, p. 21) Proper risk
docunentation also helps to incorporate new personnel into
the program office and reduces the hazard of repeating past
m st akes. Depending on the technical depth and size of a
program PMs wll establish a standard Ilist of risk
docunmentation to be presented at established intervals.
The following list illustrates exanple reports:

Program netrics

Techni cal reports

Earned Val ue (EV) reports

Watch |ist

Schedul e performance report

Critical risk process reports (R sk Managenent
Qui de for DoD Acquisition, 2001, p. 22)

The above list provides exanples of reports that nmay be used to
docunment the inplementation of the RW to assess its successes
or shortfalls. The next section will analyze several techniques
that DoD can use to manage risk in devel opmental systens.
D. DEPARTVENT COF DEFENSE RI SK MANAGEMENT TECHNI QUES

Many risk managenent techniques are available to the
DoD. The DoD 5000.2-R requires PMs to ensure that
contractors’ managenent information systems used in
“planning and controlling contract performance neet the
Earned Value Managenent Systens (EVMS) guidelines.” (DoD
5000.2-R, p. 49) The Program M| estone Decision Authority
(MDA) nmay waive the requirenment, in sone instances. Q her
than EVM5, no particular risk managenent technique is
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mandatory in DoD. This section discusses several risk
management options available to PMs.

1. Test and Eval uati on ( T&E)

Periodic Test and Evaluation (T&E) events early and
throughout a program's developnment are a nmethod of
evaluating the progress and technological maturity of a
system and identifying new risk areas. A test plan is a
risk reduction method if inplemented early. The T&E
process is “an integral part of the systens engineering
process which identifies |levels of performance and assists
the developer in <correcting deficiencies.” (Test and
Eval uati on Managenent Cui de, 2001, p. 1-1)

T&E is an inportant risk nanagenent techni que because
it helps developers and nanagers evaluate |levels of
t echni cal per f or mance, reliability, mai ntai nability,
technical maturity and cost and schedul e confornmance. T&E
is a proactive neasure that validates earned |evels of
performance and identifies emerging risks so they may be

managed and tracked:

Correcting defects in weapons has been estinated

to add from 10-30% to the cost of each item

Such costly redesign and nodification efforts can

be reduced if carefully planned and executed test

and evaluation prograns are used to detect and

fix system deficiencies.” (Test and Evaluation

Managenent Qui de, 2001, p. 1-1)

T&E, though often <costly and tinme-consuning to
perform has the potential to help control costs and ensure
a desired level of system performance in the long run of
the program Figure 11 illustrates the relationship

between committing program dollars to thoroughly test and
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evaluate the system increnentally throughout its life and
the life-cycle cost of the system

|
Phass: CTD 8D PAD  Suppor

Figure 11. Li f e- Cycl e- Cost Deci si on | nmpact and
Expendi tures, from (Test and Eval uation
Management Qui de, 2001).

The figure denobnstrates that a system that is not
properly tested early during its life cycle may incur far
greater Qperations and Support (0O&S) costs than a system
that undergoes a thorough T&E plan to identify and manage
risks early throughout system devel opment and denonstration
(SDD) .

T&E al so serves as a decision-making tool for senior
| eaders in DoD. T&E events are required before a system
can undergo a M| estone Review. Figure 12 illustrates the
rel ati onship between T&E and the Acquisition Process.

The Test and Evaluation Master Plan (TEMP) is witten
as a part of the formal Acquisition Strategy pending a
Mlestone B decision authorizing entry into System
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Devel opnment & Denonstration (SDD). The TEMP addresses
system itens to be tested as well as laying out the
Integrated Test Program (ITP) Schedul e. The TEMP is
updat ed continuously throughout the program and officially
at each Acquisition MI estone.

=]

Bﬂﬁuﬂgﬂ Coeeational IOTAE | FoTAE
LFT Rapont
Figure 12. Testing and the Acquisition Process,
from (Test and Eval uati on Managenent Qui de,

2001) .

The TEMP updates include guidance from the MDA on
testing areas of interest during the follow-on acquisition
phase. Testing areas focus on validating system
capabilities and detecting and reporting of “deficiencies
that may adversely inpact the performance capability or
avail ability/supportability of a system” (Test and
Eval uati on Managenent Qui de, 2001, p. 1-4)

In summary, T&E is “the discipline that helps to
illumnate risk areas of vulnerability.” (Test and
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Eval uati on Managenent uide, 2001, p. 1-7) A rigorous T&E
program can identify and nmanage program risks in a manner
that saves tinme and noney, while also ensuring that the
tester provides the user tinely and cost effective answers
to operational requirenents.

2. Cost as an I ndependent Variable (CAIV)

Cost as an |ndependent Variable (CAIV) is the process
of bal ancing cost, schedule, performance and risk early in
a systens developnment in order to nmanage a program to a

cost obj ective.” (R sk Management Qui de for DoD
Acqui sition, 2001, p. 29) CAlV involves a joint PMO> user
representative trade- of f anal ysi s bet ween system
performance and program costs. The underlying prem se of

CAlV is that “if costs are too great, and there are ways to
reduce them then the wuser and developer nay reduce
performance requirenments to neet cost objectives.” (R sk
Managenment Quide for DoD Acquisition, 2001, p. 30) Ri sk
assessnents are essential in the CAIV trade-off process.

Assessing risk areas and identifying cost drivers
provide PMs and user representatives with data that can be
used when conducting trade-offs between system performance
and cost. The concept of CAIV is that “equal enphasis nust
be placed on managi ng cost and schedule risks” as it is on
system technical risk. (R sk Mnagenent Quide for DoD
Acqui sition, 2001, p. 30)

3. Earned Val ue Managenent (EVM

The Earned Value Managenent System (EVMS) is a joint
DoD- I ndustry agreenent established in 1995 that details DoD
5000.2-R contractor requirenents wth respect to the
i mpl enentati on of Earned Val ue Managenent (EVM). EVM is a
process t hat , t hr ough one hundr ed per cent system

33



deconmposition and definition, evaluates a progranis
progress in terns of cost and schedule. EVM can be used as
an “early warning signal” to a PM to identify risks of
overrunning cost or schedule constraints. (Earned Value
Proj ect Managenent, Septenber 2002)

By deconposing a systenis requirenents and defining
the system thoroughly, managers can provide cost estinates
per devel opnent function and track the progranis progress.
PM periodically assess actual <costs to date versus
projected costs and actual time requirenments versus
projected tine to determ ne variances. The identification
of variance can help identify new or underestimated risk
areas and alert the PM to take action to assess and
mtigate the cost or schedule risks. Figure 13 illustrates
that a programis progress may be evaluated after only 15%

conpl etion of the program

The key to using EVM effectively is an accurate
program process definition and deconposition. When used
properly, EVM affords a PM visibility on a program s cost
and schedul e status. The PM can then nmake necessary
changes or perform trade-off studies to neet cost and
schedul e threshol ds. EVW is an effective technique to

conbat cost and schedul e ri sks.
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Fi gure 13. Earned Val ue Managenent As a Ri sk
Managenment Techni que, from (Earned Val ue Proj ect
Management, Septenber 2002).

4. Model i ng and Si mul ation

Modeling and sinmulation (M&S) nay be used by a PMO to
manage risk throughout the entire life cycle of a system
Mbdel s and simulations can *“reduce time, resources, and
acquisition risk” and nmay contribute to increasing the
systems overall quality and perfornmance. (R sk Managenent
Quide for DoD Acquisition, 2001, p. 27) In nanaging risk,
M&S can assist in the follow ng ways:

Devel op alternate concepts during system design

Predict performance in support of trade-off
st udi es

Eval uate system design and support prelimnary
design revi ews

Predict performance and supplenent live tests
during systemtesting

Exam ne the mlitary value of the item
Deterni ne the inpact of design changes

Hone requirenents
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Develop life-cycle support requi renents and
assessnents (R sk Managenent Quide for DoD
Acqui sition, 2001, p. 27)

The risk rmanagenent techniques this thesis has
addressed are not nutually exclusive. For, exanple MS may
be used extensively during T&E

Modeling and Sinulation during T& may be used for
“concept evaluation, extrapolation, isolation of design
effects, efficiency, representation of conplex environnents
and overcomng inherent limtations in actual testing.”
(Test and Eval uation Managenent uide, 2001, p. 14-8) By
performng M&S during T&E, the PM may thoroughly test a
system under virtual conditions and environnents, which may
otherwi se be cost-prohibitive. M&S helps to reduce
technical risk by discovering design effects on the overall
system before physically incorporated into the system MS
reduces schedule and cost risk by assisting engineers to
make the right decisions early based on data gathered
during M&S tests. Additionally, nbdels, which prove to be
accurate predictors of actual test events may allow the PM
to waive further, live tests based on a high degree of
confidence in the nodel’s data

Modeling and Simulation is only as good as the data
and variables that are inputs to the nodel. M&S can be a
great risk nmanagenent tool if adequate time is taken to
ensure the accuracy of input data. The DoD 5000.2-R
encourages PMs to incorporate M&S activities where
applicable to their respective prograns because of the
potential cost and tinme reductions as well as enhanced
syst em devel opment and perfornance validation.
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5. Including Risk Mnagement in the Contracting
Process

The final risk managenent technique this thesis
addresses is the inclusion of risk managenent throughout
the contracting process. Managing risk through contracting
often involves risk transference from either the Government
to the contractor or vice versa. “By properly setting the
expectations of all players, explicitly agreeing upon the
deliverable itenms produced by the event, and securing
sponsorship from project nmanagenent, a high degree of
success is assured.” (SEl, 1999, p. 17) The shift from
Mlitary Specifications and Standards to Performance based
requirenents placed increased risk in the hands of the
contractor. However, “if a program fails because risk
isn’t managed well by the contractor, the PMis ultinmately
responsible.” (Defense Acquisition Deskbook (DAD), Top
El even Ways to Manage Technical R sk, 1998, p. 3-1)
Nunmerous opportunities exist throughout the contracting
process that enables the Government to nanage system ri sk.
The rermainder of this section discusses risk managenment
t hrough the Request for Proposal (RFP) and contract award
fee incentives.

a. The Request for Proposal (RFP)

Even before an RFP is released, a PM should
conduct a prelimnary risk assessnent to ensure that “the
program to be described in the RFP is executable within
technical, schedule and budget constraints.” (DAD, Top
El even Ways to Manage Technical R sk, 1998, p. 31) The
RFP should require offerors to address their RW and
initial risk assessnment and nitigation plan for noderate to
hi gh-risk areas. (DAD, Top El even Ways to Manage Techni cal
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Ri sk, 1998, p.
of ferors nust

3 1)

CGover nnent . Contractors

PMs risk nmonitoring and tracki ng program

ri sk-based approach, offerors’

they would plan and schedul e [software]

reports serve as

The RFP should also stipulate that
make periodic risk assessnent

reports to the
input to the

By requiring a

proposal s should “state how

activities based

upon realistic assessnents of technical challenges and
risks” so that the Governnent may evaluate managenent
capabilities.” (GSAM 2000, p. 6- 30) Wiet her  the
devel opnent risk is hardware, software or a conbination of
both, the RFP is a vehicle to inject risk nanagenent
activities into the program The RFP contains severa

sections, which allow the Covernnent to directly address

risk areas in the solicitation

Section C
of Wrk, includes any descriptions or
required in the offeror’s response
to Manage Technical R sk, 1998, p. 3-2)

wordi ng that addresses risk is as foll ows:

The O feror
nanagenent program
how they intend to
and nonitor potenti al
t echni cal
schedule, or performance shal
along with proposed risk mitigation
all risks identified as noderate or
Top Eleven Ways to Manage Techni cal
p. 3-2)

describe its
The O feror
i dentify,
t echni cal

shal |

Section C allows the
of ferors’
with

handl i ng.

respect to risk

The

identification

contractor’s
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(SOWN submitted in response to the RFP can inform the
Covernment as to the Ilevel of contractor requirement
under st andi ng. The SON may also warn PM>s of high-risk

acqui sition plans on the part of the contractor.

Section L, Instructions, Conditions, and Notices
to Oferors, provides instructions to the offeror in
proposal preparation. The Governnent may elect to include
ri sk management requirements in Section L as long as the
risk itenms are consistent throughout the RFP. Exanpl e
Section L | anguage is as follows:

The O feror shal | di scuss past/ present
performance in the inplenentation of risk
reduction/nmitigation efforts simlar to those
proposed for the reduction of al | risks

identified as noderate or high.” (DAD, Top El even
Ways to Manage Technical Risk, 1998, p. 3-2)

Section L ensures t hat offerors i ncl ude
information pertaining to risk that may enable the
Covernnent to evaluate a contractor’s technical past
performance or ability to nmanage technical risk.

Section M Evaluation Factors for Award, notifies
offerors of “the evaluation factors against which all
proposals wll be evaluated.” (DAD, Top Eleven Ways to
Manage Technical Risk, 1998, p. 3-2) Section M should
focus on areas outlined for offerors in Section L so that
the Governnent’s instructions for proposal preparation are
consistent with the evaluation criteria. Section M should
list the relative inportance or hierarchy of evaluation
criteria such as past performance, risk managenent,
techni cal performance, cost, schedule, nanagenent, etc.
The Covernnent is not required to quantify the inportance
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or ranking of evaluation criteria, but nust informofferors
which criteria wll be considered nost in the source
sel ection process. An exanple Section M risk nanagenent

| anguage fol |l ows:

The CGovernment wll evaluate the Oferor’s
proposed risk nanagenent program and plans for
i denti fyi ng, assessi ng, mtigating, and

nmonitoring risks, as well as proposed plans for
mtigating those risks identified as noderate or
high." (DAD, Top Eleven Ways to Manage Techni cal
Ri sk, 1998, p. 3-3)
Through specific risk nanagenent Section L
i nstructions and corresponding Section M evaluation
criteria, the Governnent can ensure that only proposals
that denonstrate responsible and capable risk area handling

are considered for contract award.

The DoD 5000.2-R states that risk reduction
through the use of mature technology will be a significant
factor in the Source Selection Process (SSP). The purpose
of the SSP and competition in contracting is to “select the
contractor whose perfornmance can be expected to neet the
Covernment’s requirements at an affordable price.” (DAD,
Top Eleven Ways to Mnage Technical Risk, 1998, p. 3-4)
Several vehicles, including the detailed Statement of Wrk
(SOW, aid the PMin evaluating solicitation respondents.

b. Statenment of Objectives (SO0

The Statement of Objectives (SOO) is a concept
that transfers the responsibility for preparing the
Statenent of Wrk (SON from the Governnent to the offeror.
(DAD, Top El even Ways to Manage Technical R sk, 1998, p. 3-
3) The SOO is the “primary docunent for translating
performance requirements into contractual tasks.” (GSAM
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2000, p. 8-9) The SOO enconpasses top-level objectives and
allows offerors greater flexibility and creativity in
responding with SOM that are nore detail ed. SOQCs are
intended to not limt contractors by inposing restrictive
speci fications.

Having offerors prepare SOM is intended to
reduce costs and tinme previously spent by the Governnent.
The SOO may inform offerors of the Governnent’s objective
of identifying, assessing, handling and tracking risk
areas. Contractors nmay respond with detailed RWs or risk
assessnent nethodologies in the SOM contained in their
proposal s. If identified in Section M offerors’ risk
managenment met hodol ogy contained in the SON may be used as
evaluation criteria during the SSP.

Figure 14 illustrates the RFP preparation
process.
e

Soures
Wark Specifications | ——  Selection
Erzakdown — Faclors
Sructure
Stats ment Draft Solicitation Request for
o Requestfor  —— Review — Froposal
Chjectives Proposal Bicard Relk=ss
Acquiition | | | contract Data
Strateqy Reqursments | |—| Contractual
List Elerments
Fi gure 14. RFP Preparati on Process, from (GSAM
2000) .

C. Ri sk Managenment Based Award Fees During
Contract Admi nistration

The process of selecting a contract type is based
on many factors. The contractor’s technical ability,

urgency of the program or the type and conplexity of the
41



program are all exanples of contract type decision
criteria. Providing incentives for contractors to identify
and handle risks through Contract Award Fees can be a
valuable technique for t he Cover nient in syst ens
acqui sition risk managenent.

Award Fee determ nations may be based on anal ysis
of offerors’ SOM and “identification of critical areas of
program risk.” (DAD, Top Eleven Ways to Manage Techni cal
Ri sk, 1998, p. 3-5) Moderate to high-risk areas are
generally good candidates for award fees because they
encourage the contractor to focus specific attention on
areas whose potential inpact to the program is highest.
Tying award fees to risk areas identified as noderate to
high risk ensures both Covernnent and contractor attention
and conmuni cati on. Award fee discussion between the
Covernment and the Prime Contractor should be held
regularly. Award fee discussions should be held quarterly
or even nonthly to ensure continuous performance feedback
for the contractor. This process facilitates open and
frequent comunication between the PMD and the Contractor
and ensures that risk nmanagenent is a continuous process

that requires constant attention.

In order to admnister an award fee type
contract, contractor performance and award fee criteria
must be clearly articulated and neasurable. Award fee
periods are often tied to specific events such as
Devel oprent al Test and Evaluation (DT&E) events or
Qperational Test and Evaluation (OT&E) events where the
contractor has an opportunity to denonstrate achieved
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technol ogical maturity or system integration. Award fees
may be incorporated into several contract types.

A Cost Plus Award Fee (CPAF) type contract is a
“cost reinbursable contract that provides for a fee
consisting of a base amount fixed at inception of the
contract and an award fee anount that the contractor nmay
earn in whole or in part during performance.” (Bonneville
Purchasing Instructions, 1998, p. 7-7) The program cost
estimte is det er m ned during Cover nient - Cont r act or
negoti ati ons. An Award Fee Plan (AFP) is agreed to upon
inception of the contract. The AFP lays out award fee

periods as well as award criteria.

The CGovernnent nust provide the Prinme Contractor
with frequent feedback concerning contractor performance
before it can award, reduce or withhold an award fee. This
enables the PMD and the contractor to connunicate
regularly, and openly, concerning the progress of the
program and the status of the program risk handling.
I ncluding risk managenent as part of award fee criteria is
a nmethod of transferring risk from the Governnment to the
contractor.

E. SUMVARY
This chapter first defined risk and risk nmanagenment in

the DoD environment. Risk is the probability of an event
occurring and the likely inpact that event has on the
outcome of a program R sk managenent involves the

identification, assessnent, nitigation and finally the
tracki ng and docunentation of risk areas within a program

Several categories of risk, or risk areas exist in DoD
acqui sition. A progranis success is based on the systems
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ability to achieve desired performance characteristics
within cost and schedul e constraints. Ri sk areas, whether
techni cal, nmanagenent or requirenments can adversely affect
a programis ability to conply wth cost and schedule
constraints and still neet expect ed per f or mance
characteristics.

Finally, this chapter discussed risk rmanagenent
techni ques comonly used in DoD systens acquisition. It
introduced T&E, EVM M&S, CAIV and the contracting process
as areas with potential for nmanaging risks.
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[11. THE ADVANCED AMPHI Bl QUS ASSAULT VEH CLE ( AAAV)

A I NTRODUCTI ON

This section provides background information on the
Marine Corps’ Advanced Anphibious Assault Vehicle (AAAV).
Subsequent chapters provide analysis of the AAAV programs
ri sk managenent techniques during the Program Definition
and R sk Reduction (PDRR) Acquisition Phase. A M estone
Il reviewis planned for FY 2007.
B. AAAV HI STORY

The Marine Corps has had an anphibian vehicle since
1941. (Lissner and Dees, March 2002) Its presence in the
Marine Corps arsenal has personified the Marines’
anphi bi ous assault capability. The necessity for fighting
effectively in the littorals has continued to validate the
requi renent. But, by 1992, the currently fielded AAV had

surpassed its planned 10-year service life by twenty years.

Three, separate Mssion Area Analyses (MAA)  were
conducted to determine the AAV s nmission effectiveness and
suitability. The result was the determnation that the AAV
was deficient in nmobility (land and water), firepower,
survivability and command and control. (AAAV DRPM Program
Overview, Cctober 2002) The Center for Naval Analyses
(CNA) conducted an AOA to exanine alternatives for the
Marine Corps and its anphibious assault capability.
(Li ssner and Dees, March 2002)

The CNA presented thirteen different system solutions
to the Marine Corps’ needs. The alternatives ranged from
anphi bi an, swinmng vehicles to Landing Craft, Air Cushion
(LCAC) |loaded Bradley Fighting WVehicles. Fol l owi ng the
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CNA's AQA, the Marine Corps Conbat Developnent Conmmand
(MCDC) conducted a supplemental analysis in 1995. The
analysis yielded a “hands down” decision to pursue a “fast -
swi mm ng anphi bian.” (Lissner and Dees, March 2002) The
criteria for analysis was based on cost, performance,
m ssion effectiveness and total life cycle cost of the

syst em

Following the 1995 AQA the AAAV program entered
Program Devel opnent and R sk Reduction (PDRR). The AAAV
reached a Mlestone Il review in Septenber 2000. A
subsequent AOQA was conducted following PDRR to determ ne
the validity of the proposed concept and its projected
costs (acquisition and life ~cycle), perfornmance, and

m ssion effectiveness.

Fi gure 15. The Advanced Anphi bi ous Assault Vehicle
(AAAV), from (FAS, Mlitary Analysis Network,
Cct ober 2002).

The analysis determned that the AAAV was, in fact,
the system that the Mirine Corps needed to overcone
existing operational deficiencies of the AAV. The AAAV
passed the Mlestone Il review in Novenber 2000 and entered
the System Devel opnent and Denonstration (SDD) phase. The
AAAV is currently in SDD as of early 2003. (Lissner and
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Dees, March 2002) (AAAV DRPM Program Overview, Cctober
2002)

The AAAV prime contractor is Ceneral Dynanmi cs
Anphi bious  Systens (GDAS). Its subcontractors and
respecti ve subsystem are:

MIU:  Engi ne

Allison: Transm ssion and gear boxes
Honeywel | : Water jets
Ball: Antenna

CDC. Conmuni cations (AAAV DRPM Program Overvi ew,
Cct ober 2002)

The SDD contract calls for the production and testing
of nine prototypes prior to the Low Rate Initial Production
(LRIP) decision. As of Cctober 2002, three prototypes have
been tested in varying terrain and under different

operational conditions.

Prototype #1 achieved the Hgh Wter Speed Key
Performance Paraneter (KPP) in April 2000 by reaching a
maxi num wat er borne speed of 38 knots. Prototype #2 has
conducted significant land nobility testing. The vehicle
achieved Troop Carrying and Land Speed KPPs during 2000.
The third prototype has undergone extensive |and, water and
nmobility devel opmental testing including Early Operational
Assessnment (EQA) in 2001. (AAAV DRPM Program Overview,
Cct ober 2002) In the fall of 2002, the AAAV perforned
shi pboard | aunch, recovery and interoperability testing.

C AAAV CHARACTERI STI CS

The Marine Corps is devel oping the AAAV in response to
noted operational deficiencies in the currently fielded
Anphi bi ous Assault Vehicle (AAV). The AAAV's nission is to
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“provide high speed transport of enbarked Marine Infantry
from ships Jlocated beyond the horizon to inland
objectives.” (AAAV DRPM Program Overview, OCctober 2002)
The AAAV will provide Mirine forces with an enhanced

capability

mobility and speed once ashore.
and enhanced survivability wll
“Multiple Options/Late Decision
Program Overview,
illustrates AAAV s

to conduct

Cct ober  2000)

shi p-to- shore novenent
The AAAV s
provide commanders with a
Capability.”
The follow ng

i mproved capability over

and greater
range, speed
(AAAV  DRPM
tabl e
the existing

AAV.
System AAAV Requi r enent AAV Capability

Functi on
Wat er Speed 23-29 MPH 6-8 MPH
Cross-country 45 MPH (keep pace with | 15-20 MPH
| and speed mai n battle tank)
Range on water |65 miles 45 m |l es
Range on | and 300 mles 300 mles
Troop-carrying |18 conbat - equi pped 18 conbat - equi pped
capacity t roops t roops

Survivability

(1) 4.5mmround w out

enhanced arnor plating

(1) 4.5 mmround
w th enhanced ar nor
pl ating

NBC Protection

Overpressure System
(crew and enbar ked

None

per sonnel )
Lethality Defeat |ight arnored I ncapabl e of
conbat vehicle of defeating |ight
2005-2025 time franme ar nor ed conbat
day and ni ght on the vehicle with 40mn
nove and .50 cal weaponry
Tabl e 1. AAAV and AAV Capability Compari son,

from(Mlitary Anal ysis Network/AAAV, Cctober

2002 and Cener al

2002) .
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The enhanced capability the AAAV provides the Navy and
the Marine Corps is the ability to conduct Operational
Maneuver From the Sea (OWTS). Littoral regions previously
denyi ng maneuver forces of options wll becone nmaneuver
areas and avenues of approach. The AAAV will extend the
Marine Corps’ “operational reach.” (AAAV DRPM Program
Overvi ew, Cctober 2002)

D. AAAV ACQUI SI TI ON AND PROCURENMENT

The AAAV is the only ACAT ID program managed by the
Mari ne Corps. The AAAV program office is unique as the
Covernnent and the prime contractor, GDAS, share the same
facility in Wodbridge, Virginia.

The Marine Corps will buy one thousand and thirteen
(1,013) AAAVs to replace the AAV at a cost of nearly $7.6
Billion. The AAAV's Initial Operating Capability (I1QC) is
scheduled for 2008 wth full fielding of the system
beginning in 2012. (Mlitary Analysis Network, 2002, p. 2)
Figure 16 depicts the AAAV' s program schedul e as of Cctober
2002.
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| V. THE ADVANCED AVPH Bl QUS ASSAULT VEH CLE ( AAAV)
Rl SK MANAGEMENT STRATEGY DURI NG PROGRAM DEFI NI TI ON
AND RI SK REDUCTI ON ( PDRR)

A | NTRODUCTI ON

This chapter presents the research methodology this
author uses to address the primary and subsidiary research
questi ons. The objective of this chapter is to provide
data and information pertaining to the Advanced Anphi bi ous
Assault Vehicle’s (AAAV) Program Definition and R sk
Reducti on (PDRR) Phase ri sk nanagenent strategy.

The AAAV Program Managenent O fice (PMD is enploying
several risk managenent (RM techniques during the System
Devel opnent and Denonstration (SDD) Acquisition Phase. The
next chapter analyzes the lessons learned from the PDRR
ri sk management strategy and how the |essons |earned are
hel ping to shape the risk managenent process during SDD.

B. RESEARCH METHODOL OGY

In order to obtain background information to answer
the subsidiary thesis questions, the author conducted a
thorough Internet search of Departnent of Defense (DoD)
directives, nanuals, guidelines, presentations, handbooks
and reports as well as private sector risk managenent
related sites. Additionally, the author conducted a
literary search. The sources used in the presentation of
the research included newspaper and nagazine articles,
books, trade journals and other library information
resour ces. The author visited the AAAV Direct Reporting
Program Managenent Ofice (DRPM in Wodbridge, VA to
conduct interviews wth both Governnent and Prime
Contractor program | eadership and observe risk managenent

51



practices in use during SDD. The latter methodol ogy
provided great insight into the current DoD risk nanagenent

envi ronnent .

The majority of AAAV specific, PDRR and SDD Risk
Management practices discussed in this thesis cane from
interviews with AAAV PMO departnent heads. The aut hor
interviewed the System Test Oficer, the Senior System
Engi neer, the Deputy Director of Program Planning and
Integration (PP& ) (also the Ri sk Management Coordinator),
the System Chief Information Oficer (GO, and a support
contractor charged with consulting on matters of risk. In
addition to Governnent program office personnel, the author
i nterviewed the General Dynam cs Anphi bi ous Systens (GDAS)
Risk Coordinator (Program Planning Integrating |PT),
Assistant Ri sk Coordi nator, and a Quality Assurance
Engi neer.

C OBJECTI VE OF RESEARCH

The objective of the research is to collect, decipher
and present information and facts that lead to the anal ysis
and discussion of DoD risk nanagenent practices. The
vehicle for this presentation and analysis of data was a
case study of the AAAV. The primary and subsidiary thesis
gquestions are re-stated bel ow

1. Primry

How have the Ilessons learned from the AAAV s
Program Definition and R sk Reduction (PDRR) R sk
Managenent Strategy inpacted the Progranis Risk
Managenent Process during System Devel opnent and
Denonstration (SDD)?

2. Subsi di ary

What are risk and risk managenent in Departnent
of Defense (DoD) systens acqui sition?
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What techniques can DoD use to nanage risk in
devel opnental systens?

What is the AAAV progran?

What are the lessons |earned from the AAAV PDRR
Ri sk Managenent Strategy?

What risk managenent approaches has the AAAV
Program O fice adopted to nmnage technical and
programmatic ri sk during SDD?

What concl usi ons and recommendati ons can be drawn
fromthis anal ysis?

Chapters || and 111 answered the first three
subsi di ary questi ons. This chapter presents data for the
purpose of addressing AAAV risk nanagenment techniques
during PDRR Subsequent chapters address the renaining
gquestions and conclude by answering the primary research
guesti on and providi ng concl usi ons and reconmendat i ons.

D. AAAV  RISK  NMANAGEMENT  TECHNI QUES DURING PROGRAM
DEFI NI TI ON AND RI SK REDUCTI ON ( PDRR)

This section addresses the followi ng risk managenent
techniques enployed in the Advanced Anphibious Assault
Vehi cl e (AAAV) Program during PDRR

I nformati on Technol ogy Tool s

The  Joint Cover nrrent - Gener al Dynam cs Ri sk
Managerment and Resol uti on Process

Contracting

Governnent and Prine Contractor Co-Location and
the | PPD process

Test and Eval uation
1. I nformati on Technol ogy Tool s
The AAAV  Team (CGovernnent and General Dynani cs
Anphi bi ous Systens (CGDAS)) utilized robust information
technol ogy tools to assist in the managenent of the program
during PDRR Information sharing w thin organizational
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departnents and especially across functional areas was
crucial to the programs successful ri sk managenent
appr oach. The AAAV Team |everaged many tools and
processes. This section discusses the Virtual Design
Dat abase (VDD) and the Virtual Integration and Assenbly
(M NTEGRA) systens.

a. Virtual Design Database (VDD)

The Virtual Design Database (VDD) is a tool that
provides wusers wth a virtual, integrated environnment.
Accessible to both Government and GDAS personnel at any
desk or lap top conputer, the VDD consists of user-
friendly, wi ndows-based electronic docunents sorted by
Integrated Product Teans (IPT) and aligned by the Wrk

Breakdown Structure (WBS). The VDD “consists of various
distributed databases |linked together via high speed
network connections.” (Integrated Digital Envi r onnment
(I1DE), Cctober 2002) IPT areas include Mddeling and

Si mul ati on, Syst ens Engi neeri ng, Logi sti cs, Mobi ity
Products, Firepower Products, Integration and Assenbly,
etc. The VDD “provides AAAV |PT menbers with an on-line,
real time, paperless communication system used to logically
file and provide access to AAAV program docunentation.”
(I DE, COctober 2002)

The VDD has the foll ow ng characteristics:

Makes data available to all menbers,  USMC
CGovernment, and the subcontractors from a desktop
pl atform

Provides desktop 3-D Visualization and solid
nodel capability

Stores data in all electronic formats

Permts a docunent author or |IPT lead to edit the
document
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Integrated e-mail system

Fully integrated wth other PC applications.
(1 DE, Cctober 2002)

VDD s personal conputer interface resenbles a
Wrk Breakdown Structure (WBS) fornat. Drop-down w ndows
allow users to search files by IPTs. R sk Managenent is
facilitated through features, or capabilities, built into
t he VDD. The features allow efficient sorting of risks.
The VDD user is able to select a “R sk”™ w ndow, which
provides access to the entire risk repository containing
i ndi vidual risk forns. VDD also has a “Help” function,
which assists wunfamliar wusers in finding docunents or

perform ng functions within VDD easily.

Risk forns contain all information pertaining to
particular risks wthin functional areas of the system
The nanes of the Risk Owmers (to be discussed in the next
section), risk assessnents, stat us and mtigation
activities are contained on risk forns. Users may review
risks and status of mitigation actions as well as generate
new ri sks. An automatic risk notification system alerts
other functional areas and program |eaders to energing
risks and changes in risk status by generating e-mmils
containing links to view electronic risk fornms. Fi gures
17, 18, 19 and 20 provi de exanpl es of VDD pages.
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PROGRAM

Fi gure 17. Virtual Design Database (VDD), from
(Rob Kepner, EPMC Brief, 2002).

El ectronic Risk Forns allow VDD users to perform
a nyriad of functions. One may enter a new risk into the
system check the status of current risk mtigation actions
on risks designated by specific risk nunbers, update risk
st at us, etc. Risk form wediting is electronically
restricted to the designated R sk Omers and others
Cover nnent and contracting per sonnel specifically

aut horized to edit files.

Figures 18, 19 and 20 illustrate the VDD s access
to risk forns and an exanple of a risk formas it appears
on VDD.
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b. Virtual Integration and Assenbly (VI NTEGRA)

The AAAV Virtual Integration and Assenbly system
(MNTEGRA) is an engineering and manufacturing tool
designed to support the continual refinenent of system
assenbly and integration. VINTEGRA is a subset of VDD with
many of the sane characteristics: accessibility, personal
conputer interface, automatic e-mmil notification, etc.
VINTEGRA is intended to capture and facilitate integration
and assenbly (1&A) and production data. The data leads to
the identification of risks associated wth I1&A and
producti on. VI NTEGRA, relying on software called
ProProcess, provides shop nechanics with a paperl ess source
of manufacturing and assenbly instructions. VINTEGRA is
| ocated on AAAV' s Intranet. Shop nechani cs use a standard
Internet browser, i.e., Internet Explorer, to access
VINTEGRA's drawi ngs and assenbly instructions. VI NTEGRA
may be accessed through conputer aided design (CAD
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workstations in the assenbly area or on desktop computers
anywhere on AAAV' s network. “Traditional ‘Dblue-print’
style line drawings of the design have been replaced by
computer images rendered in the vividness of three
dimensions (3-D).” (Defense Mdeling and Sinulation Ofice,
1999)

Mil tiple conputer stations surroundi ng t he
vehi cl e hulls undergoing assenbly are available to the shop
nmechani cs for reference. VINTEGRA allows shop nechanics to
electronically view the proper sequence and nethod of
assenbly prior to working on the actual hull. Mechani cs
control the speed at which they learn the self-paced

assenbly instruction.

Design inperfections and changes are antici pated
during prototype build. VINTEGRA is an interactive system
Mechani cs may provide input to engineers if they encounter
problems during assenbly through an electronic problem
reporting system

VI NTEGRA cont ai ns an El ectronic Probl em
Resolution System (EPRS) which allows for “real -tine
capture of assenbly problens as they are discovered.”
(Defense Modeling and Sinulation Ofice, 1999) If a
nmechani ¢ encounters probl enms applying assenbly instruction,
then he or she can nark up the Conputer A ded Design (CAD)
images to illustrate the exact location and nature of the
di screpancy. Because VINTEGRA resides on AAAV s Intranet,
the mechanic’s corrections or indicated problem areas are
i mredi ately brought to the attention of engineering and
design teans via electronic dissennation. The teans, in
turn, may nake real-tinme changes to the assenbly process or
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identify potential change requirements for the next design
iteration via the configuration nanagement process.

The EPRS form contains the followng najor
subj ect headi ngs:

Problem Il dentification

Pr obl em Descri ption

Di sposition of Short Term Fi x

Verification of Short Term Fix

Di sposition of Long Term Fi x

Verification of Long Term Fi x

Shop mechanics can affect w de dissem nation of
t he EPRS t hough VI NTEGRA.

The AAAV Team won the 1999 Defense Modeling and

Sinulation Ofice Award for VI NTEGRA.

2. AAAV Team PDRR Ri sk Managenent Process

The programi s objective during PDRR is to continue to
devel op the design and engineering maturity of the system
as well as to identify, assess and handle risks. Technical
risks tend to attract the nmmjority of attention during
PDRR

The AAAV, Covernment program office contractually
mandated that GDAS institute the programis risk managenent
process during PDRR The AAAV Program Manager (PM
approved and oversaw the process. A risk managenent plan
and its inplenentation by GDAS were second period award fee
criteria during PDRR based on the Mlestone 1l contract
award. The next section addresses R sk Managenent through
the contracting process in greater detail.
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The AAAV Teanis risk managenent process involved five
st eps:
Ri sk ldentification
Ri sk Analysis and Prioritization
Ri sk Pl anni ng
Ri sk Tracki ng

Ri sk Control (AAAV I|ndependent R sk Assessnent,
Mar ch 2000)

a. AAAV PDRR Ri sk Identification

The first step in the AAAV risk managenent
process during PDRR was Risk ldentification. Any nunber of
i ndividuals or groups was enpowered to identify risks and
initiate the nanagenent process. I ndividuals, an |IPT or
any internal or external AAAV stakeholder could identify
new or existing candidate risks. Exi sting risks could be
transferred fromone | PT to another depending on the nature
of the risk and an IPT s expertise. New risks were
initiated by sending an enmail or holding a conversation
with an IPT |lead or the program R sk Managenent Coordi nat or
(RMO) . Existing risks were transferred by one I|IPT to
another or by the R sk Resolution Board (RRB). (CGDAS PDRR
Risk Primer, April 1998)

The Joint Risk Resolution Board (RRB) was a Joint
DRPM GDAS board designed to anal yze and resol ve risk issues
t hat required senior DRPM and GDAS attention for
resol ution.

At the RRB, |PTs presented risk summaries to the
board nenbers. Briefs highlighted risk area trends and

enmerging risks by IPT. The risks were categorized as Hi gh,
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Moderate or Low|evel risks. The AAAV Team categorized
risks in the follow ng nmanner:

Hgh Risk (Red): Risk is nost likely to cause

maj or program inpact/disruption. For these
risks, a different approach may be required to
successfully conplete ENM. Priority managenent

attention should be applied.

Moderate Risk (Yellow): R sk can cause sone
program inpact/disruption. Ri sk can be
resol vabl e during EMD by proper inplenentation of
mtigation efforts that may involve a different
approach. Additional managenent attention may be
needed.

Low Risk (Geen): R sk is at an acceptable [evel
with mnimal or no known inpact. (Independent
Ri sk Assessnent Team (| RAT), 2000)

Each risk was listed by |IPT name and by R sk
Identification nunber as seen on the VDD for purpose of
reference. (AAAV Program Ofice R sk Resolution Board
Present ati on, Novenber 1997)

The RRB had several objectives. First to provide
senior |eadership wth decision support information and
ensure cross-functional area conmuni cati on. Deci si on
criteria included the commtnent of additional resources,
acceptance of risk, trade offs and mtigation courses of
action. Scondly, to provide a forum where decisions were
made jointly between GDAS and the Governnent using the same
dat a. Third, the RRB was the appropriate forum to close
out risks nomnated for this action. The RRB ensured that
the risk managenment process was performed as intended.
Lastly, the RRB intended to reduce risk processing and
handling cycle time to facilitate decision-making at the
earliest possible opportunity. (Kepner, 2002)
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Once a candidate risk was identified, the issue
became an |IPT or RRB agenda item Doctrinally, |PTs
reviewed candidate risks weekly and existing risks bi-
weekly while the RRB  revi ewed program-| evel risk
continually. The RRB attenmpted to neet formally on a
nmonthly basis as a “decision-nmaking forum” (GDAS PDRR Ri sk
Primer, April 1998) The RRB and | PTs reviewed candidate
risks to determne one of the foll owi ng courses of action:

Control the risk

Accept the risk

Reduce the risk

Transfer the risk (Kepner, 2003)

Determ nations on candidate and existing risks
were made within five working days of identification and
initial discussion. Candidate risks of mnor severity were
classified as Action Itens. | PTs posted Action Itens on
the AAAV Action Item database found on the VDD. Either the
accepting IPT or RRB entered risks on the VDD acconpanied
by a mitigation plan. Figure 21 illustrates the AAAV, PDRR
Ri sk Managenent Process with the Risk Identification step
hi ghlighted in gray.

Wen a risk was identified and acceptance
assigned, the process required further action. For mal
assignment or assunption of Ri sk Omership was required for
each risk entered into VDD

The goal was to resolve and close risks at the
| owest possible |evel. When a risk was discovered during
PDRR, the Governnment and GDAS counterparts who uncovered
and introduced the risk becanme “Risk Owers” for that risk.
They jointly assuned responsibility for the risk fromits
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cradle to grave. Ri sk Owmers were identified by nane on
all risk forms on the VDD to dissemnate the overall
responsibility for the particular risk. Ri sk owners were
responsible for formally introducing new risks into the VDD
t hrough risk forns.

Risk forms indicated the nature and severity of
the risk as well as actions to be taken to nmitigate the
risks.

The purpose of the risk forms was to provide an
assessnment of current risks and estimate risk resolution
requirenents and tinelines. A critical function of the
risk introduction, assessment and mitigation process was to
identify resources required to mitigate risks. R sk Forms
also contained fields for the entry of “Estimated Recovery
Date” of the risk. Tine estimates were designed to allow
the program office to analyze variances in actual versus
estimated risk mtigation tinmes.

Wiile risks were jointly owned between GDAS and
t he CGover nrent , t he Gover nnent assuned overal |
responsibility for the risk and its managenent. Should a
situation occur that a risk could not be resolved and
closed at the |lowest |evel possible, the risk was el evated
through the IPT hierarchy to the Joint R sk Resolution
Board (RRB) for resolution.

The next step in the risk nmanagement process was
Ri sk Anal ysis and Prioritization.
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Fi gure 21. AAAV PDRR Ri sk Managenent Process: Risk
Identification, from (GDAS PDRR Ri sk Priner,
April 1998).
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b. AAAV PDRR Ri sk Analysis and Prioritization

The PDRR risk analysis and prioritization process
began upon identification and acceptance of the risk.
Wthin five working days, the owning IPT or RRB was
required to initiate a R sk Managenent Form in VDD. R sk
forms in VDD were matched w th correspondi ng Wrk Breakdown
Structure (MBS) nunmbers. The |IPT or RRB assigned Keywords
to risk forns. Keywords were “fields which enabled the
user to specify unique term nology associated with the risk
and aid in the early identification of trends,
establishment of triggers and prioritization of constrained
resources at the IPT and system level.” (GDAS PDRR Ri sk
Primer, April 1998) Keywords were classified as product,
practice or process:

Pr oduct Keywor ds: Nanes of mechani cal
structural, software systenms or subsystens uni que
to AAAV

Practice Keywords: Categorized into one of six
cl asses: Acqui si tion, Desi gn, Facilities,

Logi stics, Manufacturing and producibility or
Test and Eval uation

Process Keywords: Categorized into six classes,
which represent “DoD Best Practices”: Design
Test, Producti on, Facilities, Logi stics and
Managenent (GDAS PDRR Risk Primer, April 1998)

The AAAV RMC perforned regular query-based
searches of the database to identify trends in keywords and

report the findings to the RRB

Ri sk anal ysis included the Ri sk Owmer preparing a
risk statement as a part of the VDD Risk Form The purpose
of the risk statenment was to “quantify the cause of the
risk and specify which requirenment(s) cannot be satisfied

if the risk is not mtigated.” The risk consequences field
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on VDD served to “quantify the effect of degraded
oper ati onal per f or mance, i ncreased cost, decr eased
reliability, schedule slip, etc. if the risk was not
mtigated.” (GDAS PDRR Ri sk Primer, April 1998) The PDRR
Risk Analysis and Prioritization process is highlighted in
Fi gure 22.

C. AAAV PDRR Ri sk Pl anni ng

The third step in the PDRR risk managenent
process was Risk Planning. Ri sk planning “includes all
managenent aspects of dealing with risk by choosing a
specific course of action for mtigation anong the several
alternatives available.” (GDAS PDRR Risk Primer, April
1998) Risk planning included risk mtigation and risk
tracking VDD entries.

Risk mnmitigation plans included the follow ng
el ement s:

Probability of occurrence

Assessed risk | evel

Mtigation plan and history

Esti mated recovery date

Ri sk tracking

Watch [ist inclusion

Date cl osed (GDAS PDRR Ri sk Priner, April 1998)
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The estimated recovery date was a nandatory entry
and reflected the IPTs time estinmate required to mitigate
the risk. When the approving authority determined a risk
to be fully mtigated or no longer relevant, then the risk
was closed on VDD The risk tracking entry allowed the
risk owner to select between “Of-track” or “Mnitor
closely” depending on the severity of the risk and the
pr ogr ess of t he mtigation efforts. “Off -track”
highlighted a risk that was out of tolerance and “nonitor
closely” brought attention to a risk area that was
approaching tolerance limts. The categories allowed
managers to prioritize risk areas.

Included in the mitigation plan was the assessed
risk level determined by the probability of occurrence and
the severity of inpact to the program

Risk mtigation plans included all activities to
be conducted and resource estinmates in order to nmitigate
the risk. Al mtigation activities needed to be conpl eted
prior to the estinmated recovery date. The risk’s history
was updated each time an IPT revised a risk form The
mtigation history provided traceability. (GDAS PDRR Ri sk
Primer, April 1998)

Ri sks were assessed and categorized into facets
of program i npact:

Techni cal Performance: R sk associated with the
enhancenent s of t he desi gn to maxi m ze
per f or mance

Cost: Risks that inpact budget

Schedul e: Risks that inpacts Mlestones and
Deci sion Points
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Programmati c:
equi prent , facilities,

functions of the business
Supportability: Risks
and maintaining

Onner, 2002)

The probability of the risks’
severity of inpact on one or nore of
categories determned the overall
Moderate or High.

Assessnent matri Xx.

the current
Risk Mtigation Planning Quidance for

Risks related to resources (people,

fundi ng, etc.) and
associated wth fielding
system (DRPM AAA

the R sk

occurrence and the
t he above nentioned

risk assessnent: Low,
Figure 23 depicts the AAAV PDRR Risk

HIGH - Unacceptable. Major
- disruption likely. Different
approach required. Priority

What is the Likelihood t
Level the Risk will Happen e management attention
required.
a Remote 8 d
o
b Un||ke|y e c MODERATE - Some
- disruption. Different
. g approach may be required.
C leely = b Additional management
- attention may be needed.
y
d Highly Likely a
e Near Certainty 1 2 3 4 5 LOW - Minimum impact.
Minimum oversight needed to
Consequence ensure risk remains low
LEVEL COST SCHEDULE TECHNICAL PROGRAMMATIC SUPPORTABILITY
PERFORMANCE
1 Minimal or Minimal or Minimal or Minimal or Minimal or
No Impact No Impact No Impact No Impact No Impact
2 <5% Additional Resources Acceptable with some Additional Resource Acceptable with some
Required reduction in Margin Required reduction in Margin
3 5-7% Minor Slip in Key Acceptable, with some Minor Slip in Key Acceptable, with
some
Milestones: Not able reduction in Margin Milestones: Not able reduction in Margin
to meet needed date Required to meet needed date Required
4 7-10% Major Slip in Key Acceptable. Major Slip in Key Acceptable.
Milestones: Critical No remaining Margin Milestones: Critical No remaining Margin
Path impacted Path impacted
5 >10% Can't Achieve Key Unacceptable. Can't Achieve Key Unacceptable.
Team or major program Team or major program
Milestone Milestone
Fi gure 23. AAAV PDRR Ri sk Assessnent Matrix, from

(CGDAS PDRR Ri sk Priner,
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d. AAAV PDRR Ri sk Tracking

The RMC was largely responsible for risk tracking
but relied on IPTs to continuously update risk histories
and status. The RMC conducted database queries to search
for trends in keywords. The RMC conpiled the query results
and presented them to IPTs and the RRB for analysis.
Anal ysis sonetinmes included reallocation of resources to
address energing risks or trends. The RMC served as
secretariat to the RRB in the risk presentation and
anal ysi s process. Figure 24 illustrates the PDRR Risk
Tracki ng process.

e. AAAV PDRR Ri sk Contr ol

Ri sk control was the day-to-day nanagenent of
risks. (GDAS PDRR Risk Prinmer, April 1998) Thi s phase of
the risk managenent process included the synthesis and
deci sion-making and execution of risk area courses of
action. The IPT or RRB responsible for the risk determ ned
one of the followi ng courses of action in consonance with
the RMC:

Cl ose the risk and docunent |essons |earned

Evaluate the need for re-planning strategies and
system | evel workarounds

Invoke alternative mtigation and contingency
pl ans

Continue to track the risk and execute its

mtigation

The authority to make deci sions on existing risks
was based on the review and approval authority matrix shown

in Figure 25.
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Known or IPT Reviews
_Anonymous Current and Accept Risk
Individual Brings Up y| Candidate Risks
Candidate Risk to Within Two Weeks
IPT Lead of Identification
Transfer Risk
A
Establish Risk in
VDD Risk
Management
Database Within 5
Reject Risk Working Days After
" " Acceptanct
Risk Coordinator coeptance
Known or Dgter{'nmef RISIk&IS
Anonymous Sé?ferg' Z\{sal
Individual Brings Up Risk ‘?h an r'] R‘ek
Candidate Risk to R:Sesolutri(t;lligBoa:(Si
Risk Coordinator o i
Within Two Weeks [~ Action Item Generate an
of Identification Database More > Action ltem
Appropriate
Enter Risk Mitigation
Enter Risk Information: .

Enter Document Information: Log Estimated Recovery Enter Location Enter Access
Information: WBS - Date, Assessed Risk Information: File L
#/Description, Title —»| Number, Primary/ y S Attachments & Information: Author

Descrintion & Secondary Facets, |—»{ Level and Probability |—p) Thumbnail > & Reader Access
escription Risk of Occurrence, umbnat Control Privileges
Keywords Include in Watch List Summary

Consequences(s) L !
Mitigation Plan and
History l
Risk Mitigation Plan to
Include:
1. Responsibilities Enter App}roval
2. Goals & Constraints Information:
L 3. Additional Data (Root Document Approval [ Update Information
Cause, Impact Element: i
4. Ko Sraieges] Status & Required Logged
y Estimated Cost Document Approval
5. Strategy Evaluation Criteria Levels
Collect Data for 6. Chosen Strategy Actions/
Tracking in Success Measures
Accordance With 7. TPM(s)

the Mitigation/Action

Plan. Prioritize <
Mitigation Rqts
Against Available
Resources

l gl(?;fminnc: Continue Invoke
Compile Results of Lessons Replan Tracking & Contingency
Analyze and Analysis. Present Learned Executing Plan
Compile Data to IPT and/or Risk
Collected for Resolution Board.
Tracking. Look for > Re-evaluate
Trends and Resource
Triggers. Allocations. Decide 5
Next Step.

Fi gure 24. AAAV PDRR Ri sk Managenent Process: Risk
Tracking, from (GDAS PDRR Ri sk Priner, April
1998).
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The formal PDRR risk managenment process began on
conditions of a Cost Plus Award Fee contract at the
begi nning of PDRR GDAS devel oped the risk nanagenent
process and the Government approved it. The enphasis of
the risk managenent process was on resolving technical
ri sks during PDRR

The follow ng section discusses risk nanagenent
t hrough the contracting process during PDRR

Oigination Mtigation Plan Review Authorized to C oseout

Sour ce and Approval Ri sk
Hi gh A-Level |IPT A-Level IPT Ri sk Resol ution Board
B- Level |PT A- Level |PT Ri sk Resol uti on Board
C- Level IPT B-Level IPT Ri sk Resol uti on Board
D-Level |PT C-Level |IPT Ri sk Resol uti on Board
Moderate  A-Level |PT A- Level |PT Ri sk Resol uti on Board
B- Level |PT A- Level |PT A- Level |PT
C Level IPT B- Level IPT B- Level |PT
D Level |IPT C-Level |IPT C Level |IPT
Low A- Level |PT A- Level |PT A-Level |PT
B- Level |PT B-Level |PT B- Level |PT
C-Level |PT C-Level |PT C Level |PT
D Level |IPT D Level |PT D Level |PT
Fi gure 25. AAAV PDRR Ri sk Revi ew and Appr oval
Aut hority Matrix, from (GDAS PDRR Ri sk Primer,
April 1998).
3. Ri sk Management Through the Contracting Process
This thesis introduced in Chapter Il several nethods
to reduce risk through the contracting process. Exanpl es

include risk-based Requests For Proposal (RFP), weighting
of source selection evaluation criteria, Statement of
oj ectives (SO0 |anguage and contractual incentives. This
thesis presents the AAAV progranmis use of contractual
awards to incentivize risk nmanagenent.
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Following the Mlestone | decision, the Governnent
awarded GDAS a Cost Plus Award Fee (CPAF) contract for the
PDRR phase. The PDRR Statenent of Wrk (SON required GDAS
to have a risk managenent plan. (Kepner, 2002) The PDRR
Second Period Contract Award Fee plan was tied to CDAS
ri sk management perfornmance. The DRPM AAA established
performance criteria to evaluate GDAS risk nmanagenent
program and supervised the process inplenentation during
PDRR.

GDAS full award fee anount depended, in part, on its
ability to inplenent an effective risk managenent program
and manage risks during the period.

4. Government and Prime Contractor Co-Location

The AAAV DRPM and CGDAS have co-located at the AAAV
Technology Center in Wodbridge, VA and the Wrth Avenue
Technol ogy Annex (WATA) in Dale Gty, VA three miles south

of Wodbri dge. Both facilities are two-story buildings
with the DRPM AAA occupying the top floor and GDAS the
bottom fl oor. Both facilities have assenbly areas where

AAAV command nock ups and personnel variant prototypes were
assenbl ed during PDRR and continue to be assenbled in SDD.
The AAAV Teanmis co-location is truly unique in defense
acqui sitions. Covernnment and Prine Contractor co-location
is intended to enhance comunications and reduce program
ri sks i nher ent with limted cross-functi onal area
interaction. One objective of co-location is to facilitate
the Integrated Product and Process Developnment (| PPD)
envi ronment . Communication is crucial to successfully
i mpl enenting an | PPD process.
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a. Integrated Product and Process Devel opnent

(1 PPD
Chapter 11 of this thesis introduced Integrated
Product and Process Devel opnment (| PPD). The DoD defines
IPPD as “a managenent process that integrates all

activities from product concept through production/field
support, wusing a multifunctional team to sinmultaneously
optimze the product and its manufacturing and sustai nnent
processes to neet cost and perfornance objectives.”
(Departrment of the Navy Acquisition, March 2000) IPPDis a
systens engineering process that incorporates the use of
and interaction bet ween mul tifunctional t eans, or
Integrated Product Teans (IPT). This section provides
examples of [IPT interaction in the IPPD process during
PDRR

b. AAAV | nt egrated Product Teans (I PT)

The AAAV program uses twenty-eight |PTs with
“menbership representing every stakeholder in AAAV, from
the Marine Users, CGovernnment Civilians, Industry (Prine and
subcontractors), up through the Ofice of the Secretary of
Defense.” (Pollution Prevention: AAAV, Cctober 2002) The
| PTs are involved in every aspect of system devel opnent and
the systens engi neering process. The AAAV |IPT hierarchy is
made up of four levels of IPTs as indicated in Figure 26.
Fi gure 27 depicts the overall AAAV I PT envir onnent.
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RATED PRODUCT TEAM
ORGANIZATION

Product
Teams
(Level D)

Performance
g Teams
Multi=Discipli (Level C)
Including,
Represent

Desi
Empowered 4 nglrgg
Decisions Made at (Level B)
Lowest Level
Self Contained
(Requirements, Resou
and Constraints) . e | AAAV System
i . 1 Team

Teams Participate in (Level A)
Award Share Program -

Fi gure 26. AAAV | PT Hierarchy, from (Rob Kepner,
EPMC Brief, 2002).

AAAV IPT ENVIRONMENT

Business

¢« Marine Amphibious
Vehicle Crewman and

. . Finance System
MaintainersarePart of [ Engrg
Every Integrated Product
Tm Mfg./ @ ILS/

Quality LCs

«  Along With the Prime
Contractor, Subcontractors,
and Government Engineers

P C)
@ contracts/
(+) Materials
a9

Analysis /
and LOg|$|C|anS Simulation / Weight
AUX'SY»SIS} Distributed Sy O o % \
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¢ EveryDesign Decision

[

iS M ade Cons.daing |tS Development
ADT/MDT . & Softwar Test
Effect on Combat Englne }Mc'b”“y o P Process Control
Effectiveness, Hepension
M aintainabil |ty, and Structure o Weapon Slatior\{ ‘Fl'iltrer?:lu%"AUrlmamem
Operations and Support Hanments. pHull
Costs Vetronics P&D
Power Controls
Fi gure 27. AAAV | PT Environnent, from (DRPM AAA

| PT Brief, Cctober 2001).
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Co-location allows [|PTs to work in continual,

close proximty wth Governnent, user and contractor
count erparts. Nurmerous risk areas energe during prototype
devel opnent and producti on. The opportunity for |IPT

menbers to work together and communi cate across functional
area lines on a daily, regular basis is critical to
capturing and nmanagi ng ri sks.

In the area of Environmental Safety and Health
(ESH), each IPT has a nenber who provides expertise and
representation for ESH issues. ESH issues play a
significant role in the AAAV devel opnent. ESH issues
represent risk to the programin the form of |arge disposal
costs, potential, adverse environnental inpact and safety
of use concerns. The following section uses ESH to
illustrate IPT interaction in the devel opnent of a conpl ex
system

C. AAAV Environnmental Safety and Health Program

The National Environmental Protection Act of 1969
(NEPA) mandates GCovernnent consideration of environnmental
i npacts inparted by system developnent, fielding and
disposal. In Chapter 5, the DoD 5000.2-R states:

The PM shall evaluate and nanage the selection,
use, and di sposal of hazar dous material s
consistent with ESCH regul atory requirenments and
program cost, schedule and performance goals.
(DoD 5000. 2- R, April 2002)

The pot enti al envi ronnent al i npact of an
acqui sition system can create risks to the program Ri sk
areas include cost (developrent, life cycle and disposal),
schedul e and performance ri sks. The effective nanagenent
of ESH issues in a devel opnental weapon systemis critical.
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ESH representation in the IPPD process is vital to
addressing potential risks for trade off anal yses.

Throughout the AAAV's early program definition
and continuing through SDD, ESH issues have inpacted the
systenis design and planned production, fielding and
di sposal . ESH factors can present significant risk to the
program should the system fail to neet EPA standards or
generate excessive costs attributable to minimzing
environnental inpact during operation or disposal. The
AAAV Team has worked together to ensure the optinal bal ance
exi sts between the AAAV' s performance and System Lifecycle
Cost s.

AAAV | PTs each included ESH representatives
during PDRR The representatives were tasked wth
i ncludi ng ESH consi derations during the system s design and
devel opnent trade off processes. The intent was to ensure
continual consideration of potential environmental risk
i npacts to the program throughout the design and prototype
manuf act uri ng process.

5. Test and Eval uation (T&E)

During PDRR, the AAAV program office produced three,
fully functional prototypes for Devel opnental Testing (DT)
and limted Qperational Testing (OI: Pl1, P2 and P3.

The DRPM AAA conducted extensive DT during PDRR P2
conducted 4854 niles of land nobility testing: equivalent
to nine vehicle years. (DRPM AAA, Novenber 2002). P2 was
also used in an Early Qperational Assessnent (EQA).

An EQA is a type of test “conducted prior to, or in
support of prototype testing.” (Test and Evaluation
Managenent Gui de, November 2001) A conbination of AAAV PMD
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Marines and 5" to 95'" percentile users manned the vehicle
during the assessment held in 29 Palns, California in
Cct ober 2001. The purpose of the EOA was to identify
necessary design and configuration changes to the vehicle.
The PMO al so conducted a gunnery EQOA to assess the AAAV s
weapon and fire control systens. The EQA enabl ed the AAAV
program to solicit feedback on the system from users at an

early stage in the system s devel opnent and testing.

P1 and P3 were used prinmarily for water nobility
testing. P3 also participated in weapon station and |and
mobility test events.

P1 and P3 testing included vehicle transition from
water to dry land and vice versa. The prototypes were
tested in the high water nobility node to assess the
vehicle's ability to achieve threshold high water speed
requirenents. The program office conducted informal user
juries with the five Marines who perforned as DT vehicle
Crews. The user juries were encouraged to provide
continuous feedback to system design engineers throughout
testing.

In addition to land and water nobility testing, the
AAAV prototypes underwent communication testing (wth use
of a vehicle nock-up), firepower testing, survivability
testing, habitability testing and |I|ifecycle support
testing.

Extensive survivability testing included nock-up and
prototype test activities to evaluate the systenmis arnor
protection and crew survivability. In addition, the PMD

pl aced significant effort in developing and testing an on-
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board automatic fire suppression system to increase crew

survivability.

Life cycle support testing consisted of logistics
denonstrations, maintainability denonstration, mean tinme to
repair (MITR) dernonstrati on, interactive el ectronic
technical nmanual validation (IETM and hunman factors
engi neering testing. (DRPM AAA, Novenber 2002)

Fi gure 28. AAAV Survivability Testing, from (AAAV
Devel opnment al Test Brief, Novenber 2002).
E. SUMVARY
During PDRR the AAAV Team worked to identify, assess,
mtigate and track technical and programmatic risks. The
AAAV Team enpl oyed several tools and techniques to manage

risk.

Ceneral Dynam cs Anphi bious Systens (CGDAS) devel oped
information technology tools to assist in the risk
managenent process during PDRR The Virtual Desi gn
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Dat abase (VDD) was an Intranet tool designed to facilitate
communi cation wthin and across both Governnent and
contractor functional [lines. VDD contained a “R sk”
section, which enabled IPT nenbers to initiate, track,
update, and dissemnate risk itenms throughout the AAAV
program of fi ce.

Virtual Integration and Assenbly (VINTEGRA) is an
engineering and manufacturing tool that provides shop
mechanics with 3-D views of system assenbly instructions
and processes. VINTEGRA has an Electronic Problem
Reporting System (EPRS) that allows shop mechanics to
provi de feedback to system designers and engineers on the
assenbly process and conponent design. VI NTEGRA provi des
real -time updates to technical data packages (TDP) shared
by GDAS and the DRPM AAA.

The AAAV Team encouraged system risk input at all
| evel s. Individuals who identified risks became “Risk
Onners”. CGovernnent and contractor counterparts shared
ri sk ownership.

Ri sk Owmers could initiate, edit and communicate all
subsequent inputs or changes to risk areas Online through
the use of Ri sk Forns found on the VDD.

Risks are ideally resolved at the |owest possible
level in the IPT hierarchy. Those risks deenmed significant
program risks or those incapable of resolution at |ower |PT
levels were elevated to a Joint Risk Resolution Board
(RRB) . The Covernnent and GDAS | eadership conprised the
RRB. The purpose of the RRB was to provide the program

| eadership with decision support information and clearly
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communi cat e ri sks acr oss functi onal l'i nes at t he
Integrating |IPT |evel.

The PDRR contract was a Cost Plus Award Fee (CPAF)
type. The award fee assessnment included the eval uation of
GDAS risk managenent plan and its inplenentation. The
CGovernnent used award fees as an incentive for the Prime
Contractor to proactively manage ri sks.

The AAAV Team is co-located in Wodbridge, Virginia in
the AAAV Technol ogy Center and the Wrth Avenue Technol ogy
Annex; the facilities are approxinmately three niles apart.
The DRPM AAA nenbers and GDAS enpl oyees work in the sane
bui I di ngs. The principal purpose of co-location is to
encourage and facilitate continual comunication between
Government and contractor personnel and across functional
l'i nes. Co-location is consistent with the principles of
t he systens engi neering and | PPD processes.

Co-location enables |PTs to meet regularly wthout
significant travel requirenments or disruption of other
responsibilities in the program offices. This thesis
illustrates the program use of the |IPPD process through a
case study involving environnental safety and occupational
heal th i ssues.

Thr ee AAAV pr ot ot ypes under went extensi ve
devel opmental and early operational testing during PDRR
The purpose of the PDRR test plan was to identify
performance risk areas and solicit user input. The PDRR
test plan included logistics and life cycle testing.

The next chapter provides analysis of the PDRR risk
managenent pl an. This thesis discusses |essons |earned
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from the PDRR phase and anal yzes how those |essons |earned
have hel ped shape the AAAV risk management strategy during
SDD.
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V. ANALYSI S OF THE ADVANCED AMPHI Bl QUS ASSAULT
VEHI CLE ( AAAV) RI SK MANAGEMENT PROCESS DURI NG
PROGRAM DEFI NI TI ON AND RI SK REDUCTI ON ( PDRR)

A | NTRODUCTI ON

This chapter analyzes data presented in the previous
chapter. In Chapter 1V, this thesis presented elenents of
the Advanced Anphibious Assault Vehicle (AAAV) risk
managenent program during the Program Definition and R sk
Reduction (PDRR acqui sition phase. The data was
categorized into five areas of research:

AAAV | nformation Technol ogy Tool s

The Joi nt Cover nnent - Cener al Dynami cs Ri sk
Managenent and Resol uti on Process

Managi ng Ri sk Through the contracti ng process

Governnent and Prine Contractor Co-l|location and
the | PPD process

Test and Eval uation (T&E)

B. RESEARCH METHODOL OGY

This author’s research nethodol ogy involved extensive
Internet and literary searches. There are abundant
resources available to research the Departnment of Defense
(DoD) risk managenent environnent and practices. However ,
with the cancellation of the DoD 5000 Series of docunents,
further research is necessary in the future to ascertain
the revised risk managenent directives and nethodol ogies
used in DoD acquisitions. As this thesis is a case study
of a devel opnental program that began under the DoD 5000. 1
and DoD 5000.2-R directives, the associated DoD risk
managenent practices are evident throughout the progranis
history from PDRR through System  Devel opnent and

Denmonstration (SDD). What will be of interest is how the
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revised acquisition guidelines inpact current and future
ri sk managenment processes in devel opnental weapon systens
i ncl udi ng the Advanced Anphi bi ous Assault Vehicle (AAAV).

This author visited the AAAV program office in
Northern Virginia. The ability to observe program
operating procedures and interview both GCovernnent and
contractor personnel was invaluable to this thesis.

C OBJECTI VE OF RESEARCH

The purpose of this chapter is to analyze the risk
managenent techniques the AAAV Team used during PDRR
Based on the analysis of the PDRR risk management process
and techniques, this thesis intends to tie correlations
between lessons |learned from PDRR to the risk managenent
process currently being used in SDD.

D. ANALYSIS OF R SK MANAGEMENT TECHNI QUES USED DURI NG
PROGRAM DEFI NI TI ON AND RI SK REDUCTI ON ( PDRR)

The purpose of this section is to analyze the risk
managenment techniques and processes the AAAV Team used
during PDRR This chapter addresses risk nmanagenent
process changes from PDRR to SDD, the systenis current
acqui sition phase. This chapter analyzes data in the
foll owi ng sequence:

AAAV | nformation Technol ogy Tool s

The  Joint Cover nnent - Gener al Dynam cs R sk
Managenent and Resol ution Process

Managi ng Ri sk Through the Contracti ng Process

Governnent and Prinme Contractor Co-location and
the | PPD Process

Test and Eval uati on
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1. I nformati on Technol ogy Tool s
The AAAV Teamis use of information technology (IT)
tools during PDRR was inval uable. The joint Governnent -
Ceneral Dynam cs Anphi bi ous Systens (GDAS) | PPD process was
enhanced by the use of both the Virtual Design Database
(VDD) and the Virtual Integration and Assenbly (VINTEGRA).
Recogni zing the “communication nultiplier” effect of tools
like VDD, AAAVY  is developing a simlar, upgr aded
application. (Kepner, 2002) The follow ng sections discuss
the |essons |earned and SDD perspectives of both VDD and
VI NTEGRA.
a. Anal ysis of the Virtual Design Database
The Virtual Design Database (VDD) provided the
AAAV program office with a top-level view of the overall
program In particular, VDD provided a central repository
for risk forms containing identification, assessnent,
mtigation planning and flexible docunentation. VDD s
organi zati on matched the systemis Wrk Breakdown Structure
(MBS) from which the IPT organization was aligned. VDD was
a logical, Lotus Notes-based application that facilitated

i nvol venent at all levels in the risk nanagement process.

VDD's built-in help function facilitated risk
data entry. Signi ficant enphasis was placed on making VDD
user-friendly in order to avoid discouraging |PT nenbers
from using the system VDD s automatic, interactive risk
notification system ensured w dest dissemnation of risk
forms and updates throughout the program offices. The
automatic notification system was interactive because it
required the determination of candidate risks to be made
within five days of identification and electronic
notification. IPT leads and program |eadership were
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involved in risk identification, mtigation plans and
tracking from the outset of new risks. VDD helped to
reduce the occurrence of poor conmunication within the
program of fice. VDD applications helped to inplenment the
ri sk management process.

Ri sks identified, assessed and entered into the
VDD were required to contain mtigation plans. The pl ans
i ncluded estinated recovery dates and anticipated resources
required to mtigate the risk. Mtigation activities were
tracked through the VDD as described earlier in this and

t he previous chapter.

To manage technical risks, the AAAV Team
conducted extensive Mdeling and Simulation (MS), Cost as
an Independent Variable (CAIV) trade-off analyses, and
advanced technol ogy denonstrators (ATD). The purpose of
the ATDs was to evaluate the nilitary utility and
ef fectiveness of advanced technology concepts and to
prepare to transition capabilities into the acquisition

cycl e.

The AAAV PMO used ATDs and M&S extensively during
PDRR to manage technical risks and perform trade off
st udi es. The AAAV PMO built a 4/5-size hydrodynam c test
rig to prove the planning craft technology as well as an
autonotive test rig to prove the vehicle's retractable
suspension and |ightweight track technol ogy. (Kepner, 2003)
In M&S, the PMDO used the NATO Reference Mbbility Mbdel
(NRWMM using AAAV vehicle characteristic inputs (approach
angle, departure angle, weight, height, etc.) to sinulate
vehicle terrain handling and nmobility characteristics.
Both ATD and MS activities were intended to greatly
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mtigate technical risks at the outset of PDRR by
identifying key system characteristics and identifying
potential risk areas.

The result of the risk managenent efforts during
PDRR was the production of three fully functional AAAV
prototypes. (Kepner, EPMC Brief) VDD was a way of
comunicating the results of trade-off analyses and other
risk mtigation activities.

The VDD was an effective risk communication tool
during PDRR One inportant characteristic of VDD was the
“wite once, read nany” quality of the application.
(Kepner, 2003) “Wite once, read man” illustrates VDD s
utility as a communications nultiplier within the program
of fice. However, GDAS and AAAV Covernnent personnel feel
that the system was out-dated and incapable of being
effective during SDD Sone program office personnel
considered VDD a risk repository that eventually becane
saturated with data. (Rose, 2002) VDD | acked functional
aspects that the program office feels are inportant during
SDD: trend analysis, metric reporting capabilities, and
analysis of variance (ANOVA). GDAS felt that VDD risk
mtigation plans were stand-alone docunments, not fully
integrated into the overall program nmanagenent. The
I ndependent Ri sk Assessnent conducted prior to MIlestone |1
found that VDD was “nmore of a status report of activities
or a list of planned events or neetings” rather than useful
mtigation plans. (IRAT, Septenber 2000)

Subcontractors had linited access to VDD. H gh
and nmoder at e risks owned by sub-contractors wer e
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incorporated into VDD. As the AAAV program grew, the need
for an expanded system becane evi dent.

In SDD, the AAAV is developing an upgraded
application that will replace VDD The new system Life
Cycle Informati on System (LAS), is a web-based application
that will allow all GCGovernment, Prine and Sub-contractors
to access the database from AAAV desktop machines as well
as renotely through standard |nternet browsers. Anot her
i npetus behind the developnent of LCS is that the AAAV
program has been designated as a Program Managenent O fice
of Life Cycle Support (PMOLCS). A PMOLCS designation
directs that a PMO nmaintain responsibility for the system
from“cradle to grave.” (Kepner, 2003) LCOS will be better
equi pped to support this function than was VDD.

LOS training is scheduled to begin in January
2003. The AAAV Team recognizes the inportance of
incorporating sub-contractors in the risk managenent
process. AAAV intends to fully train sub-contractors on
LOS and include them in the risk managenent process by
offering this web-based application.

GDAS, through their sub-contractor, Comput er
Systens Corporation (CSC), is developing LOS to becone a
“custom zed docunent managenent system” (Rose, 2002) LOS

will be capable of conducting ANOVA when analyzing
mtigation efforts. LAS wll track projected resource
out | ays Ver sus pr edi ct ed out | ays; det erm ne t he

effectiveness of the nitigation plan; and alert program
| eadership to cost, schedule or programmatic inpacts. The
AAAV Covernment team feels that LCOS will be able to
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support a life «cycle support system that enphasizes
program wi de i nmpact of risks.

b. Anal ysis of Virtual Integration and Assenbly
(VI NTEGRA)

The Defense Mdeling and Sinmulation Ofice
awar ded the AAAV Program Managenent Ofice (PMO the 1999
award for excellence in Mdeling and Sinulation. The
benefits gained from VINTEGRA during PDRR are already
evident in SDD and anticipated during subsequent production
activities.

Refini ng engi neering assenbly know edge benefited
PDRR efforts by acconplishing “scope conmonly done during
Engi neering and Manufacturing Devel opnent (E&VD) (now SDD)
phase.” (Defense Mdeling and Sinulation Ofice, 1999)
Furthernore, the “information captured using VINTEGRA in
PDRR, significant data for production line analyses wll be
col l ected before the conclusion of PDRR " (Defense Mdeling
and Sinmulation COfice, 1999) The data collected during
prototype builds in PDRR will be applied to SDD vehicl es.

The SDD prototype vehicle assenbly process
benefited from the use of WV NITEGRA during PDRR The
assenbly process has been refined and the CGovernnent and
contractor have identified and corrected many manufacturing
and produceability issues during the first three, PDRR
prototype builds. Both the Governnent PMO and GDAS
consider production to be low risk partly due to VINTEGRA
and the prototype assenbly process.

The process sheets in VINTEGRA are continually
refined and updated. |n essence, the nmanufacturing process
during PDRR and for prototype builds was a prototype of the
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eventual manufacturing process. The goal was to reduce
risks associated with system manufacturability, such as
schedul e and cost ri sks.

Shop mechanics’ faniliarity with vehicle process
sheets and the Internet-based browser and hyperlinks in
VI NTEGRA is expected to result in a learning curve effect.
The benefits from the learning curve will be realized in
the form of reduced vehicle build-tinme, or cycle time, and
improved quality in manufacturing. The result will be
reduced risk of missing system delivery dates and costly
re-work of the systemat the end of the production process.

Additionally, the re-use of VINTEGRA's three
di mensional drawings and process sheets are expected to
avoid costs normally incurred in the developnent of
Interactive Electronic Technical Mnuals (IETM. The
el ectronic process sheet draw ngs have been validated and
will be used in the | ETM devel oprent .

El ectronic tools like VINTEGRA show potential for
“shortening acquisition lead tine and neeting war fighter
needs faster, better, and cheaper, with the consequence of
lower risk to the program” (Defense DMddeling and
Sinulation Ofice, 1999) This will enable the Marine Corps
to field a higher quality systemto the war fighter at a
| ower design to unit production cost (DTUPC). VINTEGRA has
enabled the AAAV's Integrated Product and Process
Devel opnent (IPPD) to anticipate system changes early in
t he vehicle's pr ot ot ype desi gn and manuf act ure.
I npl enentati on of necessary design changes early in the
systemi s devel opment will reduce technical and integration
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risks and the risk of increasing DITUPC and del ayed system
del i very.

Real i zing the success earned through the use of
information technology (IT) tools during PDRR as well as
the need to expand existing capabilities, the AAAV program
continues to innovate acquisitions through its creative use
of IT applications during SDD.

The Department of the Navy (DoN) Electronic
Busi ness (eBusiness) Qperations Ofice sponsored the DRPM
AAA office to conduct a pilot program to pursue expandi ng
VINTEGRA and, eventually, LCOS connectivity to renote
sites. Sites such as renote test facilities did not
previously have access to the information and conmuni cation
capabilities captured by the AAAV's |IT applications during
PDRR. AAAV's creative |IT innovations wll continue to
expand benefits in managing program risks during SDD by
creating “virtual, integrated environnents.” (Hepler, 2002)
2. Anal ysis of AAAV PDRR Ri sk Managenent Process
As discussed in the previous section, the AAAV PDRR
ri sk management process relied heavily on the VDD to
initiate, assess, conmmunicate and track risks. However ,
VDD was only a tool to help execute the formal risk

managenent process.

The PDRR risk managenent process involved five steps:
Ri sk ldentification
Ri sk Analysis and Prioritization
Ri sk Pl anni ng
Ri sk Tracki ng
Ri sk Control
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This section anal yzes the PDRR risk managenment process
and discusses the |essons |earned. The lessons |earned
from the PDRR risk nanagenent process helped to shape the
proposed CGovernment/ GDAS ri sk managenent processes for SDD.
At the tinme this thesis is being witten, the formal SDD
process is not vyet inplenented. This thesis briefly
di scusses the interimrisk management process. The inpetus
of the risk nmanagenent process is transitioning from
technical to systemlevel integration risks. However, the
rel evance of this analysis is in the discussion of what
worked and what did not work during PDRR and how those
| essons | earned are put to use during SDD.

a. AAAV PDRR Ri sk Managenent Process

The AAAV  PDRR risk managenent process was
ef fective. The primary goal was to identify, assess, and
mtigate technical risk areas to support decision-naking
and design trade-offs. By focusing on technical risk
managerment, the AAAV program was able to conduct CAV
anal yses and perform nodeling and sinulation activities to
determne the mpst effective design characteristics wth
respect to cost, schedule and perfornmance. Key elenents to
t he PDRR  risk managenent process wer e ease of
i npl enentation via the VDD and effective comunications of
t he process.

The AAAV Team comunicated the formal risk
managenent plan through the IPT levels via a R sk Priner.
The Ri sk Pri mer provi ded risk managemnent process
instructions intended for use as a desktop reference for

ri sk nmanagenent. The Risk Primer was an easy to use,
procedural nineteen-page docunent. The intent was to
introduce and include risk nanagement in the normal
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operations of the program office, not to bog |IPT nenbers
down in formal nethodol ogy details. The primer provided
i nstructions on i dentification, anal ysi s, pl anni ng,

tracking and control processes and use of the VDD

The lesson learned was that a sinplified risk
managenment net hodol ogy education process is crucial to the
successful inplenmentation of a risk nmanagenment plan. The
process and education, or training, nust extend to the

subcontractors as well as the prine contractor and
Cover nment  personnel . As the program transitions from
devel opment to producti on pr eparati on, it becones

especially inportant to maintain a fornmal risk managenent
process with all program stakehol ders. Once the SDD
process is fornmalized, the programintends to incorporate a
risk primer as part of the process training.

The nethodol ogy the AAAV Team used to nmmnhage
ri sks during PDRR was sound. Because the mgjority of risks
during PDRR were technical risks, the DRPM AAA RMC was a
systenms engineer with a part-tinme risk focus. The RMC was
wel | equipped to coordinate and manage risk areas because
of the integral role that he played during the acquisition
phase. As the AAAV program transitioned from PDRR to SDD,

the ri sk managenent coordination al so transitioned.

Additionally, shortfalls and limtations of the
VDD are currently being addressed through the devel oprment
of LAS. Currently, the AAAV Team uses shared drives
available on all desktop conmputers connected to the
programi s |ntranet. | PTs use standardized risk fornms to
initiate the risk managenent process. The risk forms used
in SDD differ fromthose used in PDRR
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The SDD risk forns are Mcrosoft Wrd documents
that capture the risk assessment and other pertinent
i nformati on, as a pl acehol der pendi ng t he full
functionality of LCS. Figure 30 illustrates the current
risk form the AAAV Team uses during SDD. Ri sk forns
contain informati on on the foll ow ng:

Ri sk Oanership

Risk Title and description

Ri sk Assessnent

Risk Mtigation Plan and status

The current risk forms and their location on the
DRPM AAA/ GDAS shared drives are tenporary while the program
mgrates from VDD to LAOS. R sk owners are responsible for
updating risk mtigation activities and assessnents just as
in PDRR  DRPM AAA and GDAS personnel nay access and review
all risk fornms contained on the shared drives. Figure 29
depi cts an exanpl e AAAV SDD ri sk assessnment form

Wiile the AAAV programis PDRR risk nmanagenent
process resulted in the successful deploynment of three
prototypes used in testing and production refinenent, the
PMO now benefits froml essons | earned during PDRR
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AAAV Risk Assessment FOrm submitted by gpr):  Software

Risk # 69 (VDD = D-SFT-RSK-013) Risk Owner: C. Meconnahey Phone x7528  Date  10/30/01
Risk Title: Ability to Accurately Capture and Trace SRS-level Requirementsin a Parallel Development Effort Last Revised: 01/24102
WBS: 101.15.00.00 Applies to: SDD(EMD) _ X___ LRIP PROD

Prace Xin one cal

DESCRIPTION OF RISK e
Condition: The parallel software development effort (Ada and RoseRT) in SDD Block 1 Phase Build 6.X necessitates capture d
and tracing of SRS-level requirements using separate methods. 3
Consequence if Realized: Tracking and tracing SRS using two different produce g
resilts. b
Context:  The introduction of Object-Oriented Analysis and Design and a new supporting toolset (Rational RoseRT) within the al
AAAV Project has precipitated the need for a parallel development effort for the early phase the SDD Build 6.0. This parallel

effort, howem poses arisk to requirements management for Build 6.0. To accommodate this parallel effort, SRS-level
requirements will need to be accurately captured and traced using separate methods. The current method of capturing SRS-level
*shall” tracing them to th DDswill be utilized for the Ada development effort. The Woodbridge
fac my will use RoseRT to produce models from the RDD and/or Use Case level requirements and trace RoseRT model elements
sules, classes, etc.) back to the appropriate RDD or Use Case requirements tagged in the Rational RequisitePro SDD Block

Lox Project.
Risk Mitigation Plan (impiementation plan may be provided as an attachment)
Date Status Notes
Mitigation Task / Action / Event Sat_| Fmsh | (Sarted.etc) (Estimate risk al completion)
18 SDD Block 1- of the parallel baseline
have | consitutes the starting point of scheduled
1. Create one SDD Block 1-6X ReqPro project to capture SDD requirements 6X RDDs 9 p
(ORD, $/55, £FD, RDD, Use Case, Rase Model ink) 09/13/01 | TBD | been loaded into | risk mitigation activity. Termination is

the ReqPro project. | the point at which parallel development is

1.1. Load requirements

1.2. Populateattributes

1.1. Settracelinks

Capture SRS Tevel "Shall” Staiements Tor the Ada effort manually, usng the o
same method as used for the PDRR Phase. nProgress

-~

Here'sa
sample Risk and
Mitigation Plan.

Fi gure 29. AAAV SDD R sk Assessnent Form from
(AAAV Ri sk Mtigation Planning GQuidance for the
Ri sk Oaner, Novenber 2002).

Those |essons |learned are already hel ping shape
and inprove the risk managenent process during SDD. The
next section discusses several |lessons l|learned from the
PDRR risk managenent process and introduces what practices
the program has adopted as a result of the |essons |earned.

b. AAAV SDD R sk Managenent Process

The goal of an effective risk managenment process
during SDD is to deliver:

Fewer unexpected costs

Better cost control

| mproved adherence to program schedul e

Enhanced vehicle performance (R sk Coalition Team
Brief, June 2002)
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The current, SDD <contract requires GCDAS to
develop for the Covernnent’s approval a formal risk
managemnment process. The process used during PDRR focused
primarily on technical and systemlevel risks. When
consistently inplenmented, the PDRR risk managenent process
effectively hel ped the AAAV Team to manage technical risks.
Simlar to the PDRR phase, the GDAS SDD risk nmanagenent
plan will focus mainly on technical and system-|evel risks:
areas that are wthin the scope of their contractual
effort.

However, the DRPM AAA recogni zed that Government -
specific risks exist in SDD that are not adequately
addressed or managed through a risk nmanagenent process
devel oped and inplenented by the Contractor |ike that used
in PDRR The types of risks in SDD are not the sane types
of risks encountered during PDRR There are nore
programmatic risks, which are not within the scope of CGDAS
effort. Accordingly, the DRPM as well as the GDAS risk
managenent processes needed to adapt to the program
condi ti ons.

As a result, the Governnent is taking a nore
active leadership role during SDD to manage Governnent -
specific risks separately from systemlevel, technical or
devel opnental Contractor risks. DRPM AAA is nodifying
their risk nanagemrent plan to enhance the focus on
Covernment -specific risks such as funding, testing and life
cycle considerations: those risks outside GDAS “sphere of
i nfluence.” (Risk Coalition Team Brief, June  2002)
Meanwhile, GDAS is contractually obligated to devel op and
i npl erent a risk managenent process for Governnent approval
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and oversight through production. The portion of the
Covernnent’s plan for technical risks will |everage off of
GDAS plan since both the Government and GDAS will actively
manage the technical risks throughout the SDD phase. GDAS
ri sk managenent is, again, enbedded in contract award fee
criteria during SDD.

A lesson learned from PDRR is that risk
managerment is a significant, continuous effort that
requi res “notivated personnel coordinating risk.” (Kepner,
EPMC Brief) Additionally, the frequency of risk managenent
nmeetings must coincide with program activities and the need
for increased attention. For exanple, during the whole
systenms and subsystens trade processes, it is critical that
risks be understood and nanaged as the system paraneters
and conponent capabilities are established. (Kepner, 2003)
The risk managenent process, once approved and inpl enented,
nmust be sustainable during all periods of SDD.

The | ndependent Risk Assessment Team (| RAT)
conducted prior to the MBIl decision indicated that fornal
ri sk management practices waned during periods just before
significant program events (i.e., prototype roll out, ngjor
test events, etc.) during PDRR Programatic focus on
achieving key mlestones tenporarily inpacted “systens
engi neering processes” (Kepner, EPMC Brief) Syst ens
engi neeri ng processes include risk managenent, requirenments
traceability, synthesis, etc. The | RAT recommended that
process sustainability be a key characteristic of the SDD
ri sk managenment process. Accordingly, the DRPM AAA
directed that a program directorate assume risk nanagenent
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process coordination consistent with the activities
normal Iy conducted during SDD.

The AAAV Team formalized a functional, program
office directorate called Program Planning and Integration
(PP&l) . PP& is responsible for the AAAV risk nmanagement
plan and its inplenmentation during SDD. The Program
Integration Division Head is part of PP& and is the
program Ri sk Managenment Coordinator (RMC). Currently, both
Covernment and CGDAS nenbers are refining the formal SDD
ri sk managenent plan. The Governnent side of PP& also
focuses on Covernment-specific risks and advises the AAAV
Program Managenent Team (PMIN. The PMI consists of the PM
Deputy PM and Governnent Departnment Heads (i.e., Test and
Eval uati on Head, Manufacturing Head, Lead Engineer, PP&l,
etc.).

The RMC chairs a bi-weekly neeting to address
programmatic issues at the Department Head | evel called the

Program Managenment Team (PMI) 1. One of the focal points
of t he PMI I meeti ng is cross-functional risk
conmuni cation and courses of action devel opnent. The

purpose is to enhance comunication of risks at the action
officer level in the program and support decision-making at
the next highest level, the PMI level. The PMI Il advises
the PMI on risk mtigation alternatives and resource inpact

for deci sion-maki ng support.

The PMI Il is well suited to anal yze system-w de
metrics to assess the success of mtigation activities.
Additionally, the neeting is used as a venue to discuss
award fee deterninations and recommendations for upcom ng

contract performance assessnent revi ews.
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The need for the PMI Il is essential during the
SDD stage when the program transitions from devel opment to
production activities. The increase in the nunber of
program personnel makes conmunicati on even nore critical.
Additionally, the PMI Il can perform many of the sane
functions that the R sk Resolution Board (RRB) did during
PDRR wi t hout sone of the drawback encountered with the RRB.

The RRB was an effective forum to analyze risk
areas and serve as a decision-nmaking board at the highest
program office level during PDRR  The RRB process ensured
di ssem nation of risks throughout the program from D Level
| PTs to the PM. However, amd the RRB' s successes, two
chal l enges eventually energed that caused the AAAV program
to adopt a different strategy during SDD.

First, because the RRB relied on the senior
program |eadership, its frequency of neeting becane
difficult during especially busy time periods of PDRR  The
PDRR ri sk managenent process depended on the RRB to provide
gui dance and decision-making to function efficiently and
consi stently. The RRB, though a good idea and effective
when executed, |acked the sustainability characteristic
needed in SDD.

Secondly, sone personnel from DRPM AAA and GDAS
believed the RRB becanme a forumthat did not always enbrace
risks as opportunities or foster an environnent of open,
non-attribution discussion. One GDAS enpl oyee said that
the RRB becane a “moot court.” The result was a
disincentive for |PTs or stakeholders to identify and
introduce risks into the risk nanagement process. The DRPM
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AAA has responded by establishing the PMI Il neetings,
whi ch serve as the Risk Coalition Team (RCT).

The RCT is “a team of Covernment personnel
chartered as owners of the risk managenent process. Its
primary purpose is to facilitate the creation and
continuous operation of the risk nmanagenent process.”
(Draft DRPM AAA SDD Ri sk Managenent Plan, Novenber 2002)
The SDD RMC (Program Integration Branch Head) chairs the
RCT. The RCT includes nenbers from the foll owing DRPM AAA
di rectorates:

PP&

Systens Engi neering

Logi stics

Testing

Cost

Engi neering representatives

DCVA representatives (Draft DRPM AAA SDD R sk
Managenent Pl an, Novenber 2002)

The biggest difference between the RRB used in
PDRR and the RCT used in SDD is the organization's
nmenbership. The RRB consisted mainly of Division Directors
whereas the RCT is conprised of the next lower |evel, the
Departnent Heads or PMI || nmenbers. The benefit in the
revised structure is that the RCT perforns the majority of
detailed risk analysis so they can then provide
recommendations and courses of action to the PMI. The RCT
can filter and solve many problens before conmng to the
attention of the PMI allowing the PMI to focus on higher
| evel, Governnent -specific risk areas. The RCT neets bi -
weekly as part of the PMI || neetings.
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Anot her risk managenent technique the DRPM AAA
used during PDRR was inviting an |ndependent Ri sk
Assessnment Team (| RAT). The purpose of the IRAT in PDRR
was to evaluate the effectiveness of the programs risk
managenent process and provi de recommendati ons for SDD.

C. Peri odi c Ri sk Assessments

During PDRR, the AAAV Team conducted periodic
internal and external risk assessnments of the programs
ri sk management process. Prior to Mlestone |I, the AAAV
Team requested an independent risk assessnment to eval uate
the status of the programis technical risks and the risk
managenment process prior to entry into the System
Devel opnent and Denonstration (SDD) Phase.

EGG DRPM  AAA' s ri sk managemnent support
contractor, nomnated a “three-nenber team of experienced
engi neers” to conduct the assessnment. The |ndependent Risk
Assessment Team (IRAT) was made up of E&G Technical

Services representatives and chaired by a representative

from the Illinois Institute of Technol ogy Research
Institute who were also co-authors of the NAVSO Guide “Top
El even Ways to Manage Technical Risks.” (I RAT Report,

Sept enber 2000)

The DRPM AAA tasked the IRAT with conducting an
inmpartial assessnent of the AAAV risk nanagenent program
The AAAV DRPM planned to integrate the IRAT's findings into

part of the Mlestone Il Defense Acquisition Board (DAB)
document ati on. (AAAV I ndependent Risk Assessnent Brief,
Mar ch 2000)

The risk areas of interest were product and
techni cal process risks. (IRAT Report, 2000) The AAAV Team
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intended to use the IRAT findings to prepare for the
upconming Mlestone |l decision, identify technical and
process risks associated with entering SDD and evaluate
ri sk-handling procedures during PDRR The DRPM provided
I PT briefings and di scl osed extensive technical and program
documentation to facilitate the assessnent.

The | RAT' s net hodol ogy was as fol | ows:

Review related program docunents, such as AAAV
Ri sk Managenent Plan, SEMP, Managenent Plan, ORD,
TEMP and both the Program Definition and R sk
Reduction (PDRR) and EMD SO

DRPM AAA |IPT leads briefed the |RAT regarding
i mpl ementation of risk managenent, issues/risks,
and st at us

Followup with interviews, discussions and data
gathering in selected areas

Prepare the I RAT report and out brief results to
t he DRPM AAA (| RAT, Septenber 2000)

The objective of the assessment was to provide an
obj ective overview of the program s risk managenent process
and identify risk areas for entry into SDD.

The DRPM AAA found the IRAT to be extrenely
useful . The IRAT's objectivity on the risk managenent
process provided inval uable feedback that allowed the AAAV
program to shape its future SDD processes. The DRPM AAA
intends to conduct periodic |IRATs during SDD and in
preparation for the LRI P deci sion.

The risk managenent process discussed in the
precedi ng section anal yzed and introduced several of AAAV s
ri sk managenent techniques used during PDRR and SDD. The
next anal yzes one aspect of the AAAV progranis use of the
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contracting process to reduce programmatic risks and
transfer risk fromthe Governnent to the contractor.

3. AAAV R sk Managenent Through the Contracting
Process

Following the Mlestone | decision, the Government
awarded GDAS a Cost Plus Award Fee (CPAF) type contract for
PDRR. Part of the second period award fee criteria was
tied to GDAS risk nanagenent process. Using contract
award fees to provide contractors wth incentives to
proactively manage risk is an effective risk mnmtigation

activity.

GDAS uses an award fee sharing system anong its

enpl oyees. Each GDAS enployee earns a portion of the
contract award fee. A graduated scale determnes the
various anounts. Enpl oyees earn percentages of award fees
according to their position wthin GDAS. Award fee

sharing, or profit sharing, in organizations notivates good
behavior and provides incentive for all contractor
enpl oyees to perform

As a result of the award fee assessnent, GDAS pl aced
hi gher priority on risk nmanagenment, from both a capability
as well as training aspects. It was at this time that CGDAS
developed the VDD risk managenent applications and

formal i zed the process used during PDRR

The lesson learned was that contractually obligating
and providing incentives for the Prinme contractor to
spear head risk nmanagemnment efforts transferred sone
accountability for risk from the Covernnent to industry.
The Governnment was then prepared to evaluate the Prine
Contractor’s performance and reward them accordingly
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through contract period award fees. The current SDD
contract type is also a CPAF with award fee criteria tied
to GDAS risk nanagenent process. This also allows the
Covernment to supervise GDAS technical and system|evel
ri sk managenent whi | e concurrently i mpl erent i ng a
Covernment -specific risk plan.

GDAS' award fee sharing system sustains enployee buy-
in by financially rewarding its people for good
performance. The DRPM AAA's contracting strategy is a good
exanple of risk transference in DoD systens acquisitions.
Once inplemented, the AAAV risk managenent process relied
heavily on Integrated Product Team (IPT) interaction and
the Integrated Product and Process Developnent (1PPD)
process. The next section analyzes the AAAV progranms
uni que co-location and | PPD organi zati on.

4, AAAV PDRR Co-Location and | PPD Process

The AAAV programis co-location at the Wodbridge, VA

facility fosters continual comunication and interaction

between Governnment and GDAS personnel. This author
interviewed both DRPM AAA and GDAS individuals concerning
co-l ocati on. Both groups were in agreenent that co-

location allows for a great degree of real -tine
conmuni cati on, which can reduce design risks, especially in
the PDRR phase. Synthesis is a vital step in the systens
engi neering process and comunication is inperative to
effective synthesis, as decisions are being nmade with the
full under st andi ng of t he Cover nirent t hr ough its
counterparts on the IPTs. |In addition to the comunication
benefits, both DRPM and GDAS personnel agreed that co-
| ocation helps each group understand the other’s culture
and therefore develop nore effective working rel ati onshi ps.
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In addition to the office space co-location, the vehicle
assenbly and production area located at the joint facil ity
was of great val ue.

Co-location at the point of vehicle assenbly allowed
nearly seanmless system integration activities. Thi s
facility reduced the risk of engineering and schedule
probl ens by all owing GDAS and DRPM deci si on-nmakers to apply
tinely resources to friction points and fully understand
the risks being nitigated.

During a visit to the Wrth Avenue Technol ogy Annex in
Virginia, this aut hor saw active duty Mari nes,
representative of the intended end-users, providing input
during design and assenbly of SDD prototypes. This type of
interaction greatly reduces the risk of systens not
adequately accounting for logistics and supportability
consi derations during the design stages. Had GDAS and DRPM
AAA not been co-located, it is doubtful that wuser
representatives would have as much opportunity to provide
i nput and feedback in the design stages. The alternative
can result in time-consuming and costly system changes
prior to fielding or once a system is fielded.
Additionally, funding usually necessary for travel to bring

| PTs or program | eaders together is avoided by co-locating.

Co-location is synonynous wth the principles of
I nt egrat ed Pr oduct and Process Devel opnent (1 PPD).
Continual cross-functional area commnication is a large
part of the |PT process. Co-location allows the AAAV

programto operate in an | PPD environnent.

107



a. Integrated Product and Process Devel opnent
(I1'PPD) and the AAAV Program

The AAAV Teanis co-location facilitates the |IPPD
process and allows IPTs to work and interact on a frequent
basis during SDD. The AAAV co-location as an enabl er of
the | PPD process “provides the foundati on and conmuni cation
conduits for the |IPTs to maximze the effectiveness of
every nmenber of the organization.” (Pollution Prevention:
AAAV, Cctober 2002) The Government and CDAS co- 1l ocation
facilitates IPT integration and interaction between the
Covernnent and conpany engineers, |ogisticians, product
managers, and other functions. The program s enphasis on
cross-functional coordination and efforts has and wll
result in significant schedule and cost risk mtigation and
avoi dance. In particular, the AAAV s dedication to
reducing and, in sone cases, elimnating environmental
safety hazards (ESH) in the systemis production will reap
noteworthy Total Oanership Cost (TOC) and Lifecycle Cost
(LCC) avoi dances. Each AAAV | PT has an ESH representative.
The following section is a case study of the benefits of
| PT co-location and | PPD interaction.

b. Environnmental Safety and Health (ESH and
the | PPD Process

Envi r onnent al Saf ety and Heal th (ESH)
considerations nmay constitute significant programmatic
ri sks. Such risks include safety of use, environnental
i npact of system use and exorbitant system di sposal costs.
In response to environmental risk considerations, the AAAV
DRPM est abl i shed an ESH Wrking Group (ESH W5 . The ESH WG
was tasked to “identify, evaluate, track and assist wth
mtigation of ESH hazards.” (Pollution Prevention: AAAV,
Cct ober  2002) The ESH W5 s menbership included both
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Covernment and GDAS personnel who possess experience with
ESH i ssues and environnental considerations. AAAV |PTs all
have ESH representatives. The representatives ensure that
ESH considerations and inpact are part of all devel oprment
and production decisions in the | PPD process.

The ESH WG created the “first ever R sk Reduction
Process, enbedded in the VDD, to identify, track, and
elimnate ESH hazards.” (Pollution Prevention: AAAV,
Cct ober 2002) The ESH W5 identified and assigned “over
five hundred ESH risk hazards” and “developed the ESH
Dat abase that provides the communication and tracking |ink
for these hazards, the identification of the lead IPT for
mtigation action, and tracking of the risk hazard
resol uti on/ accept ance.” (Pol l ution Preventi on: AAAYV,
Cct ober 2002)

The DRPM AAA devel oped an ESH Awareness Session
for all menbers in AAAV I PTs. (Pollution Prevention: AAAV,
Cct ober 2002) The purpose of the ESH awareness sessi on was
to train and educate AAAV Team nenbers on the potential
ri sks associated with ESH

The DRPM AAA drafted the systenis perfornance
specifications to include a ban on all dass | and Il Qzone
Depl eti ng Substances (ODS) in the design and manufacture of
t he AAAV. Additionally, the Government has contractually
obligated both Prime and Subcontractors to elimnate the
use of cadmum lead, chromum and other environnentally
hazardous materials in the production of the AAAV. The
deletion of these environnentally harnful substances will
reduce the risks of negative environnental inpacts and high
di sposal costs.
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Over the life of the AAAV program the AAAV
antici pates cost avoidance of $379.9 mllion in production
and $238.9 mllion in Qperations and Support (0O&S) costs.
(Pollution Prevention: AAAV, Cctober 2002) The AAAV ESH
initiatives have played a significant role in the projected
cost avoi dances through the application of the ESH Wrking
Goup (ESHW5 and the Virtual Design Database.

The U S. Arnmy’'s Center for Health Pronmotion and
Preventive Medicine (CHPPM) and the U S. Navy' s Explosive
Safety Review Board (WBESRB) stated that the AAAV' s “ESH-WG
Ri sk Reduction Process is the best program of its type that
they have encountered in DoD.” (Pollution Prevention: AAAV,
Cct ober 2002) The ESH WG | PT representation ensures that
ESH considerations are input throughout every design and
manufacturing decision made for the AAAV. Through the
system deconposition and iterative design process, ESH
input in the IPT process enhances the Ilikelihood that the
systemis built correctly the first time. This elimnates
costly design or manufacturing process changes after the
systemis fielded or prior to denlitarization. The ESH-WG
and ESH | PT representation are exanples of the benefits of
the I PPD process in weapon system devel opnents. ESH ri sks
were incorporated into the programis risk rmanagenent
process during PDRR in the sane nmanner as all other risks
managed by | PTs.

The rel ational VDD, di scussed in preceding
sections, allowed the entire AAAV |PT structure to have
visibility on ESH risk identification, tracking, resolution
and docunentation issues. The VDD has resulted in
effective horizontal, vertical and cross comunications
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concerning ESH risk handling. Because risks in VDD
corresponded to WBS elenents, the <cause and effect
relationships of ESH risks were easy to identify and

assess.

The AAAV program has taken proactive measures to
reduce the systenis environnental inpact. These neasures
will lead to cost avoidance over the |life of the program as
well as preserving the environnent. The continual ESH
assessnent during the |PT process may have been |ess
effective or ineffective had the AAAV program not been co-
located during PDRR The programis co-location and
conmitnent to |IPPD enabled ESH considerations to be part of

design trade offs and CAIV anal ysis.

The AAAV performance specifications negate the
use of several environnentally hazardous materials in the
system s production. Oferors have had to develop and
i ncorporate new, environnentally safe materials for
integration into the AAAV. For exanple, cadmium was
elimnated because of the presence of cyanide and other
hazardous nmaterials (HAZMAT) in the plating process.
(Pol lution Prevention: AAAV, Cctober 2002)

Furthernmore, the AAAV is testing a devel opnental,
wat er - based Chem cal Agent Resistant Coating (CARC) paint
that wll reduce Hazardous Air Pollutants (HAP) during
manufacturing and repair of the system The use of a
wat er-based CARC paint is expected to save $2.8 nillion
over the life of the program (Pollution Prevention: AAAV,
Cct ober 2002) The new CARC paint nay represent enormnmous
savi ngs throughout DoD for systems that require CARC. Such
devel opnental innovations may reduce future, devel opnental
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system costs and reduce the risk of acquisition funds being
diverted from procurenent to support unanticipated O&S
costs.

Wrking with the US. Environnental Protection
Agency (USEPA), the AAAV program has also elimnated the
use of all Oass | and Il Qzone Depleting Substances (CODS)
and the mgjority of the USEPA's top seventeen hazardous
materials. Savings as a result of the elimnation of these
hazards is expected to be in the tens of mllions of
dollars with even greater potential with DoD-w de adopti on.

Reduction of HAZMAT initiatives during the AAAV s
design and nanufacture directly inpacts Total Oanership
Costs (TOC). The AAAV s avoidance of CDS and ot her HAZMAT
will allow the system to enter its disposal phase w thout
significant commtnent of additional resources to nmake the
di sposal environnentally friendly. The AAAV s insistence
that the Prine and Subcontractors use environnentally
inproved materials will result in savings in future systens
LCC and Research, Devel opnent, Test and Eval uation (RDT&E)
activities.

ESH risk mitigation is just one exanple of the
AAAV | PPD process. Al though other DoD prograns that are
not co-located effectively operate in an |PPD environment,
the AAAV s co-location encour ages conti nual , Cross-
functional area communication and constant interaction
bet ween GDAS and the DRPM AAA In order to deternine the
effectiveness and supportability of ESH initiatives, the
AAAV team needs to thoroughly test the system The next
section anal yzes the AAAV PDRR test and eval uation plan.

112



5. AAAV PDRR Test and Eval uation

The aggressive devel opnental testing (DI) and early
operational assessnment (EQA) perforned during PDRR will
benefit the AAAV program during SDD and subsequent
production and fi el ding. The results of the DI events and
the EQA in PDRR allowed the AAAV team to identify what
areas of the system required further devel opnent al
attention and testing. The PDRR test results helped
determine the SDD test plan. On using test as a risk
managenment tool, the DAU wites:

Fixes instituted during wearly wrk efforts

(Systenms Integration) in the System Devel opnent

and Denonstration (SDD) Phase cost significantly

less than those required in Jlater System

Denmonstration after the critical design review

when nost design decisions have been nade. " (Test
and Eval uati on Managenent Qui de, Novenber 2001)

Early testing can reduce the risk of run-away system
delivery costs and expensive design changes late in the
acqui sition process. By conducting an EQA during a
Conmbi ned Arns Exercise (CAX) in 29 Palns, California, the
AAAV program conbi ned devel opnental and operational test
(Or) activities. DT under operational conditions, simlar
to those specified in the Qperational Requirenents Docunent
(ORD), <can reduce time and costs through concurrent
testing. Wien conducted too late in a program s schedul e,
conbined DI and OT events can result in OF failures and can
i npact m | estone decisions. Conducted early, the program
can identify risk areas and develop mitigation and test
plans to fix and validate deficiencies. The DoD 5000.2-R
encour aged conbi ned DT and OT testing:
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A conbined developnental test and evaluation
(DT&E) and operational test and eval uati on (OT&E)
approach shoul d be considered when there are tine

and cost savings. The conbi ned approach nust not

conpronmise either DT or O objectives. (DoD

5000.2- R, April 2002)

Data obtained from conbined DT and OI events can be
collected and potentially used in lieu of follow-on test
events. Coordination with service test agencies and the
Director of Qperational Test and Evaluation (DOT&E) is

i nportant for obtaining and using test data.

Anot her |esson learned from the AAAV gunnery EQOA was
that crew training and experience on the weapon system is
critical to successful test execution. The PMO is applying
this lesson learned to the test crewtraining plan during
SDD.

In addition, the program office conducted extensive
testing on the M46 weapons station to include a gunnery
EQA. The MK46 lethality tests net or exceeded all ORD
requirements during PDRR In the course of testing, the
AAAV program identified areas that will require additional
study and followon testing in SDD such as ventilation and
gunner training. This know edge helped the DRPM AAA
develop the SDD test plan and concentrate on specific
system conponents prior to additional OI.

O her than the expected system perfornmance-oriented
test events, the AAAV program conducted extensive life
cycl e support testing during PDRR

Life cycle support testing i ncl uded | ogi stics
denonstrations, maintainability denonstrations, nean tine

to repair (MITR) denonstrations and human factors
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engi neering testing. The significance of the AAAV s PDRR

test plan was its enphasis on life cycle support. Life
cycle support considerations will drive the AAAV's life
cycle costs (LCO). Sone estimates report that nearly 75 -

80% of a systemis overall cost is assuned during Qperations
and Support (O8S).

Test events designed to validate CORD-specified MITR or
operational availability parameters can reduce LCC and poor
oper ati onal availability. This can be achieved by
including user juries during logistics denonstrations and
MITR denonstrations. User juries can identify system re-
desi gn recomendat i ons to make t he system nore
mai nt ai nabl e. The systemis supportability will drive its
operational availability. Decreased repair requirenents
and cycle tinmes will reduce maintainability costs and tine.
The result will be a supportable and available system for
the intended user.

Logi stics can be a primary system cost driver during
8S. Thoroughly testing a system during PDRR and SDD for
supportability, reliability and maintainability can greatly
reduced Q&S costs and increases operational availability by
identifying supportability risks early on in the progranis
schedul e. Reducing the risk of unanticipated &S costs can
pr ot ect resour ces intended for pre-pl anned pr ogram

i nprovenents (P3l) and new devel opnental systens.

The SDD test plan will focus on verifying design
i nprovenents identified in PDRR by testing an expected nine
SDD prototypes. (Devel opmental Testing Brief, Novenber
2002) The enphasis will be on addressing design changes
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identified in PDRR and conducting OT activities in order to
nmeet Low Rate Initial Production (LRIP) entrance criteria.
E. SUMVARY

This chapter analyzed the data presented in Chapter |V
of this thesis. This chapter discussed the author’s
purpose of research and research methodol ogy. The primary
purposes were to analyze and discuss the AAAV PDRR risk
managenment strategy and connect the |essons learned in PDRR
to the SDD ri sk managenent techni ques.

Thi s chapt er di scussed AAAV  PDRR information
technology tools: VDD, WVINTEGRA and LCS. The | esson
learned from PDRR was that information technology tools

could be force nultipliers in nmanaging risk. VDD served as

a central repository, or risk database. VDD risk
nmanagenent applications facilitated the fornal risk
nmanagenent process. VDD s automatic notification system
enabl ed communication across program functional |ines.

Shortfalls in VDD have led to the development of LOS
during SDD. LCS ains to create a risk managenment tracking
application that enphasizes trend analyses, reporting and
program wi de ri sk managenent.

VI NTEGRA continues to reduce system production risks
by identifying integration and assenbly and production
refinement requirenents. Additionally, VINTEGRA will
reduce cost risks in the devel opnent of |ETMs. The program
of fice expects | ETMs to reduce mai ntenance delay times thus
i mproving operational availability and |ogistics strains
during C&S.

The AAAV PDRR risk managenment process was effective.
However, the program office learned valuable |essons from
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its process and is applying lessons |learned to the process
used in SDD. Namel y, the DRPM AAA and CGDAS instituted the
PP& directorate. One of the functions within PP& is the
overall risk nanagenent process. The program inpl ement ed
the PMI 1l bi-weekly neetings. Ri sk managenent is a
statutory PMI Il agenda item Through the PMI 11, the RCT
wi Il manage program risks and devel op courses of action to

present to the program | eadership for decision support.

Duri ng PDRR, t he Cover nment i ncentivized risk
managenent through the use of an award fee. The CPAF
contract type provided financial incentives for GDAS to

execute sound risk managenent practices. The Gover nnent
awarded GDAS a CPAF type contract for SDD wth risk
managenent tied to award fee criteria, as well. I ncl udi ng

financial incentives in contract award fee criteria is an
effective technique to transfer risk fromthe Governnment to
a Prinme contractor. Both entities gain fromeffective risk

handling as a result.

The DRPM AAA has co-located with its Prinme contractor,
GDAS, in Northern, Virginia. The AAAV program co-|ocation
has facilitated continual comunication and interaction
between Governnent and |Industry personnel. The cl ose
working relationship is consistent with |PPD principles.
The AAAV programis |PPD process has benefited from the
comuni cati on advant ages provi ded by co-1location.

Fi nal | y, the AAAV PDRR test plan included OT
activities conmbined with DT. The aggressive test plan
allowed the program to identify areas that wll require
greater attention during SDD. The results of the PDRR DI,
Or and EQA have hel ped shape the SDD test plan. The SDD
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test strategy is to fix design deficiencies discovered
during PDRR and prepare the system to neet LRI P entrance

criteri a.

The next chapter concludes this thesis. The purpose
of the conclusion is to discuss how the AAAV SDD risk
managenent strategy reflects the |lessons |earned from the
PDRR ri sk mmnagenent approach. Additionally, the chapter
di scusses which elenents of risk managenent practices the
AAAV  program is benefiting from nobst and provides
recommendati ons for managing risk in devel opnental weapon
syst ens.

118



VI . CONCLUSI ON

A I NTRODUCTI ON

This chapter provides conclusions and recomendations
drawn from the analysis of the Advanced Anphi bi ous Assault
Vehi cl e (AAAV) Program Definition and Ri sk Reduction (PDRR)
and System Developnent and Denonstration (SDD) risk
managenent strategies. The benefit of this research is to
illustrate risk managenent techniques used in Departnent of
Def ense (DoD) weapon system procurenment and devel opnent
through a study of the AAAV' s transition from PDRR to SDD.
B. CONCLUSI ONS AND RECOVMENDATI ONS

This section discusses conclusions regarding risk
managenent procedures used by the AAAV progr am during SDD.
Based on t he concl usi ons, this chapt er offers
reconmendations for managing risk in DoD devel opnental
progr amns.

1. AAAV | nformation Technol ogy Tool s

a. Concl usi ons
Wapon system prograns that wuse Infornmation

Technology (IT) tools or applications to conplenent risk
management processes can effectively manage nmany of the
risk areas discussed in this thesis. The AAAV program used
the Virtual Design Database (VDD) during PDRR to augment
the formal risk managenent process.

VDD enabled the program nmanagenent office (PMD)
to identify, categorize, comunicate and file risks through
a relational database available on the program s Intranet.
Acknowl edging the need to expand VDD s capabilities to
manage risks during SDD, the AAAV PMO is developing Life

Cycle Information System (LOS). LC' S expands on VDD by
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incorporating applications that assist in tracking risk
trends and conducting variance analysis to assess
mtigation efforts: a capability the PMD recognizes as
inmportant in managing risks in SDD LGS, a web based
application, will inprove the progranis communications by
making the application available to sub contractors and
potentially to renote test locations, as well. It is being
devel oped to support the anticipated future needs of the
AAAV as a Program Managenment O fice of Life Cycle Support
(PMOLCS).

The benefits that |IT applications provide PMXs
are nunerous. LS wll expand on VDD s ability to
communi cat e ener gi ng risks, track risk mtigation
activities and conduct risk analyses to support program
| evel risk managenent efforts.

b. Recommendat i ons

Based on the conclusions discussed above, this
thesis offers recomendations for managing risk in weapon
system prograns through the use of |IT applications:

Develop and enploy electronic resources to
facilitate and conplenent the programis fornal
ri sk managenment met hodol ogy

Make this |T resource available to all program
st akehol ders:  Governnent, Support Contractors,
Prime and Sub Contractors

Ensure all users are properly trained
Keep the application sinple

The application should support the progranis
specific goals or efforts in an acquisition phase

Anticipate desired expansion of the tool’'s
capabilities to satisfy program requirenents in
| at er program phases
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Wien practical, enploy a dedicated program Chief

I nformation Oficer (Ao to over see I T
initiatives
2. The  Joint Cover nirent - Gener al Dynam cs R sk

Managenent and Resol ution Process

a. Concl usi ons

A weapon systenis risk nmanagenment process should
be sinple and sustainabl e. The success of a process wll
depend in large part wupon the degree to which its
i npl ementation does not detract from concurrent program
denands. Ri sk managenment is a continuous part of the
system devel opnent and acquisition process. Al activities
in the process should add measurable value to the programs
devel opnent and production. Risk mtigation activities
need to be tied to netrics to evaluate progress and
efficacy of the efforts.

The formal risk nmanagenent process should focus
on what is inportant to the program neeting user
requi renents given tine and resource constraints. The
process should involve senior |eadership participation
whil e mai ntai ning an environment that encourages the airing
and resolution of risks. It should reward initiative and
acknowl edge the value of responsible risk acceptance while
insisting on accountability and ownership of risk and its
mtigation.

b. Recommendat i ons

The analysis and conclusions of the AAAV' s risk
managenment and resolution process drive the follow ng

recormendat i ons:
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The ri sk managenent process shoul d be sinple

A program managenent of fice should consider using
a risk prinmer to famliarize and train personnel
in the risk managenment process

A formal risk nanagenent process should be
sust ai nabl e gi ven program office workforce
strength and anti ci pated denmands

Ri sk managenent activities should add neasurable
val ue to the program

The establishnent of a program directorate or
division to oversee risk managenent can help to
coordinate efforts, track risk trends and |iaise
with | eadership

Metrics should be developed and enployed to
assess the success or failure of nitigation
efforts

Program offices shoul d consi der peri odi c,
external risk nmanagenent assessnents

3. Ri sk Management Through the Contracti ng Process

a. Concl usi ons

Contract incentives tied to a Prime contractor’s
ri sk managenent process are an effective tool to transfer
risk fromthe CGovernnent to its industry counterpart. The
Covernnent program office ultimately assunes responsibility
for the success or failure of a systenis risk handling.
However, tying financial incentives for the contractor to
devel op and inplenent effective risk managenent processes
can result in inmproved contractor performance. GDAS award
fee, or profit sharing structure resulted in increased
enpl oyee buy-in to the AAAV risk managenent process during
PDRR. As a result, the Covernnment continues to provide
contractual award fee incentives for GDAS to execute a
proactive risk managenent process in SDD.
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b. Reconmendat i ons

As a result of the success the DRPM AAA has had
in tying risk managenent to GDAS contract award fee plan,
this thesis offers the followi ng recomendati ons concerning
ri sk managenent through the contracting process:

Transferring ri sk from the Cover nnent to
contractors through financial incentives can be
an effective nmethod to achieve desired results or
| evel s of effort

Profit-sharing organi zat i onal structures can
i ncentivize good performance and enpl oyee buy-in
4, Government and Prime Contractor Co-Location
a. Concl usi ons
The Marine Corps/GDAS co-location on the AAAV
program has created an envi ronnent of conti nua

communi cation between Government and Prime contractor
personnel across traditional program lines. The ease of
conmmuni cati on and probl em resol ution decr eases
adm nistrative delay tines and m scommunications between
Covernnent/contractor counterparts. Co-location at the
point of vehicle design, testing, assenbly and prototype
production enhance the |IPPD process by providing an
environnent for teans to truly integrate.

The benefits of AAAV s co-location are evident in
the proactive nanagenent of risks such as those in
Envi ronnental Safety and Health (ESH). Co-location allows
CGover nent and Industry personnel to identify and
appreciate di fferent organi zati onal cul tures.
Understanding these differences enables both the Marine
Corps AAAV team and GDAS to work towards establishing the
nost productive work environnent for the benefit of the
pr ogr am
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b. Recomendat i ons
Recommendati ons concerning Government PMO and
Prime contractor co-location are as foll ows:

Co-location facilitates conmmunication and the
| PPD process

Co-located PMOs can save tinme and noney in a
system s devel opnental stages

User representatives involved on a regular basis
in a systems design for suitability can prevent
costly and avoi dabl e changes

5. Test and Eval uation

a. Concl usi ons

The AAAV' s test program in PDRR included
conbining DI and OF test wevents in a challenging
operational environnent. The |lessons |learned fromthe test
results allowed the program office to know what its
strengths and deficiencies were entering SDD Thi s
know edge shaped the SDD test plan to prepare the systemto
nmeet LRIP entrance criteria. Testing the system
aggressively and early in the test plan reduced the risk of
being forced to conbine risky DI and OT events prior to a
Ml estone decision because of schedul e conpression.
Including user juries and Fleet Marine Force (FMF) Marines
in the EQA provided the program with rel evant user feedback
early in the systenis design stages when changes were
possible and less costly. The AAAV s enphasis on life
cycle support testing in PDRR represents the Marine Corps’
goal of reducing total ownership cost of the AAAV.

b. Recommendat i ons

Based on the AAAV's test history, this thesis
offers the follow ng recomendati ons:
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Conduct logistics and life cycle support tests
with user juries early in the systenis
devel opnent to avoid costly changes and reduce
the risk of fielding an unreliable or difficult
to maintain system

Conbining DI and O test events during PDRR
allows a programto refine its SDD test plan to
successfully nmeet LRIP entrance criteria

Include user juries in DI and OI test events
whenever feasible to solicit feedback early in
t he system s devel opnent

Ensure all personnel involved in test events are
t horoughly trained and have sufficient experience
to be able to execute required activities at an
acceptabl e | evel of perfornance.

This chapter concludes the thesis by addressing
what conclusions and reconmendations can be nmade from the
analysis of data presented in previous chapters. The
following section provides suggested areas of further
research in risk nanagenent and in the AAAV program
C AREAS OF FURTHER RESEARCH

The following areas of further research are suggested
to expand upon this analysis of current DoD risk managenent
practices in the developnent and procurenent of conplex
weapon systens:

What inpact do the revised DoD 5000 Series
acqui sition guidelines have on DoD devel oprent al
weapon systemri sk managenent practices?

How do the revised DoD 5000 Series acquisition
gui delines inpact the AAAV program prior to and
following MIestone C?

What concl usions and recommendati ons can be made
from an analysis of the AAAV programis SDD risk
managenent strategy?

What concl usi ons and recommendati ons can be drawn
from an analysis of co-located and detached
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program managenent offices regarding the inpact
of co-location on the | PPD process?

What risk managenent techniques are being used to
manage software intensive prograns?

Wiat netrics can be used to evaluate software
devel opnent and are they effective?
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APPENDI X. LI ST OF ACRONYMS

AAAV Advanced Anphi bi ous Assault Vehicle

AAV Anphi bi ous Assault Vehicle

AoA Anal ysis of Alternatives

APB Acqui sition Program Baseline

ATD Advanced Technol ogy Denonstration

CAD Conput er Ai ded Desi gn

CA vV Cost as an | ndependent Vari abl e

CAN Center for Naval Anal yses

CARC Chemi cal Agent Resistant Coating

CAX Conbi ned Arns Exercise

CHPPM Center for Health Pronotion and Preventive
Medi ci ne

ao Chi ef Information Oficer

CPAF Cost Plus Award Fee

CSC Conput er Systens Corporation

DAB Def ense Acqui sition Board

DAD Def ense Acqui sition Deskbook

DAU Def ense Acquisition University

DoD Depart ment of Defense

E&VD Engi neeri ng and Manuf acturing Devel oprment

EPRS El ectroni c Probl em Resol uti on System

DRPM D rect Reporting Program Manager

DRPM AAA Direct Reporting Program WMnager Advanced
Anphi bi ous Assaul t

DT&E Devel opnental Test and Eval uation

ECP Engi neeri ng Change Proposal

EQA Early Qperational Assessnent

EPMC Executive Program Managers Course

ESH Environmental Safety and Health

EV Ear ned Val ue
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FME
GAO

| ETM
[-1PT
| &A

I oC

| PPD
| PT

| RAT
T

| TP
JTAV
KPP
LCAS
LCC
LA S
LRI P

NEPA
NVB

Earned Val ue Managenent

Earned Val ue Managenment System

Fl eet Marine Force

Gover nment Accounting O fice
General Dynani cs Anphi bi ous Systens
Goal, Question, Metric [paradigni

Quidelines for Successful Acquisition
Sof twar e- | nt ensi ve Systens

Hazardous Air Pollutants

Interactive Electronic Techni cal Mnual
Integrating |Integrated Product Team
Integration and Assenbly

Initial Operational Capability
Integrated Product and Process Devel opnent
I ntegrated Product Team

I ndependent R sk Assessnent Team
Informati on Technol ogy

I ntegrated Test Program

Joint Total Asset Visibility

Key Performance Paraneter

Landing Craft Air Cushi oned

Li fecycl e Cost

Life Cycle Information System

Low Rate Initial Production

Mari ne Corps Conbat Devel opment Conmand
M | est one Deci sion Authority

M ssi on Needs Statenent

Model i ng and Si nul ati on

M | est one

Nati onal Environmental Protection Act
National MIlitary Strategy

National Security Strategy
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OWFTS

xS
OT&E

PDRR
P3I

PM

PMD
PMOLCS

PMI
PP&I

RDT&E
RFP

SDD
SHE|

SSP
TDP
T&E
TEMP
TCC
TPM
USEPA

Operational Maneuver Fromthe Sea
Qzone Depl eting Substance

Oper ati onal Requirenents Documnent
Operati ons and Support

perational Test and Eval uati on
Per sonal Conput er

Program Definiti on and Ri sk Reduction

Pre-pl anned Program | nprovenent
Pr ogr am Manager
Program Managenent O fice

Program Managenent O fice of
Suppor t

Progr am Managenent Team
Program Pl anning and | ntegration
Ri sk Coalition Team

Life Cycle

Research, Devel opment, Test and Eval uation

Request for Proposal

R sk Managenent

Ri sk Managenent Coordi nat or
Ri sk Managenent Pl an

Ri sk Resol uti on Board

Syst em Devel opnent and Denonstrati on

Sof tware Engi neering Institute

St at ement of Chjectives

St at ement of Work

Source Sel ection Process

Techni cal Data Package

Test and Eval uation

Test and Eval uation Master Plan
Total Ownership Cost

Techni cal Performance Measur enent

Uni ted St at es Envi r onnent al
Agency
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VI NTEGRA
WATA

WBESRB

Virtual Design Database

Virtual Integration and Assenbly

Wrth Avenue Technol ogy Annex

Wor k Breakdown Structure

Wor ki ng Group

Weapon System Expl osi ve Safety Revi ew Board
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